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Abstract of the contribution: This paper proposes a resolution to the Editor’s Note in solution 1 related to how to indicate what parts in the architecture may be in the operator domain.
1.
Discussion
This paper addresses the following EN’s:
Editor’s Note: How to indicate the parts of the functionality indicated in the figure that may be in the operator domain is FFS

The Service Capability Exposure Function could be within the control of one operator, or it could be controlled by a business partner e.g. another operator or a 3rd party. The other operator or 3rd party then expose the network capabilities to applications that can be outside of the control of the operator or 3rd party or within control. What is important is to separate the entities that are outside of the control (i.e. in this case some of the applications). To enable such separation in the architecture, while enabling the possibility for different deployment options a trust domain can be introduced to emphasize the difference between the entities out of control.
The trust domain could either be called e.g. “Trust Domain” or “Operator’s trust domain”. The current proposal uses Trust Domain, but it is proposed to discuss which option is most appropriate to use.

2.
Proposal

It is proposed to update TR 23.708 as follows.

************* First change ***************

6.1.1.2
Architectural Diagram
Figure 6.1.1.2-1 provides the architecture for service capability exposure.




Figure 6.1.1.2-1: Service Capability Exposure Architecture 

The trust domain (see figure 6.1.1.2-1) cover entities that are protected by adequate network domain security. The entities and interfaces within the trust domain may all be within one operator’s control, or some may be controlled by a trusted business partner which has a trust relationship with the operator e.g. another operator or a 3rd party. The security requirements for the trust domain are out of scope of this document and are assumed to be within SA3 scope. 
6.1.1.3
Service Capability Exposure Function

The Service Capability Exposure Function (SCEF) provides a means to securely expose the services and capabilities provided by 3GPP network interfaces. The SCEF provides access to network capabilities through homogenous network application programming interfaces (e.g. Network API) defined by OMA, GSMA, and possibly other standardisation bodies. The SCEF abstracts the services from the underlying 3GPP network interfaces and protocols. 

NOTE:
Defining interfaces that permit the SCEF to access services or capabilities at either a new or an existing 3GPP Network Element lies within 3GPP scope. The choice of which protocols to use for such new 3GPP interfaces (e.g. DIAMETER, RESTful APIs, XML over HTTP etc.) will depend on multiple factors including but not limited to the needs of that specific interface, ease of exposure of requested information, etc.
Individual instances of SCEF may vary depending on what API features are supported. 
The SCEF is always within the trust domain.
The functionality of the SCEF includes the following:
· Authentication and Authorization: 
· Identification of the API consumer, 
· Profile management, 
· ACL (access control list) management.
· Policy enforcement:
· Infrastructural Policy: policies to protect platforms and network. An example of which maybe ensuring that a service node such as SMS-SC is not overloaded.
· Business Policy: policies related to the specific functionalities exposed. An example may be number portability, service routing, subscriber consent etc.
-
Application Layer Policy: policies that are primarily focused on message payload or throughput provided by an application. An example may be throttling.
· Assurance: 
· Integration with O&M systems,
· Assurance process related to usage of APIs.
· Accounting: traffic documentation

· Access: issues related to external interconnection and point of contact 
· Abstraction: hides the underlying 3GPP network interfaces and protocols to allow full network integration. The following functions are among those that may be supported:
· Underlying protocol connectivity, routing and traffic control,

· Mapping specific APIs onto appropriate network interfaces,

· Protocol translation. 

NOTE: Abstraction is not a mandatory SCEF functionality and is applied only in cases where required functionality is not natively provided by 3GPP network
NOTE:
The Service Capability Exposure Function includes Network APIs which are defined by OMA/GSMA for various services such as SMS, MMS, Location, Payment, etc. A list of OMA Network API is available at [4]. For any new service capability exposure, the work split between 3GPP and OMA/GSMA/other standards body for defining new Network APIs and related exposure functionalities is FFS.
6.1.1.4
Example: SMS Service Capability Exposure
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Figure 6.1.1.4-1: SMS Service Capability Exposure 
Figure 6.1.1.4-1 provides an example of SMS Service capability exposure. A 3rd party application uses the SMS oneAPI for sending and receiving SMS messages. The SMS capability Exposure provides a homogeneous interface to all applications. The SMS abstraction supports different SMS messaging transport protocols such as SMPP, UCP, etc. The SMS Abstraction will manage and control all network sessions, including load control and message windowing, to each SMSC it connects to. It maps the specific API to the T4 and Tsms interfaces towards the SMS-SC/GMSC/IWMSC.
************* Last change ***************
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