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Abstract of the contribution: To propose a LI solution for GCSE in Rel-12.
Problem statement
For LI purposes the network should be able to indicate whether a certain user (identified by user ID such as MSISDN) is participating in any group communication and to indicate which group communication it belongs to (e.g. by TMGI). For GCSE LI requirements refer to S2-141573 (LS from SA3-LI).
Background and Analysis

For GCSE solution in Rel-12, SA3 decided not to adopt MBMS security but GCS AS based security (i.e. encryption of broadcast and unicast traffic). This implies that the BMSC does not have the ability to securely map TMGI/group ID to user identifiers such as MSISDN. It was also agreed that the GSC AS could perform encryption of the user plane traffic since the content could be delivered either via broadcast or unicast. Furthermore, GC1 interface (AS -> UE) is not specified thus we cannot make any assumption or impose any requirements for this interface. 

Alternative solution proposals
We see following possible options for GCSE lawful intercept in Rel-12:
1. Solution #1: BMSC retrieves user identities from the GCS AS when there is a request for LI:

· When the Law Enforcement Agency (LEA) sends a request to the BMSC to intercept a certain user identified by user identifier (e.g. MSISDN), then the BMSC queries GCS AS (certain AS or all) to determine if the user is receiving any group communication. This assumes that AS knows the user ID provided in the LI request. 
· If the user is receiving group communication, then the GCS AS provides the corresponding TMGI and Group ID to the BMSC, which forwards this information to the LEA, optionally together with the (encrypted) content.
2. Solution #2: Use of MBMS security in Rel-12:
· Use of MBMS security enables the BMSC to have the knowledge of mapping between TMGI and user identities (e.g. MSISDN), i.e. without having to query the AS to obtain this information. 

· If this option is considered, we assume SA3 involvement.
3. Solution #3: Limited lawful intercept functionality in Rel-12:

· No standardized means how LEA maps user identity like MSISDN to TMGI and provide TMGI in the request to BMSC. But once BMSC receives request with TMGI included, it can provide the content to the requestor.

· Unicast communication between UE and AS can be intercepted based on existing technology. 
4. Solution #4: GCS AS provides LI interface and related functionality to authorities

· GCS AS is aware of user listen to certain group communication and can provide this information together with the actual content in encrypted or decrypted format the LEA.

PROPOSED WAY FORWARD

Introducing MBMS security in Rel-12 just for the sake to fulfil LI requirements seems not an acceptable way forward for most deployments. Relying on a LI solution that provides no standardized way how to identify that a specific user is participating in a group communication session is most probably also not acceptable for authorities. GCS AS providing required information and content to LEA is certainly the easiest solution. However, it is our understanding from the discussions that in general GCS AS is not seen as a trusted entity from LEA point of view and the requirement is to provide required information directly from the MBMS Server (i.e. the BM-SC): “For LI purposes, there is a need to support the ability of the network operator/core network to be able to identify a target of communications for LI purposes at the MBMS Server.” (statement from the SA3-LI LS).
Thus, we propose that that SA2 adopts Solution #1 above and send a response LS to (SA3 and) SA3 LI accordingly. A related CR to TS 23.468 was submitted to SA2#104.
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