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Abstract of the contribution: This contribution reviews different issues of ProSe Discovery and proposes some general principles on which to reach an agreement.
1. Authorisation to announce a ProSe Application ID
In section 5.3.3 of TS 23.303 Rel-12, when the UE issues a Discovery Request to announce a certain ProSe Application ID the ProSe Function checks for the authorization of the application represented by the Application ID and, if the Discovery Request is authorised, then the ProSe Function shall respond with a Discovery Response (ProSe Application Code, validity timer) message. 

Therefore the ProSe Function checks only if the application is authorized, but does not check whetherf the ProSe Application ID is authorized as well. The lack of this additional check opens the doors to unfair commercial practices, e.g. a competitor could announce a ProSe Application Code where there is no corresponding shop or restaurant.
Only the legitimate owner of a certain brand, e.g. McDonald’s, shall be authorized to announce the specific ProSe Application ID, regardless whether such ProSe Application ID is global/country or PLMN specific. In fact the authorization is not linked to the geographical scope of the ProSe Application ID, rather to the proper utilization of the ProSe Application ID by a legitimate owner, e.g. McDonald’s can be announced in any PLMN only by legitimate McDonald’s shop owners, and not just by anyone who sends a Discovery Request to announce that ProSe Application ID.
Proposal 1: Authorisation to announce a ProSe Application ID is based on subscription information.
The authorization per ProSe Application ID cannot be stored in the ProSe Function, because the user context in the ProSe Function is there only when the user is announcing a ProSe Application Code and it will be removed as soon as the validity timer associated to the ProSe Application Code expires and a new Discovery Request has not been issued; therefore the user context cannot store a part of the user profile like the authorized ProSe Application IDs, not being a permanent entity … and up to now there are no permanent storage areas user specific defined in the ProSe Function.

A possible way forward is that the authorized ProSe Application IDs are stored in the HSS (e.g. as transparent data), provisioned in some way to be defined and downloaded by the ProSe Function into the user context when the user context is created.
Proposal 2: Authorisation to announce a ProSe Application ID is stored in the HSS.

NOTE: If not already addressed in Rel-12 (see CR “ProSe Application ID authorization” from ZTE and Telecom Italia) the issue of the authorisation to announce a ProSe Application ID should be considered for Rel-13.
2. User’s privacy
In Release 12 only Open ProSe Direct Discovery has been specified. As per TS 22.278:

Subject to user and operator settings, a ProSe-enabled UE shall be able to be discoverable by all other ProSe-enabled UEs in proximity without explicit permission. 

As such there are no issues of user’s privacy, and in fact the Open ProSe Direct Discovery is mainly intended for advertising commercial activities where the more UEs can discover a ProSe Application Code, the more potential new customers e.g. of the shop or of the restaurant can be contacted.
For Restricted Discovery the situation is exactly the opposite: the user may want that his application level identity is disclosed only e.g. to his friends or to those users that belongs to the same organization and not to the operator.

Proposal 3: A new identifier is used to hide the application level user identity to the operator, whilst still unambiguously identifying the user within a given application. 

For example, unless the user gives his/her consent, the operator does not need to know the Facebook username of a user that is asking to use the ProSe Discovery, but just an identifier different from the Facebook username, an alias allocated to that user by the Facebook server and unambiguously associated to that user name.
3. User initiated stop ProSe Discovery
In Rel 12 a procedure to notify the ProSe Function that a UE has stopped to announce a ProSe Application Code has not been defined: the ProSe Function can only wait for the expiration of the validity timer associated to that ProSe Application Code and, if that ProSe Application Code is not refreshed with a new Discovery Request then the ProSe Function knows the ProSe Application Code is no more in use and therefore stops distributing the corresponding filter to any possible requester. 
This approach is acceptable for Open ProSe Direct Discovery because it is reasonable to assume that a shop or a restaurant will announce their ProSe Application Codes all the time during the opening hours (to contact the more potential customers). For Restricted ProSe Direct Discovery that assumption is no more valid because it is very likely that the user stops the ProSe Discovery when e.g. he/she becomes busy or engaged in other activities and that may happen very often and many times. Following the same approach as per Rel-12 Open ProSe Direct Discovery the ProSe Application Code that the UE was announcing will be valid until the expiry of the validity timer and therefore the ProSe Function will continue to distribute the corresponding filter to any possible requester for all that time.
Proposal 4: Define a user initiated Stop ProSe Discovery procedure and a network initiated revocation procedure for the already assigned corresponding ProSe filter(s). 

4. Transactions on the PC2 reference point

The ProSe Application Server (e.g. Facebook Server) is out of the scope of 3GPP, even though an operator can have its own ProSe Application Server(s), and for that reason it is foreseen that in Rel-13 it will be described the minimum possible number of transactions between ProSe Function and ProSe Application Server. 

However, due to the very dynamic changes in the behaviour of the users with respect to the 3rd party applications, e.g. frequent changes in friendship relations or in discoverability criteria in a social network, it is our opinion that some kind of sync between the discoverability status in the ProSe Application Server and in the ProSe Function is needed. For example, if a user changes the discoverability permissions after a ProSe Application Code has been allocate his/her changes will not be effective until the validity timer of the ProSe Application Code that is announced expires, because only when a new ProSe Discovery Request is issued there is the possibility (optional in the proposals seen so far) to check with the ProSe Application Server: if the validity timer is set, let say, to one day (to limit the signalling load due to the Discovery Request messages issued to refresh a ProSe Application Code), it could lead to a very poor user experience that will be discovered by certain people all the day long even though he/she does not want … unless he/she switch off the ProSe Application.
Proposal 5: The discoverability status in the ProSe Application Server and in the ProSe Function should be kept synchronized. 

5. Authorisation of Direct Discovery based on UE location
Open ProSe Direct Discovery is mainly intended for advertising commercial activities and a shop or a restaurant are supposed to be most of the cases quite fixed in a well-defined location; for that reason it is possible to enrich the ProSe Application ID Name data structure with additional info that prevents a user to request the ProSe Function for a monitoring filter related e.g. to a restaurant that is too far (e.g. in a different city).
For Restricted ProSe Direct Discovery the situation is quite different, because the target of the discovery is mainly other people (friends, colleagues, etc.) that move in a lot of different places. As an optimization to avoid waste of signalling and of battery, it could be useful to link the authorisation of any Restricted Direct Discovery Request to the location of the target UE, so that it is rejected if the target UE is far beyond maximum allowed discovery range (e.g. in a different city). A similar approach has been already proposed in S2-140681 during SA2 #101bis for Open ProSe Direct Discovery, but it seems much more justified in the context of Restricted ProSe Direct Discovery.
Proposal 6: Link the authorisation of any Restricted Direct Discovery Request to the location of the target UE.
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