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Introduction

Keeping Public Safety users in contact with their dispatchers/control rooms is very important, e.g. for connectivity from the PS user’s distress/panic button. Some form of relaying function is important for this. In many cases a vehicle mounted unit could be sufficient, but it is obvious that better coverage could be achieved if ‘every’ handheld device could be a UE-network relay.

For vehicle mounted devices, using a modified ‘real’ small cell with cellular backhaul is a possibility. However the power consumption of the cell’s control channels would seem to make this solution impractical for handheld devices that target >8 hours battery life.

Hence, for UE-network relays, transmit power efficiency is important.

This P-CR moves text from TR 23.703 v1.1.0 into TS 23.303. Changes compared to TR 23.703 are shown with a different author and/or highlighted. Primarily these updates relate to the suggestion to use Protocol Independent Multicast “upstream” of the PDN GW.

Proposal

It is proposed to make the following changes to S2-140577 and capture the resulting text in TS 23.303.
>>>>First change<<<<
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************ next changes *********************
4.4.4
ProSe UE-to-Network Relay

ProSe UE-to-Network Relay provides the functionality to provide extended connectivity for "unicast" and “multicast” services to Public Safety UEs that are not "served by E-UTRAN".
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Figure 4.4.4-1: ProSe UE-to-Network Relay
The ProSe UE-to-Network Relay needs to relay IP packets in the UL and DL between a UE that connects to the Relay and the network. The relay is therefore a generic function that can relay any type of traffic that is relevant for public safety communication. The IP packets can be unicast IP packets or IP-multicast packets.
NOTE: There is no support for relaying eMBMS traffic from Uu interface to PC5 in this release of the specification.

Un-optimised one-to-one direct communication with ProSe UE-to-Network Relays has the following characteristics: 

-
Communication with ProSe UE-to-Network Relays is connectionless. 
-
ProSe Direct discovery following model A or model B can be used in order to allow the remote UE to select a ProSe UE-to-Network Relay.

-
ProSe Direct discovery can be used in order to allow the remote UE to discover the ProSe UE ID of the ProSe UE-to-Network Relay. 

-
ProSe Direct discovery can be used in order to allow the remote UE to discover L2 link layer address of the ProSe UE-to-Network Relay to be used by the remote UE for IP address allocation signalling and user plane traffic corresponding to a specific PDN connection supported by the ProSe UE-to-Network Relay.

-
ProSe Bearers are bi-directional. IP packets passed to the radio layer on a given radio bearer will be transmitted by the physical layer with the associated L2 destination address. Packets passed up from the radio layer on the same radio bearer will have been received over the air addressed to the same L2 destination.

The ProSe UE-to-Network Relay includes the following functions: 

- Acts as an "announcing" or "discoveree" UE on the PC5 performing direct discovery.

- Acts as a default router to the remote UE forwarding IP packets between the UE-ProSe UE-to-Network Relay point-to-point link and the corresponding PDN connection. 

- Handles Router Solicitation and Router Advertisement messages as defined in RFC 4861[10].

- Acts as DHCPv4 and DHCPv6 Proxy or Server.

Editor's Note: Procedures for ProSe UE-to-Network Relay using DHCPv4 or DHCPv6 proxy are FFS.
- Acts as a NAT if IPv4 is used replacing the locally assigned IPv4 address of the remote UE with its own.

- Maps the L2 link ID used by the remote UE as Destination Layer-2 ID to the corresponding PDN connection supported by the UE-to-Network Relay UE.
- it may support IPv4 and IPv6 IP Multicast functionality as specified in for IGMPv3 and MLDv2 in RFC 4604 [xx]. 

NOTE: The aspects of the point-to-point link are defined in RAN specifications.
***************** no changes yet aimed at the next section *******************

4.5.3
IP address allocation

For ProSe one-to-many communication (decentralised mode): 

-
when the UE is configured to use IPv6 on the direct link, the UE auto-configures a link local IPv6 Address following procedures defined in RFC 4862 [6]. This address can be used as source IP address for direct communication one-to-many only.
For communication with ProSe UE-to-Network Relay: 

-
When the ProSe UE-to-Network Relay has an established PDN connection with PDN type IPv4: 

-
The IPv4 address allocation and IPv4 parameter configuration via DHCPv4 is performed according to RFC 2131 [7] and RFC 4039 [8] procedure. The IPv4 address provided to the remote UE from the ProSe UE-to-Network Relay by DHCPv4 procedure shall correspond to a local IPv4 address range configured in the ProSe UE-to-Network Relay.

-
DHCPv4 request from the remote UE is always sent subsequent to the discovery of the ProSe UE-to-Network Relay to the L2 link address of the Relay corresponding to the Prose Access Code/PDN connection the remote UE has selected

-
If the IPv4 address is allocated by using DHCPv4 procedure, then at any time after the UE releases the IPv4 address using DHCPv4 or the IPv4 address lease time expires, the same IPv4 address shall not be allocated to another remote UE immediately by the ProSe UE-to-Network Relay.

-
When the ProSe UE-to-Network Relay has an established PDN connection with PDN type IPv6:

-
IPv6 network prefix allocation via IPv6 Stateless Address auto-configuration: 

-
Router solicitation from the Remote UE is always sent subsequent to the discovery of the ProSe UE-to-Network Relay to the L2 link layer ID of the Relay corresponding to the PDN connection the remote UE has selected. The IPv6 network prefix assigned to the remote UE is sent in the Router Advertisement.

-
The IPv6 network prefix is assigned to the ProSe UE-to-Network Relay using existing procedures described in TS 23.401[5] and TS 23.402 [9]. For stateless address auto-configuration however, the UE can choose any interface identifier to generate IPv6 address, other than link-local, without involving the network. Any prefix that the ProSe UE-to-Network Relay will advertise to the remote UE is unique, there is no need for the remote UE to perform Duplicate Address Detection for global uniqueness for any IPv6 address configured from the allocated IPv6 network prefix.

-
IPv6 parameter configuration via Stateless DHCPv6: The UE may use stateless DHCPv6 for additional parameter configuration. The ProSe UE-to-Network Relay acts as the DHCP server and provides the requested parameters from locally provisioned database.

-
When the ProSe UE-to-Network Relay has an established PDN connection with PDN type IPv4v6: 

-
The IPv6 network prefix allocation via IPv6 Stateless Address auto-configuration procedure, IPv6 parameter configuration via Stateless DHCPv6 procedure and DHCPv4 procedure are the same as for PDN type IPv6 or IPv4 defined in pervious bullets.

***************** next changes ******************

4.6.5.3
Identifiers for ProSe UE-to-Network Relay selection

The following information may be used for ProSe UE-to-Network Relay selection:

· Message type identifier (e.g. identifying model A or model B discovery)
· ProSe Relay (UE) ID: link layer identifier that is used for direct communication and is associated with the PDN connection the ProSe UE-to-Network Relay has established

· PLMN ID: identifies the PLMN to which the relay is connected

· ProSe Application Identity: parameter identifying connectivity the ProSe UE-to-Network Relay provides. (e.g. including APN information)
· Whether the UE can act as a relay 

· Status/maintenance flags (e.g. indicating whether the relay is temporarily without connectivity or battery running low so the Remote UEs can seek/reselect another Relay, whether the relay supports IP multicast, etc)
Editor's Note: The list of parameters needs to be reviewed.

Editor's Note: The need for discoverer's ProSe UE ID when Model B is used is FFS.

Editor's Note: It is FFS if additional parameters are needed in order to protect the discovery message (e.g. restricted discovery).
4.6.x
<New identifier>

Editor's Note: Each sub-section specifies a new identifier required for ProSe.
**************** next changes *****************************

5.4.4
Direct communication via ProSe UE-to-Network Relay

5.4.4.1
IPv6 Stateless Address auto-configuration
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Figure 5.4.4.1-1: Direct communication via ProSe UE-to-Network Relay (IPv6 prefix allocation)
1. The ProSe UE-to-Network Relay attaches to the network and obtains IPv6 prefix from the network. It may optionally in addition establish an additional number of PDN connections. 

2. The ProSe UE-to-Network Relay following model A or model B discovery can provide information assisting the remote UE to perform "relay selection" e.g. if more than one relays announces in proximity. The ProSe UE-to-Network Relay also indicates whether it supports the ability to receive signalling from the remote UE.

Editor's Note:  It is FFS whether there is a need for control plane signalling between the remote UE and ProSe UE-to-Network Relay in order to establish a security association between the remote UE and the ProSe UE-to-Network Relay.
3. The remote UE uses the received relay selection information to select the UE-to-Network Relay and the PDN connection it wants to connect. 
4. If the PDN type associated with the PDN connection is IPv4v6 or IPv6 and the remote UE is configured to perform IPv6 Stateless Address auto-configuration, the remote UE shall send a Router Solicitation message to the network to the Layer-2 link ID of the Relay corresponding to the PDN connection the remote UE has selected, in order to solicit a Router Advertisement message. The message is sent using as Destination Layer-2 Address the ProSe UE ID of the ProSe UE-to-Network Relay discovered in step 2. 
5.  Upon receiving the Route Solicitation message from the UE the ProSe UE-to-Network Relay shall send an IPv6 Router Advertisement message as specified in IETF RFC 4862 [6] to the UE for PDN connection type IPv4v6 or IPv6 (i.e. the ProSe UE-to-Network Relay acts as an advertising interface as specified in IETF RFC 4861 [10] for the PDN connection type IPv4v6 or IPv6). The Router Advertisement messages shall contain the assigned IPv6 prefix received during the establishment of the PDN connection selected by the remote UE. After the remote UE receives the Router Advertisement message, it constructs a full IPv6 address via IPv6 Stateless Address auto-configuration in accordance with IETF RFC 4862 [6]. However, the remote UE shall not use any identifiers defined in TS 23.003 [12] as the basis for generating the interface identifier. For privacy, the remote UE may change the interface identifier used to generate the full IPv6 address, as defined in TS 23.221 [11] without involving the network. The remote UE shall use the auto-configured IPv6 address while sending packets in this implicitly created PDN connection.
5.4.4.2
IPv4 Address allocation using DHCPv4

 
[image: image3.emf]Remote 

UE

ProSe 

UE-to-

NW 

Relay

eNB

MME

S-GW P-GW

3. UE selects desired 

PDN connection if more 

than one is supported 

by the UE-to-Network 

Relay

4. DHCPv4 Discover

5. DHCPv4 Offer

1.E-UTRAN Initial Attach and UE requested PDN connectivity

6. DHCPv4 Req (IP addr.)

7. DHCPv4 Ack

Model A

Model B

2. Discovery Procedure


Figure 5.4.4.2-1: Direct communication via ProSe UE-to-Network Relay (using DHCPv4)

1-3. As in clause 5.4.3.1.

4. If the PDN type associated with the PDN connection is IPv4v6 or IPv4 and the remote UE is configured to perform DHCPv4, the remote UE shall send DHCPv4 Discovery message. The message shall be sent using as Destination Layer-2 Address the ProSe UE ID of the ProSe UE-to-Network Relay discovered in step 2. 

5. The ProSe UE-to-Network Relay acting as a DHCPv4 Server sends the DHCPv4 Offer with the assigned remote UE IPv4 address corresponding to the PDN connected selected by the remote UE. 

6. When the remote UE receives the lease offer, it sends a DHCP REQUEST message containing the received IPv4 address.
7. The ProSe UE-to-Network Relay acting as DHCPv4 server sends a DHCPACK packet to the remote UE. This message includes the lease duration and any other configuration information that the client might have requested.

When receiving the DHCPACK message, the remote UE completes TCP/IP configuration process.

NOTE :
The DHCPv4 client may skip DHCPv4 Discovery phase, and send DHCPv4 Request message in broadcast as the first message.
5.4.4.3
Multicast/Broadcast traffic support using IP Multicast on ProSe UE-to-NetworkRelay
There may be multiple ProSe Remote UEs belonging to the same talk group in contact with the one ProSe UE-to-Network Relay. To enable battery (and radio) efficient transmissions from the ProSe UE to Network Relay for this talk group the following steps occur.
0)
While in network coverage the “Remote UE” is configured with the contact name (URL) or IP address of the Group Call Application Server.
1)
The ProSe UE-to-Network Relay UE is authorised to act as a ProSe UE-to-Network Relay (or rejected) by its MME when it attempts to activate the ProSe UE-to-Network Relay PDN. The ProSe UE-to-Network Relay PDN is an intranet. When the ProSe UE-to-Network Relay UE activates the ProSe Relay PDN, the PCO carries an indication as to whether it supports IP Multicast. This indication is transferred to the GCSE-AS. The mechanism to do this is, for example, via RADIUS or Diameter signalling. By configuration, the GCSE-AS knows whether or not the Relay PDN’s P-GW supports IP Multicast. 

2)
after the Remote UE contacts the ProSe UE-to-Network Relay, the ProSe UE-to-Network Relay allocates the End UE a locally significant IP address.

3) the Remote UE then contacts the GCSE-AS and is authorised and authenticated (or rejected).

4a) (after GC2 communication) the GCSE-AS informs the Remote UE of the IP Multicast address(es) that its talk group is using (and – to avoid tracking –those IP multicast addresses that will be used by the talk group in the short term future)

4b) the GCSE-AS notes that the Remote UE is using this ProSe UE-to-Network Relay and (until step 10) uses unicast to distribute data to this Remote UE in case the ProSe UE-to-Network Relay or the ProSe UE-to-Network’s P-GW does not support IP Multicast.

5) 
the Remote UE sends an IGMP/MLD join request to the ProSe UE-to-Network Relay UE.

6)
 if the ProSe UE-to-Network Relay is not already a member of that IP multicast group, the ProSe UE-to-Network Relay UE sends the IGMP/MLD join request  (as an IP packet) to the P-GW serving the ProSe UE-to-Network Relay’s PDN.

7) 
(If not already a member of that IP multicast group),  the P-GW terminates the IGMP/MLD signalling and triggers a multicast routing protocol (e.g. on of the Protocol Independent Multicast protocols such as that in RFC 4601) route update so that the required, multicast flow reaches the PGW from the multicast flow source.
8) 
if either the ProSe UE-to-Network Relay PDN’s P-GW or the ProSe UE-to-Network Relay is already a member of that group, then (respectively) the new ProSe UE-to-Network Relay (new Remote UE) is added to the PDN GW’s (ProSe UE-to-Network Relay’s) IP multicast distribution tree. 

9) 
Across GC1, the Remote UE informs the GCSE-AS that it has requested to join the multicast distribution tree. From its knowledge (obtained in step 1), the GCSE-AS informs the Remote UE whether the join attempt will have failed.

10) The GCSE-AS sends the media on both the unicast path to the UE and through the MBMS GW (possibly via the BM-SC).

11) When the ProSe UE-to-Network Relay receives IP packets on the ProSe UE-to-Network Relay PDN containing an IP multicast address, it checks whether it has any Remote UEs for that group, and if it has one or more, the ProSe UE-to-Network Relay then ‘broadcasts’ that packet on the radio interface towards the Remote UE(s).

12) the Remote UEs receive all the ‘broadcast’ packets and, at layers above the Access Stratum, they filter out packets that are not for their individual IP address or joined IP multicast groups.

13) When a Remote UE receives its group’s media on the IP multicast address, the Remote UE informs the GCSE-AS that it has successfully joined the multicast group.

14) The GCSE-AS then sends the media for that group for that UE only through the MBMS GW (possibly via the BM-SC)

The Remote UE periodically contacts the ProSe UE-to-Network Relay to keep any NAT binding alive and/or renew (part of) its IP v6 address, and to send its IP Multicast membership report. Absence of this contact informs the ProSe UE-to-Network Relay UE that the Remote UE can be removed from its multicast distribution tree. 
*********** end of changes  ******************
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