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Abstract of the contribution: Proposes changes to the Summary of solutions for allocation of identities for network-authorised direct discovery.

1. Introduction

In TR 23.703 there is a section for ‘Summary of solutions for allocation of identities for network-authorised direct discovery’.

The solutions are further evaluated in this document.

2. Proposal

It is proposed to agree on the following proposals and capture the following text in TR 23.703.
	***** Start Changes *****


7.2
Summary of solutions for allocation of identities for network-authorised direct discovery

7.2.1
Summary of solutions 

This section provides a high-level summary of all solutions requiring allocation of identities for network-authorised direct discovery.

The criteria to summarise the solutions were based on identifying similarities between solutions for the following procedures:

-
What is the procedure to register UE for ProSe services?

-
What is the procedure to authenticate the application for discovery?

-
What is the procedure to allocate identifiers for direct discovery?

Based on these criteria, three categories of solutions were identified below:

NOTE:
It is assumed that allocation of application user identifiers (e.g. user credential for registering with an application) is out of scope for 3GPP.

-
Category 1: ProSe Application IDs for direct discovery are allocated using application layer mechanisms which is out of 3GPP scope.
-
Category 2: ProSe identifiers (ProSe UE IDs & ProSe Application IDs) are managed by a 3GPP defined entity (ProSe Function or MME).

-
Category 3:  ProSe identifiers (ProSe UE IDs or ProSe Application IDs) are managed by a 3GPP defined entity (ProSe Function or MME). 3GPP credentials are disclosed to ProSe application over PC1 for management of discovery.
The table below provide a high-level overview of such solutions.
Table 7.2-1: Category 1: ProSe identifiers for direct discovery are allocated using application layer mechanisms

	
	UE registration
	ProSe UE ID
	Application Authorisation
	Discovery Request
	Identifier for Direct Discovery
	Identifier assigned by
	Format of ProSe Application ID

	Solution 1a

(I6)
	ProSe Subscription at HSS
	Yes (subscription based)
	Pre-configured at UE or via OMA DM (DPF)
	Managed by application
	One or more identifier(s) assigned per application
	Application layer mechanisms


	Code


Table 7.2-2: Category 2: ProSe identifiers are managed by a 3GPP defined entity (ProSe Function or MME)
	
	UE registration
	ProSe UE ID?
	Application Authorisation
	Discovery Request
	Identifier for Direct Discovery
	Identifier assigned by
	Format of ProSe Application ID

	Solution 2a

(I2, I3)
	ProSe Subscription at HSS
	Yes (fixed stored at HSS)
	Pre-configured at UE or provided by ProSe Function
	via user plane PC3 including app ID, user credential  
	One identifier assigned per UE
	ProSe Function
	Code

	Solution 2b

(D2)
	UE registers to ProSe Function
	Not required
	Authorised by ProSe Function
	Via user plane or control plane PC3 including app id, user credential
	One identifier per authorised application
	ProSe Function (optionally with mapping parameters provided by application server)
	Code

	Solution 2c

(D13)
	ProSe subscription at HSS
	A temporary UE identity

	Authorisation stored at HSS
	via control plane PC3 including app ID
	One identifier per authorized application and per UE.
	ProSe Function
	Code

	Solution 2d

(D9, I4)
	UE registers to ProSe Function
	During UE registration ProSe Function assigns a temp ProSe UE ID
	UE sends a separate application registration to ProSe Function
	via control or user plane PC3 including ProSe UE ID, app ID, user credential
	One identifier per UE.


	ProSe Function
	Code

	Solution 2e (D10, D11)
	UE registers to ProSe Function
	During UE registration ProSe Function assigns a temp ProSe UE ID
	UE sends a separate application registration to ProSe Function
	via control or user plane PC3 including ProSe UE ID, app ID, user credential
	One identifier per UE.

and

one identifier per application user
	ProSe Function
	Contains a UE identifier and a user identifier

	Solution 2f (I9 option 2)
	UE registers to ProSe Function
	During UE registration ProSe Function assigns a temp ProSe UE ID
	Application authorised at discovery request 
	via control or user plane PC3   including ProSe UE ID, app ID, user credential
	One identifier per authorized application
	ProSe Function
	Code 


Table 7.2-3: Category 3:  ProSe identifiers are managed by a 3GPP defined entity (ProSe Function or MME). Application manages 3GPP assigned identifiers for discovery

	
	UE registration
	ProSe UE ID?
	Application Authorisation
	Discovery Request authorisation
	Identifier for Direct Discovery
	Identifier assigned by
	Format of ProSe App ID

	Solution 3a (D6, D7, I8)
	UE registers for ProSe services to MME. MME assigns a temp ProSe UE ID.

UE registers to application using temp ProSe UE ID and application assigned ProSe Application ID
	Assigned by MME 
	Pre-configured at UE or provided via OMA DM procedures
	via OMA DMc 
	One identifier assigned per UE + an identifier assigned by an authorized application
	3GPP identifier (ProSe UE ID) by MME and ProSe Application ID by Application
	Managed by application out of scope of 3GPP

	Solution 3b (I9 option 1, D8, I7)
	UE registers to ProSe Function via PC3.

ProSe Function assigns a ProSe Application ID.

UE registers to application using ProSe Application ID and user credential
	Not required
	Application authorised by ProSe Function during UE registration
	Via PC1 including ProSe Application ID


	One identifier per authorized application
	ProSe Function or MME
	Identifies the user and the application, i.e. identifies the ProSe service

	Solution 3c (D3)
	UE registers to Application server via PC1 and is assigned a ProSe Application ID and/or a ProSe Layer-2 Group ID
	Not required
	Preconfigured at UE
	Once UE is assigned a ProSe Application ID and/or ProSe Layer-2 ID, UE sends a discovery request via PC1
	Targeted ProSe Application ID (e.g. SIP URI of an application-level group) in layer-2 frame payload and/or a ProSe Layer-2 Group ID in Destination Layer-2 ID
	Application server
	Contains a layer 2 user ID (e.g. SIP URI) and an application defined group ID


When evaluating solutions describing allocation of identifiers for network-authorised direct discovery the following need to be addressed:

-
Signalling cost

-
Message size
-
Security/user privacy

-
UE power consumption

-
Degree of network control

-
Support of open/restricted discovery

-
Impacts on existing nodes
7.2.2
Evaluation of solutions 

· Category 1 - ProSe Application IDs for direct discovery are allocated using application layer mechanisms which is out of 3GPP scope

· This mechanism is not fulfilling the requirement that 3GPP shall specify a discovery mechanism. This type of OTT functionality can of course be provided by applications on the D2D link but is outside the scope of 3GPP.
· Category 2 - ProSe identifiers (ProSe UE IDs & ProSe Application IDs) are managed by a 3GPP defined entity (ProSe Function or MME).
· Evaluation of the methods is provided below.
· Category 3 - ProSe identifiers (ProSe UE IDs or ProSe Application IDs) are managed by a 3GPP defined entity (ProSe Function or MME). 3GPP credentials are disclosed to ProSe application over PC1 for management of discovery
·  It is questionable if  3GPP  should hand-off the control of the management of discovery from 3GPP networks to ProSe applications outside the 3GPP domain.
Conclusion=>
· Category 1 and 3 are not further discussed here and category 2 solutions is analysed below.
Category 2 – Evaluation Identifier for Direct Discovery:
	Criteria
	A) One identifier assigned per UE
	B) One identifier assigned per authorized application.

	Signalling cost
	 Lower signalling cost is perceived due to that the announcing UE not announcing all the ProSe enabled applications on it separately.
	Each application performing ProSe discovery procedure causes heavier signalling overhead.

	Message size
	 Shorter messages as only ProSe UE ID is included in the announcement.
Needs to comply with RAN limitations.
	Longer messages when both of ProSe UE ID and ProSe application ID are included.

	Security/user privacy
	Insignificant correlation between application

Dynamically allocated of temporary ProSe ID helps to protect user’s privacy.
See Note 2.
	 Privacy is achieved since the user can chose to announce applications individually.

	UE power consumption
	 Less power consumption due to not announcing each application.
	Increased power consumption due to multiple application announcements per UE

	Degree of network control
	Enhanced NW Control when in coverage if needed.
	 NW control of which applications that can discover each other.

	Support of open/restricted discovery
	 More suitable for PS communication for closed/predefined groups and restricted discovery.
See Note 1.
	More suitable for open discovery of targeted applications 


Note 1: The discovery solution based on one ID per UE being announced is well suited to provide restricted discovery. In case of open discovery, the addition of an openApp ID may be done. since the specific nature of the open discovery is such that the announcer should not restrict the discovery to any specific users.
Note 2: It is for SA3 to analyze security/privacy issues related using an identifier assigned per UE.
In view of the evaluation given based on the effectiveness needed and RAN limitations and the flexibility and adaptivness to privacy requirements discussed,  it is reasonable that Rel 12 shall focus on solutions for the PS application and that Discovery based on UE Identifier is specified. Rel 13 may review ’per application’ discovery.
	***** Next Changes *****


8.5
Conclusions for ProSe direct discovery

Normative work needs to proceed as follows:

-
ProSe identifiers (ProSe UE IDs & ProSe Application IDs) are managed by a 3GPP defined entity.


3GPP assigned identifiers are not disclosed to ProSe applications over PC2 for management of discovery.
-
ProSe Identifier for restricted discovery shall have a standards defined format in 3GPP and shall be based on one identifier assigned per UE. 

Note: The exact format is decided by RAN.
-
PC3 interface is used for ProSe configuration and the functional entity that provisions the UE with some necessary parameters is a new EPC node and named Direct Provisioning Function (DPF);

Editor's note:
The mechanism for UE authorisation from PLMNs that are involved in the discovery procedure is FFS.

Editor's note:
The mechanism for authorisation for applications using ProSe direct discovery is FFS.

-
Necessary subscription parameters in HSS will be defined for ProSe direct discovery as will be determined by the related procedures;

-
For operator controlled open discovery the allocation and processing mechanisms via PC3 for ProSe Application Identities is based in principle on solution D13;

Editor's note:
It is FFS if allocation and processing mechanisms for Prose Application Identities over PC3 use 3GPP control plane or user plane.

-
The format of ProSe Application Identities for open discovery may have a structure so as to allow partial matching at the UE side reflecting application-specified interests, and thus reduce the number of processing of discovered ProSe Application Identities;

-
The values of ProSe Application Identities as defined in D13 for open discovery is not expected to be specified in 3GPP, but another organization is expected to specify that on behalf of operators' community (e.g. GSM Association).

-
ProSe Application Identities for open discovery shall have a standards defined format in 3GPP to allow the 3GPP function to process them. The exact format is FFS.

-
Both discovery models "I am here" (model A) and "who is there"/"are you there" (model B) as described in clause 4.1.4 are relevant.

Editor's note:
The terminology for ProSe Application Identities needs to be aligned e.g. relationship with ProSe_App_IDs and ProSe_Codes as in D13.

As the result of the SA2 study phase the solution may require at least the definition of the following functionality by the RAN groups:

-
Discovery message format and signalling in the access stratum;

-
Mechanism for radio resource management and how to signal the radio resources to the UE. This includes also allocation of radio resources of each sharing operator in the network sharing case. 
	***** End of Changes *****
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