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1. Introduction
In TR 23.703 there are different types of solutions described for ProSe UE-to-Network Relays:
After the SA2#100 meeting in San Francisco two types of solutions remain for further evaluation, i.e. IP layer (L3) relays and Application-Level Gateway (ALG) relays. A few conclusions were agreed and can be found in clause 8.6 in TR 23.703. The remaining solutions to evaluate are:
· Solutions performing relay functionality in the IP layer

· This is described in solutions R3, R11;
· Solutions relying on Application-Level Gateway (ALG) function in the relay node

· This is described in solutions R6, R7, R8;

NOTE: In S2-134030 at SA2#100 a detailed description of an additional IP relay solution was presented.
2. Evaluation criteria for ProSe UE-to-Network Relays
The following criteria for ProSe UE-to-Network relays will be used in the evaluation of the two remaining solutions, i.e. solutions performing relay functionality in the IP layer and solutions relying on Application-Level Gateway (ALG) function in the relay node:
-
Processing and power consumption;
-
Efficiency and latency;

-
Security (end-to-end/PC5 reference point); 
-
Signalling cost;
-
Degree of network control;

-
Unicast/multicast handling;

-
Application handling;

-
Flexibility; and
-
Impact on exiting/new nodes/entities and interfaces.
3. Evaluation of ProSe UE-to-Network Relay solutions
The table below shows the evaluation of the two remaining ProSe UE-to-Network relay solutions based on the criteria in the previous clause.

Table 3-1: 1.
Evaluation of ProSe UE-to-Network Relay solutions
	Criteria
	IP layer (L3) relays
	ALG relays

	Processing/power consumption
	Lower because only simple IP forwarding software needs to be implemented, this means high efficiency relaying.
	Higher because each packet needs to be processed by specific application software above the IP layer.

	Latency and efficiency
	Low latency and high efficiency.
	Higher latency and lower efficiency since packets need to be handled by an application entity in the relay UE.

	Security (end-to-end/PC5 reference point)
	Both PC5 security and end-to-end security can be implemented, e.g. IPSec.
	Can have PC5 security, but application layer security is terminated in the ALG relay. The ProSe App in the relay UE needs to decrypt each packet before relay handling and then encrypt it again before forwarding it to the end recipient. No end-to-end security with e.g. IPSec is possible.

	Signalling cost
	Low; limited signalling on PC5 for relay discovery and security setup.
	Higher because of extra signalling between the ProSe App’s at the application layer between the remote UE and the relay UE. Application negotiation over PC5 is needed as well if new applications should be supported.

	Degree of network control
	The remote UE can be authenticated/authorized by the ProSe function over PC3.
	In the basic case the remote UE is authenticated by the relay UE and not by the network, i.e. it’s tethered to the relay UE. Optionally, the remote UE could be authenticated/authorized by the ProSe function over PC3.

	Unicast/multicast handling
	Unicast relaying is handled by simple IP forwarding mechanisms. 
For multicast services, e.g. GCSE/eMBMS, the UE joins to the network server by user plane signalling as normal as well as signalling its interest in receiving GCSE/eMBMS traffic to the relay UE that can then forward that traffic to the remote UE.
	Unicast relaying is handled by a ProSe App functionality above the IP layer. 
For multicast services (GCSE), IMS and eMBMS are used. The UE relay function operates at the application layer by certain functionality in a ProSe Group App.

	Application flexibility
	Highly flexible since the relay UE only handles the IP layer. Remote UE can add new applications without any impact on the relay UE.
	Less flexible as for every new ProSe application, the relay UE needs to be upgraded. A PC5 negotiation of which applications the relay UE supports is also needed.

	Impact on exiting/new nodes/entities and interfaces
	Low impact on existing nodes/entities and interfaces, mainly due to relay authentication/authorization of the remote UE and the relay UE.
Medium impact on new nodes/entities and interfaces (PC5/PC3).
	Low impact on existing nodes/entities and interfaces, mainly due to relay authentication/authorization of the remote UE and the relay UE.

Higher impact on new ProSe UE entities and interfaces (PC5) due to the need to implement application layer relay functions and more complex PC5 signalling between the remote UE and the relay UE for relay discovery and ProSe App support negotiation.


Comparing the IP relaying solutions for ProSe UE-to-Network Relay, with the ALG solutions, a number of conclusions can be drawn, e.g.:

-
IP relaying by simple IP forwarding mechanisms is more efficient than the other solutions, requiring less processing and thus less power consumption;

-
IP relaying needs less implementation effort in the UE-to-Network Relay, since no additional application level relay functionality is needed as is the case for each ProSe application in the ALG solution;

-
No true end-to-end security in the ALG solution since the ProSe App in the relay UE has to decrypt each packet in order to be able to handle it and then encrypt it again before forwarding it to its destination;
-
IP relaying is more flexible since it’s not affected by which ProSe application traffic that should be relayed. For the ALG solutions the relay UE needs to support the ProSe application that the remote UE wants relayed. This means that for the ALG solutions it’s more complex to introduce new applications, e.g. it has to be negotiated over PC5 which applications UE-to-Network Relay supports;
If an IPv6 only relay solution would be chosen, there would be no need for IPv4 address allocation and NAT functionality and instead only IPv6 with auto address configuration and IPv6 prefix delegation would be needed;
This evaluation shows that for ProSe UE-to-Network Relays, the IP layer solution has more advantages than the ALG solution and therefore it’s proposed to standardize the IP layer solution for ProSe UE-to-Network Relays.
4. Proposal

It is proposed to agree on the following proposals as working assumptions for ProSe UE-to-Network Relays in Rel-12 and capture the following text in TR 23.703.
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Evaluation 

Editor's Note:this clause contains the overall evaluation of various solutions.
7.x 
Evaluation of UE to Network Relay

The table below shows the evaluation of the two remaining ProSe UE-to-Network relay solutions based on the criteria in the previous clause.

Table 3-1: 1.
Evaluation of ProSe UE-to-Network Relay solutions
	Criteria
	IP layer (L3) relays
	ALG relays

	Processing/power consumption
	Lower because only simple IP forwarding software needs to be implemented, this means high efficiency relaying.
	Higher because each packet needs to be processed by specific application software above the IP layer.

	Latency and efficiency
	Low latency and high efficiency.
	Higher latency and lower efficiency since packets need to be handled by an application entity in the relay UE.

	Security (end-to-end/PC5 reference point)
	Both PC5 security and end-to-end security can be implemented, e.g. IPSec.
	Can have PC5 security, but application layer security is terminated in the ALG relay. The ProSe App in the relay UE needs to decrypt each packet before relay handling and then encrypt it again before forwarding it to the end recipient. No end-to-end security with e.g. IPSec is possible.

	Signalling cost
	Low; limited signalling on PC5 for relay discovery and security setup.
	Higher because of extra signalling between the ProSe App’s at the application layer between the remote UE and the relay UE. Application negotiation over PC5 is needed as well if new applications should be supported.

	Degree of network control
	The remote UE can be authenticated/authorized by the ProSe function over PC3.
	In the basic case the remote UE is authenticated by the relay UE and not by the network, i.e. it’s tethered to the relay UE. Optionally, the remote UE could be authenticated/authorized by the ProSe function over PC3.

	Unicast/multicast handling
	Unicast relaying is handled by simple IP forwarding mechanisms. 
For multicast services, e.g. GCSE/eMBMS, the UE joins to the network server by user plane signalling as normal as well as signalling its interest in receiving GCSE/eMBMS traffic to the relay UE that can then forward that traffic to the remote UE.
	Unicast relaying is handled by a ProSe App functionality above the IP layer. 
For multicast services (GCSE), IMS and eMBMS are used. The UE relay function operates at the application layer by certain functionality in a ProSe Group App.

	Application flexibility
	Highly flexible since the relay UE only handles the IP layer. Remote UE can add new applications without any impact on the relay UE.
	Less flexible as for every new ProSe application, the relay UE needs to be upgraded. A PC5 negotiation of which applications the relay UE supports is also needed.

	Impact on exiting/new nodes/entities and interfaces
	Low impact on existing nodes/entities and interfaces, mainly due to relay authentication/authorization of the remote UE and the relay UE.

Medium impact on new nodes/entities and interfaces (PC5/PC3).
	Low impact on existing nodes/entities and interfaces, mainly due to relay authentication/authorization of the remote UE and the relay UE.

Higher impact on new ProSe UE entities and interfaces (PC5) due to the need to implement application layer relay functions and more complex PC5 signalling between the remote UE and the relay UE for relay discovery and ProSe App support negotiation.


Comparing the IP relaying solutions for ProSe UE-to-Network Relay, with the ALG solutions, a number of conclusions can be drawn, e.g.:

-
IP relaying by simple IP forwarding mechanisms is more efficient than the other solutions, requiring less processing and thus less power consumption;

-
IP relaying needs less implementation effort in the UE-to-Network Relay, since no additional application level relay functionality is needed as would be the case for each ProSe application in the ALG solution;
-
No true end-to-end security in the ALG solution since the ProSe App in the relay UE has to decrypt each packet in order to be able to handle it and then encrypt it again before forwarding it to its destination;

-
IP relaying is more flexible since it’s not affected by which ProSe application traffic that should be relayed. For the ALG solutions the relay UE needs to support the ProSe application that the remote UE wants relayed. This means that for the ALG solutions it’s more complex to introduce new applications, e.g. it has to be negotiated over PC5 which applications the UE-to-Network Relay supports;
This evaluation shows that for ProSe UE-to-Network Relays, the IP layer solution has more advantages than the ALG solution and therefore it’s proposed to standardize the IP layer solution for ProSe UE-to-Network Relays.
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Conclusions

Editor’s Note: The clause will capture agreed conclusions from the Key Issues and Architecture Solutions clauses. 

8.6
Key Issue #5: Relay for Public Safety ProSe

8.6.1
Conclusions





In this release, UE-to-Network relaying shall be supported using an IP layer packet forwarding solution. It has been agreed that the following applies for the ProSe UE-to-Network Relay solution:

· ProSe Communication is facilitated by the use of a ProSe UE-to-Network Relay, which acts as a relay between E-UTRAN and UEs out-of-coverage not served by E-UTRAN;

· ProSe UE-to-Network relay services is only provided to Public Safety ProSe-enabled UEs;

· A ProSe UE-to-Network Relay UE is authorized by the EPS during the attach procedure to be able to act as a UE-to-Network relay;

· A ProSe out-of-coverage UE may be authorized by the ProSe function to use relay services provided by the ProSe UE-to-Network Relay UE it has established a secure D2D link with;

· ProSe relay services is provided by means of the IP layer packet forwarding in the UE acting as a ProSe UE-to-Network Relay;

-
At EPS level (excluding the ProSe Function) the network perceives only one entity – the UE-to-Network Relay;
· A ProSe relay discovery procedure is used to find a suitable ProSe UE-to-Network Relay, which acts as a relay between E-UTRAN and UEs that are out-of-coverage;

-
Relay selection on PC5 takes into account information that is announced by, or solicited from, the UE-to-Network relay and that reflects a meaning such as "I can act as a relay";
NOTE: Other radio related criteria for relay selection will be determined by RAN working groups.
· A connectionless, best effort with no QoS differentiation, device-to-device (D2D) link, over PC5, is established between the ProSe UE-to-Network Relay and the out-of-coverage UE, i.e. the same type of D2D link as used for normal one-to-many communication;

· The PC5 reference point is secured on the lower ProSe layers in terms of providing confidentiality and integrity protection for both signalling and user data;

· The ProSe relay service support unicast IP packet forwarding in the uplink direction and both unicast and multicast IP packet forwarding in the downlink direction; and

· Applications in the out-of-coverage UE requiring specific QoS may request this by application layer signalling to the application server, which in turn requests specific resources by means of normal PCC procedures via the Relay UE.
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