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Abstract of the contribution: This P-CR provides procedures to go along with the proposed annex for TR 23.701 for network-based solutions in S2-134036. Some key use cases and capabilities are not included in this version and might be deferred to a subsequent 3GPP release. A required editor’s note regarding the need for SA3 to provide security related procedures and to verify various security properties is included in S2-134266 and is copied here only for the reader’s convenience. A note is also added to S2-134266 and copied here, which clarifies that these procedures are examples not meant to constrain the security solutions provided by SA3.
Editor’s Note: SA3 must validate the registration scenarios and provide additional details related to security aspects of the architecture. In particular, SA3 should verify for all scenarios the security properties of at least the following aspects: the use of TLS, WSS and CORS at the relevant reference points; the use of IMS digest, TNA, and/or potentially other IMS authentication mechanisms; how to provide IMS digest authentication and registration information to the WIC; the potential use of a security token if the origin of the WWSF cannot be verified; the required trust relationships between functional entities for the scenarios; the mechanisms used to verify the required trust relationships between functional entities; and whether there are any constraints on network locations of the functional entities of the architecture in the scenarios.
NOTE:
The example procedures in the following clauses are intended to demonstrate a way of realizing the scenarios. These procedures are not intended to constrain the security solutions provided by SA3 within the context of the agreed architecture and use cases.
X.2.1.2
WIC registration of individual IMPU with IMS using IMS digest

The WIC obtains information needed for IMS registration (e.g. IMPI and IMPU) via unspecified means. For example, some of this information might be stored in cookies or local browser storage after visiting a secure web site provided by the IMS operator.


Figure X.2.1.2-1 shows a registration call flow where IMS digest is used to register the WIC.


[image: image1.emf]UE WWSF eP-CSCF I/S-CSCF

1. HTTPS to web server

2. Open secure WebSocket using CORS

3. REGISTER request

5. REGISTER request

4. Unauthorized response

6. OK response


Figure X.2.1.2-1: WIC registration of individual IMPU with IMS using IMS digest

1.
From within a WebRTC-enabled browser, the user accesses a URI to the WWSF to initiate an HTTPS connection to the WWSF. The TLS connection provides one-way authentication of the server based on the server certificate. The browser downloads and initializes the WIC from the WWSF.

2.
The WIC opens a WSS connection to the eP-CSCF using standard cross-origin resource sharing (CORS, http://www.w3.org/TR/cors/) procedures to ensure that the WIC originated from a WWSF authorized to access this eP-CSCF.

3-6. The WIC initiates a registration transaction with IMS via the eP-CSCF by sending a REGISTER request to the eP-CSCF via the WSS connection. The REGISTER request includes IMS Digest authentication parameters, IMPI, IMPU and other information as needed for proper IMS registration. This request is translated in the IMS Core into an IMS registration process. This process leverages user credentials in HSS.

X.2.1.3
WIC registration of individual IMPU with IMS based on web authentication



Figure X.2.1.3-1 shows a registration call flow where the WIC registers with IMS based on web authentication with the WWSF.
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Figure X.2.1.3-1: WIC registration of individual IMPU based on web authentication

1.
From within a WebRTC-enabled browser, the user accesses a URI to the WWSF to initiate an HTTPS connection to the WWSF. The TLS connection provides one-way authentication of the server based on the server certificate. The browser downloads and initializes the WIC from the WWSF. The WWSF authenticates the user using a common web authentication procedure, determines the IMPI and IMPU assigned to the user (e.g., via an LDAP query to an identity database {not shown} using the authenticated identity as key), issues a security token for the user (e.g., where the security token is a JSON Web Token) and returns the IMS identities as claims within the security token to the WIC.

2.
The WIC opens a WSS connection to the eP-CSCF using CORS procedures to ensure that the WIC originated from a WWSF authorized to access this eP-CSCF.

3.
The WIC sends a REGISTER request to the eP-CSCF via the WSS connection. The request includes the user identity extracted from the claims in the security token, as well as the security token received from the WWSF as an attachment to the request.

4.
The eP-CSCF validates the contents of the security token and confirms that the IMS identities being registered are authorized by the security token. The eP-CSCF then forwards the authorized REGISTER request to IMS to initiate authentication-less IMS registration using TNA procedures, with an indication that the authentication has already been carried out.
5.
IMS returns a OK response to the WIC to confirm the successful IMS registration.














X.2.2
Origination and termination

Origination and termination flows for WebRTC IMS clients follow standard IMS procedures with the exception that routing of all messages between the WIC and S-CSCF traverse the eP-CSCF (rather than P-CSCF) and that parameters of Iq procedures take into account the WebRTC-specific extensions used by the WIC to send media. No further details are necessary.
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