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1
Introduction

This contribution addresses the remaining open issue on inter-PLMN discovery for solution D11. The APP_ID is also defined.

 A P-CR to the draft TR23.703 v.0.7.1 is provided to this effect, in appendix. 
2 
Discussion

In order to allow inter-PLMN direct discovery, such that a UE1 in PLMN1 is able to discover another UE2 in PLMN2, a minimum assumption is that the same application is running on both UE1 and UE2 and an application-level relationship exists between the application-user on UE1 and the one on UE2 (with necessary discovery permissions in place). No consideration is taken here on RAN issues associated to inter PLMN discovery as this discussion is out of scope of SA2.
D11 is based on the discovering UE1 contacting its Serving ProSe Server 1 to obtain the necessary identity of a UE2 to be discovered together with the index corresponding to the {App ID; ProSE_App_User_ID} of interest. If UE2 is not served by Serving ProSe Server 1, then Serving ProSe Server 1 ought to determine and contact (PC6) the Serving ProSe Server 2 of UE2 which in turn can provide the requested identity+index.

Two alternatives are possible for this determination. A third alternative which consists in a ProSe server storing information of all UEs is de-facto discarded.
a) Let the Serving ProSe Server 1 of UE1 determine on its own the Serving ProSe Server 2 of UE2. OAM for instance can configure a ProSe Server with the “address” of neighbouring ProSe Servers in proximity
 which are then contacted in turn until success/failure. This may generate inter-operator signalling that could be avoided by the 2nd alternative hereafter.
b) Store information in the Application Server pertaining to the Serving ProSe server of any application user. This latter alternative is retained in this document. It shares similarities with EPC-level discovery.
With alternative b) Serving ProSe Server 1 of UE1 contacts (PC2), based on the Application ID, the appropriate Application Server that then returns information including the address of the Serving ProSe Server 2 of UE2. This then enables Serving ProSe Server 1 to contact (PC6) the Serving ProSe Server 2.
3
Conclusions
It is proposed to agree the P-CR in this document be agreed in order to complete solution D11, as a prerequisite to consolidating the solution for direct discovery.
References

[1] TR 23.703 v0.7.1, Study on architecture enhancements to support Proximity Services (ProSe)
*** Changes to TR 23.703 v0.7.1***
6.1.10
Solution D10: ProSe System Architecture using ProSe Server

This solution is for the key issue #1: ProSe System Architecture. 

6.1.10.1


Architecture reference model

Figure 6.1.10.1-1 shows the general reference architecture for the Proximity-based Services (ProSe) feature support in EPS. 
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Figure 6.1.10.1-1 Reference architecture model for the ProSe support in EPS (non-roaming).

The ProSe Server is introduced to support the ProSe operations. It is a new logical network entity in the EPC on the 3GPP control plane and implements the following functionality of ProSe Function entity (see sub-clause 4.3.1): 

-
ProSe registration of the UE;

-
authorization of ProSe operations;

-
control;

-
charging related functions;

-
parameterization;

-
EPC-level ProSe discovery;

-
holding information about applications that are authorized by the operator for the ProSe

It is connected to the MME, ProSe Server(s) in other PLMNs and HSS when applicable. The radio resource utilization and control are handled by the E-UTRAN.

The ProSe entity in the UE is utilized for the ProSe operations of discovery and communication. There can be only one ProSe entity in the UE. This ProSe entity communicates with the ProSe Server on top of NAS signalling. 

APP(s) is an entity at the UE representing the third party applications or application instances in the UE designed for utilizing the proximity services. There may be more than one APP utilizing the ProSe functionality at the same time. 

For the ProSe feature support usage of new reference points is as follows:

PC1: 
reference point between application instance in the UE and application server;

PC2: 
reference point between ProSe Server and application server;

PC3: 
reference point between UE and ProSe Server for ProSe operation related signalling. PC3 is a control plane interface in 3GPP domain. 

Editor's Note: The details of PC3 are FFS.

PC4-1: 
reference point between the ProSe Server and MME enables transfer of ProSe related subscription information relevant within the corresponding PLMN;

PC4-2: 
reference point between the ProSe Server and HSS enables transfer of ProSe related subscription and authentication data for authenticating/authorizing user access to the ProSe services. It's FFS if all required information can be received from the MME via PC4_1;

PC5: 
reference point between the ProSe-enabled UEs for ProSe direct discovery and communication.

PC6: 
reference point between the ProSe Servers of different PLMNs to enable inter-PLMN ProSe discovery. PC6 may rely on existing S10 between operators for transport.

PC7: 
reference point between the ProSe Server in VPLMN and HPLMN in roaming case to fetch ProSe authorization data and settings from HPLMN. PC7 may rely on existing S10 between operators for transport.

Figure 6.1.10.1-2 shows the general reference architecture for the ProSe support in EPS in case of roaming for home routed traffic scenario. 


[image: image3.emf]APPlication Layer

3GPP Layer

UE

E-UTRAN

MME

Serving 

Gateway

LTE-Uu S1-U

S10

S1-MME

S11

ProSe Server

PDN 

Gateway

S8

HSS

Operator’s IP Services

S6a

UE

PC4-1

ProSe

LTE-Uu

ProSe

SGi

PCRF

Gx

Rx

APP Server(s)

APP

APP

APP

PC5

VPLMN

HPLMN

ProSe Server

PC6

PC4-2

PLMN3

VPLMN

ProSe Server

PC6

PC3

PC2

PC7

PC1

ProSe

ProSe

ProSe


Figure 6.1.10.1-2: Reference architecture model for the ProSe support in EPS in case of roaming, home routed traffic.

The ProSe entity in the UE and in the ProSe Server is a protocol layer which provides the following services to upper layers

-
registration for ProSe services;

-
enabling/disabling of discoverability;

-
discovery of ProSe Service User(s) in proximity;

-
enabling/disabling of direct communications.

The ProSe entity expects the following services from lower layers

-
integrity protection and ciphering;

-
reliable and in-sequence delivery of information, with duplication avoidance .

The ProSe Entity includes the following functions

-
registration for ProSe services with the ProSe entity in the network; 

-
discoverability;

-
discovery;

-
control information transfer.

6.1.10.1.1
ProSe entity functions

6.1.10.1.1.1
Registration

The registration function includes

-
authorization for use of ProSe services from the ProSe entity in the ProSe Server; and

-
authorization for ProSe discovery

-
authorization for direct communications

-
authorization of the upper layer entity for the use of ProSe discovery and/or ProSe discoverability

6.1.10.1.1.2
Discoverability

The discoverability function is offered to the upper layers through the discoverability service. The function is used to make a registered upper layer entity discoverable by peer upper layer entities registered for the discovery in ProSe entities on other UEs. In the request for the discoverability service, the upper layer indicates the type of discoverability: open or restricted. If restricted discovery is requested, the upper layer shall also provide permissions which peer upper layer entities are permitted or prohibited to discover. EPS shall use the permission information to execute the restrictions (This function may be available only if the discovery is performed under the coverage).

The ProSe entity shall only notify the permitted upper layers about the peer upper layer entity in proximity, see sub clause 6.1.10.1.1.3.

6.1.10.1.1.3
Discovery

From the ProSe entity point of view, the discovery function is finding out 

-
whether or not there is a peer ProSe entity on a UE in proximity; and

-
whether or not there is an upper layer registered for discoverability with the ProSe services in the peer ProSe entity; and

-
whether or not the ProSe entity  is permitted to discover the peer ProSe entity (optional for UE/subscription level open/restricted discovery in 3GPP internally); and
-
whether or not the ProSe entity has a upper layer registered for discovery which should be notified about the proximity of the upper layer registered for discoverability in the peer ProSe entity; and

-
whether or not the ProSe entity is permitted to indicate the proximity of the upper layer (ProSe Entity User) registered for discoverability in the peer ProSe entity to the upper layer (ProSe Entity User) registered for discovery (the open/restricted discovery at the application layer).

At least two ProSe entities are involved in the discovery process:

-
a discovering ProSe entity; and

-
a discoverable ProSe entity.

The discovering ProSe entity performs the discovery upon the request from the upper layers by:

-
optionally, sending a discovery request message to peer ProSe entities in proximity so they transmit a discovery message;

-
the reception of a discovery message from a peer ProSe entity.

The discoverable ProSe entity can be configured to transmit a discovery message:

-
upon reception of a discovery request message; and/or

-
periodically.

There are certain requirements on the discovery request message and the discovery message:

1. When the discoverable ProSe entity receives a discovery request message, the ProSe entity shall be able to determine/verify whether the request has been sent from a discovering ProSe entity which is authorized to discover the discoverable ProSe entity. However, the discoverable ProSe entity shall be able to discover the discovering ProSe entity only if this entity is also discoverable to the discoverable ProSe entity. 

2. The system shall ensure that the discovery message can be correctly interpreted only by the discovering ProSe entities which are authorized to discover the discoverable ProSe entity.

6.1.10.1.1.4
Control Information Transfer

The control information transfer includes functions for information transfer between the ProSe entities in the UE and in the ProSe Server, and between the peer ProSe entities in the UEs.

6.1.10.2

Procedures

    Editor's Note: Describes the high-level operation, procedures and information flows for the solution.
The ProSe discovery procedures using the architecture in this clause are described in solution D11, see clause 6.1.11.
6.1.10.3

Impact on existing entities and interfaces

Editor's Note: Impacts on existing nodes or functionality will be added.

6.1.10.4

Solution evaluation

Editor's Note: The fulfilment of requirements in clause 4.2 needs will be evaluated. 

6.1.11
Solution D11: ProSe discovery using the architecture of solution 10
This solution covers the key issue #7: ProSe direct discovery.

6.1.11.1

Functional description

6.1.11.1.1
General description

The solution presented in this sub-clause 6.1.11 allows the discovery of UEs and of Application users by means of direct radio signals exchanged between UEs. It articulates around the following principles:

-
The identity of an Application user is not disclosed outside the Application

-
The UE identities are not disclosed outside the 3GPP domain

-
Application-level restrictions are enforced solely at the Application.

-
The discovery procedure articulates around a ProSe server (per PLMN) that provides the functions required to support ProSe operation. Signalling between the UE and ProSe server is assumed to take place on control plane.

6.1.11.1.2
Principles of the solution

This solution uses layered approach:

-
ProSe UE discovery of ProSe-enabled UEs in proximity whereby a UE discovers other ProSe-enabled UEs in proximity, provided ProSe is enabled and authorized.

-
Application-level discovery of application users in proximity, enabled by the discovery of UEs in proximity, provided the application is authorized to use ProSe.

The discovery of a UE (respectively Application user) in proximity relies on identifying the UE (respectively Application user). The proximity of Application users relies on the proximity of underlying UEs: two Application users are in proximity if their UEs are in proximity.

6.1.11.2

Procedures

6.1.11.2.1
Registration
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Figure 6.1.11.2.1-1: Registration

1. The UE registers to the ProSe server on the registered PLMN. 

NOTE: 
for out-of-coverage operation this registration step does not take place; the UE ought to be implicitly authorized and configured to use ProSe. In this case it is also pre-configured with a dedicated UE identity.

Editor's Note: Signalling between UE and ProSe Server relies on a control plane signalling via MME. It's FFS whether the signalling is transparent to MME or not.

Editor's Note: ProSe Server in registered PLMN receives ProSe related subscription data from HPLMN. The details of this information transfer are FFS.

2. The ProSe server determines that the UE is authorized for ProSe and assigns a temporary ProSe UE ID to the UE. The ProSe Server can re-allocate the ProSe UE identifier whenever needed.

Editor's Note: It is FFS if an existing 3GPP level UE identifier can be used or a new identifier within the 3GPP domain is required

As a result of 2 the UE is now allowed to use ProSe. 

6.1.11.2.2

Discoverability

The discoverability procedure is used by an application on the ProSe registered UE to request an application layer discoverability from ProSe server. The application shall provide a ProSe_App_User_ID to the UE. 
The ProSe_App_User_ID may corr espond to a user, a user group, etc. The application should use an application-level mechanism to map the application layer identity to ProSe_App_User_ID in such a way that the privacy and confidentiality of the application layer identity is ensured.
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Figure 6.1.11.2.2-1: Discoverability

1. The application requests the UE that it wants to be discoverable by the ProSe_App_User_ID. The request includes the App ID. As an alternative, the UE itself determines the appropriate App ID (if App IDs are "owned" by the operator). The application provides its identity as a domain name or a uniform resource identifier (URI). The App ID (a domain name or URI) contains all necessary information needed for an initial connection establishment between ProSe Server and APP Server(s) on PC2 interface. The ProSe_App_User_ID is provided by the application and used as is in the 3GPP layer. The 3GPP layer should assume the ProSe_App_User_ID to be a character string without any specific syntax (e.g. the application can use a hash function to protect users’ or groups’ identities).

2. The UE forwards the request from the application to the ProSe server, including its ProSe UE ID, the application App ID and the ProSe_App_User_ID. 

3. The ProSe server determines using the received App ID that the application is authorized to use ProSe. It creates an entry for this UE storing the received App ID and ProSe_App_User_ID. The ProSe server indicates the entry index corresponding to the {App ID; ProSE_App_User_ID} pair for this UE, within the acknowledgement to the UE. This index value is later used in the discovery phase together with the ProSe UE ID. Comparatively to expression code allocation in sub-clause 6.2.2, the ProSe server allocates the value (here index value for the UE) for the application user within certain application but here the value is associated with the ProSe UE ID to form a complete announcing information. It is to be noted that multiple indices, corresponding to multiple application users being discoverable, can be associated to the ProSe UE ID in the announcing phase.

4. The UE confirms the successful completion of the discoverability procedure to the application. 

The application user is now discoverable using ProSe, according to the restrictions enforced at the application and possibly by the operator.

6.1.11.2.3
Discovery

The discovery procedure is used by a discovering UE (respectively application user) to request a discovery of a discoverable UE (respectively application user) and, after ProSe server confirms the discovery is allowed, to perform the discovery. The prerequisites for the discovery procedures are:

-
UE1 and UE2 are successfully registered to the ProSe Server; and

-
The application on UE2 completed the discoverability procedure using App ID1 and ProSe_App_User_ID2 successfully; and

-
 ProSe_App_User_ID2 is available to the application (App ID1) on UE1 via application specific mechanisms.


[image: image6.emf]UE2 UE1 ProSe Server

App1

UE1

App1

UE2

1. Request Discover(App ID1, ProSe_App_User_ID2)

2. Request ProSe Discover(ProSe UE ID1, App ID1, 

ProSe_App_User_ID2)

3. ProSe Discover ACK(ProSe UE ID2, “1”)

4. Request DiscoverMe(App ID1, ProSe_App_User_ID2)

5. DiscoverMe(ProSe UE ID2, 

“1”)

6. Discovered(ProSe_App_User_ID2)

Assumption: ProSe_App_User_ID2 is known at App1 in 

ProSe UE ID1

MME


Figure 6.1.11.2.3-1: Discovery using UE identifier and Application user index

1. App1 on UE1 requests UE1 to be able to discover ProSe_App_User_ID2 by means of ProSe.

2. UE1 determines it holds no UE identity record for {App ID1; ProSe_App_User_ID2} and therefore requests for it from the ProSe Server. The ProSe server creates a UE relationship recording that UE1 (ProSe UE ID1) is interested in UE2 (ProSe UE ID2) given the interest for {App ID1, ProSe_App_User_ID2}. Optionally, the ProSe server can also validate whether UE1 is authorized to discover {App ID1, } on UE2. The application may apply various measures to protect user privacy and thus it is very probable that the ProSe server is not able to validate the authorization based on the ProSe_App_User_ID.
3. The ProSe server retrieves ProSe UE ID2 based on the {App ID1; ProSe_App_User_ID2} received from UE1, as well as the Entry index ("1") of {App ID1; ProSe_App_User_ID2} for ProSe UE ID2. The ProSe server responds back to UE1 indicating ProSe UE ID2 and the index "1".

UE1 is now able to discover the proximity specifically of {App ID1; ProSe_App_User_ID2} by monitoring the occurrence of ProSe UE ID2 together with index "1" on the radio resources assigned for ProSe discovery. Exact means for the allocation are to be done by RAN WGs. 

4. Application user at app1 in UE2 requests to be discovered and issues a request to be discovered to UE2, indicating the ProSe_App_User_ID2.

5. Upon receipt of the REQ DiscoverMe from App 1, UE2 sends a DiscoverMe signal on the radio resources assigned for ProSe discovery., indicating its ProSe UE ID2 as well as the index value ("1") corresponding to {App ID1, ProSe_App_User_ID2}.

6. UE1 receives a discovery signal containing ProSe UE ID2) and index value "1". UE1 determines it holds a record for ProSe UE ID2, and thereafter also determines the index value received ("1") matches a recorded index it holds for ProSe UE ID2. Matching the ProSe UE ID and index value, UE1 retrieves the record {App ID1, ProSe_App_User_ID2}. It then notifies App 1 (App ID1) it has discovered ProSe_App_User_ID2.


NOTE: 
Any change in a ProSe UE identifier of a given UE must be communicated to all UEs interested in this UE. The ProSe server maintaining the list of which UEs are interested in which UEs provides means for the ProSe server to inform the needed UEs whenever required. Moreover, the ProSe server can enforce operator control as per the stage 1 requirement "The permission to be discoverable is given by the user and shall be executed by the EPS, subject to operator control, on a per-application basis." (see TS 22.278 [3]). 

Editor's Note: It's FFS how the ProSe Server enforces the operator control.

6.1.11.2.4
Inter-PLMN Discoverability

The inter-PLMN discovery can be supported if the application server manages information about the 'serving' ProSe server. Firstly, the discoverability procedure is enhanced with the steps 2a and 2b as described in this clause. The other steps of the discoverability procedure from clause 6.1.2.2 are identical with the steps of inter-PLMN discoverability procedure shown on Figure 6.1.11.2.4-1.
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Figure 6.1.11.2.4-1: Inter-PLMN Discoverability

1. See clause 6.1.11.2.2

2. See clause 6.1.11.2.2 

a. The App server is provided with the ProSe Server ID (a host name, URI) of the ProSe Server to which the user identified with ProSe_App_User_ID1 is registered. Note that similarities with EPC level discovery can be seen – in which case, the ProSe_UE_ID@ProSe_Server_ID could also be used. 

b. The application server sends a confirmation about successful completion of step 2a.

3. See clause 6.1.11.2.2

4. See clause 6.1.11.2.2

6.1.11.2.5
Inter-PLMN Discovery

UEs served by different PLMNs are registered with ProSe Servers in their respective PLMN. If the ProSe server receives a discovery request for which no local record of {App ID, ProSe_App_User_ID} pair exists, then it means that either {App ID, ProSe_App_User_ID} is not registered at all or {App ID, ProSe_App_User_ID} is registered in a ProSe server of another PLMN. If {App ID, ProSe_App_User_ID} is registered in a ProSe server of another PLMN and the inter-PLMN discovery is supported then the application server shall store at minimum the information (e.g. a host name, URI) about the ProSe server where {App ID, ProSe_App_User_ID} is registered; similarly to EPC level discovery, the ProSe_UE_ID@ProSe_Server_ID could be stored in the Application server. This information is then used for establishing a connection between ProSe servers of different PLMNs over the PC6 interface.
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Figure 6.1.11.2.5-1: Inter-PLMN Discovery using UE identifier and Application user index

1. See clause 6.1.11.2.3

2. UE1 determines it holds no UE identity record for {App ID1; ProSe_App_User_ID2} and therefore requests for it from the serving ProSe Server (ProSe Server 1). 

a. The ProSe Server 1 does not have a record for {App ID1; ProSe_App_User_ID2}. The ProSe Server 1 sends request to the App Server including {App ID1, ProSe_App_User_ID2}.

b. The App Server replies to the request with the identity (ProSe Server ID2: a host name, URI) of the ProSe Server serving {App ID1, ProSe_App_User_ID2}, ProSe Server 2.

c. The ProSe Server 1 then forwards the Request ProSe Discover message received in step 2 to the ProSe Server 2 (The ProSe UE ID1 in this message could be optional). The App ID in the message allows ProSe Server 2 to validate whether or not the application is authorized for inter-PLMN discovery with PLMN of ProSe Server ID1 and/or whether or not the user (subscriber) is authorized.

d. ProSe Server 2 retrieves ProSe UE ID2 based on the {App ID1; ProSe_App_User_ID2} received from UE1, as well as the Entry index ("1") of {App ID1; ProSe_App_User_ID2} for ProSe UE ID2. The ProSe Server 1 then responds back to UE1 indicating ProSe UE ID2 and the index "1" (step 3)
3. ProSe server 1 forwards the acknowledgment message.

4. See sub-clause 6.1.11.2.3

5. See sub-clause 6.1.11.2.3

6. See sub-clause 6.1.11.2.3

6.1.11.3

Impact on existing entities and interfaces


UE:

- 
The application needs to be modified in order to use ProSe Discovery
-
Procedure for registering over PC3 with a (Serving) ProSe Server and for obtaining a ProSe UE ID from the Serving ProSe Server.
-
Procedure for requesting over PC3 an Index value from the ProSe Server for discoverability of this UE and the Application user over the radio interface
-
Procedure for requesting over PC3 the ProSe UE ID and Index of a UE (and application user) of interest from the Serving ProSe Server in order to discover this UE and Application user
-
Broadcast and reception of ProSe UE IDs and Indices on the radio interface, under the responsibility of RAN working groups. 

Network:
-
Definition of a ProSe Server, its functionality and interfaces (PC2, PC3, PC4-1 and PC4-2, PC6)
-
Allocation and storage of ProSe UE IDs and Indices for each ProSe UE ID
-
Verification of subscription, authorization for a given UE with HSS/MME (PC4-1, PC4-2)
-
Interaction with Application Servers (PC2) for inter-PLMN operation
-
Procedures for UE registration, discoverability and discovery
-
MME/HSS: Interaction with the ProSe Server for verification of subscription and authorization for ProSe use
-
RAN: radio interface support (radio resource allocation for direct discovery, RRC control etc). 
6.1.11.4

Solution evaluation


The solution fulfils the architectural requirements outline in sub-clause 4.2 as well as key issues #1, #2, #3, #6, #7, (#10). 
Charging has not been explicitly touched upon in details or at all, as with other solutions. Charging, accounting is not expected to vary depending on the direct discovery solution.
This solution is expected to be more spectrum-efficient than e.g. solution D1 for it allows to indicate in a single discovery message from a single UE, indices pertaining to several application users of applications running on that UE, as opposed to requiring one discovery message per application user. 
� That would ensure that UEs served by ProSe Server 1 can discover UEs in proximity served by these neighbouring ProSe servers. Only ProSe servers of PLMNs between which inter PLMN agreements exist are relevant. 
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