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Abstract of the contribution: This contribution discusses the group management interaction with MuSe.

1. Introduction
One of the items to be included as part of the R12 is group management aspect of GCSE and associated user interaction. This includes the following highlighted aspects:
.. (A), (E) Group Management and associated User Interaction
Includes group creation and group membership control and associated user interaction.
(B) Group Communications
Includes group communications (and setup) in and out of coverage and in roaming scenarios; priority/pre-emption, notifications when group communications start, ability of user to accept/reject/ignore (and for the system to require a user to accept) a group communication, ProSe Group Communication aspects (aside from UE to Network relay).
2. Discussion
2.1 Group management in general
Because GC1 will not be specified in R12 by 3GPP, the interaction between the GCSE application in the UE and GCSE AS is out of scope. From group management perspective, the following could be stated:

1. Group creation and membership managements (adding/deleting members) are handled at the application layer. 

2. The notification of group creation, and the procedure for the user to accept/reject/ignore group membership, and the procedure for request/response for “talker right” are all handled at the application layer via GC1.

3. It is expected that when UE is attached to the EPS via EUTRAN and has obtained IP connectivity, the UE can initiate the contacts to GCSE AS via GC1. UE can determine the GCSE AS address based on various means (e.g., user awareness or predefined configuration in the GCSE app, etc).

4.  Above 1, 2 and 3 are outside the scope of 3GPP study.

2.2 Group management in relation to MuSe (i.e, GC2)
Even though GC1 and group management aspect can be transparent to 3GPP network, we need to understand the possible impact at the GC2 level when eMBMS is used.

One possible impact is related to removal or adding a group member. For member removal, we need to understand how to avoid this member to receive the DL media via eMBMS bearer.

The following figure shows how various group members can receive the media. A1 is using unicast delivery only. A2 is using both unicast and multicast deliveries (e.g, session continuity phase). A3 is only using multicast delivery.
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Fig 1. Possible media path to receiving group members
When GCSE AS removes a group member from a GCSE group and if unicast delivery is used, the GCSE AS can immediately disconnect the session from the removed member to discontinue the media flow toward the UE. For multicast delivery, the GCSE AS can signal (via GC1) to the removed member to request the UE to stop listening to the MBMS Traffic channel but it has no way to confirm the compliancy of this user. The way this is handled with normal eMBMS functionality is by having the BM-SC to refresh the MSK toward each legit receiving members (i.e, reusing eMBMS security TS 33.246).

If this method is used, it means the eMBMS security procedure would require BM-SC’s “Membership Function” to be aware of the GCSE group member information. In other words, any new (or removed) member toward a GCSE group would have to be indicated to BM-SC (via GC2 or some other way).

Another approach that could alleviate the needs to update BM-SC of group membership information is to move the encryption function for GCSE to GCSE AS domain. The following figure shows this approach.
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Fig 2. Encryption control is based on application layer (GCSE AS)
In this approach,  the media encryption and key refreshment toward each receiving group member is up to the application layer specific method. The eMBMS is not required to use eMBMS security at the transport layer because the media confidentiality is handled by the application layer. BM-SC is not aware of any addition or removal of GCSE member; hence, no need to impact GC2.
Furthermore, using the same encryption method for GCSE media would allow the UE to invoke the same deciphering method to the media regardless it is received via unicast and multicast. Please note that application layer specific encryption method is also needed when unicast is used.
W.r.t eMBMS security, it should be possible for the operator to provide this functionality on top of the encrypted media received via GC2. This would allow the operator to be aware of which UE is requesting the MSK to access the eMBMS broadcast service but does not need to verify UE to GCSE group relationship as that is already managed by application layer (via GC1). The use of this additional security via eMBMS is optional and based on the arrangement between the application provider and operator. In other words, the use of MBMS security in GCSE context should cause no need to have GCSE AS and BMSC interaction.
Group management related to EPS level is FFS.
3. Summary

1. Group management and associated user interaction is left to application layer. The handling between UE and GCSE AS over GC1 is out of scope of this study. This includes group creation and group membership control and associated user interaction, notifications when group communications start, ability of user to accept/reject/ignore (and for the system to require a user to accept) a group communication, membership control (delete or adding member).
2. GCSE media encryption (if needed) shall be provided by the Application layer. The encryption requirement (and key refresh, etc) becomes an application level requirement and outside the scope of this study. 
3. Can eMBMS security be provided on top of the secured GCSE media received via GC2 as an operator option based on the existing defined 3GPP mechanism? It is assumed that the eMBMS security is independent from the Application layer security; hence, there should not be any additional requirement for GC2 for this requirement. An LS should be sent to SA3 to seek feedback 
4. Group management context for the EPS level is FFS.

*** begin ***
7.1.z Group Management and User Interaction

Editor’s note: Group management contexts for the EPS level are FFS.
7.1.y.1 UE and GCSE AS roles and requirements

Group management functionality is handled at the application layer. The corresponding procedure and procedure between the UE and GCSE AS via GC1 is out of scope of this study.

This management functionality includes:

· group creation and group membership control and associated user interaction (adding/removing member), encryption key refreshment.

· notifications when group communications start, ability of user to accept/reject/ignore (and for the system to require a user to accept) a group communication.

7.1.y.2 BM-SC and GCSE AS roles and requirements

In order to avoid membership management control at the BM-SC level (i.e., aware of who is being added or removed for a particular GCSE group), the eMBMS security procedure (TS 33.246) is not used for this purpose. The GCSE media encryption (if required) is provided at the application layer by the GCSE AS, and GCSE AS is responsible to ensure the removed member will not be able to listen in to the media provided by Mulitcast Delivery (e.g, based on application specific methods). There is no requirement toward GC2 with this approach.


[image: image3.emf]GCSE AS UE

GC1

BM-SC

GC2

No additional encryption provided 

by BM-SC for the media received 

via GC2 (i.e, eMBMS security is not 

used)

Media is encrypted based on 

application specific method


Figxx.. GCSE media encryption provided by the Application layer

NOTE: eMBMS security on top of the encrypted GCSE media should be possible.

8
Conclusions
· Group management and associated user interaction is left to application layer. The handling between UE and GCSE AS over GC1 is out of scope of this study. This includes group creation and group membership control and associated user interaction, notifications when group communications start, ability of user to accept/reject/ignore (and for the system to require a user to accept) a group communication, membership control (delete or adding member).

· GCSE media encryption (if needed) shall be provided by the Application layer. The encryption requirement (and key refresh, etc) becomes an application level requirement and outside the scope of this study. 
· eMBMS security can be provided on top of the secured GCSE media received via GC2 as an operator option based on the existing defined 3GPP mechanism (subjected to SA3 analysis). There should not be any additional requirement for GC2 for this requirement. 
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