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Abstract of the contribution: The paper resolves a couple of Editor’s Notes of solution 2 described in section 6.2
Introduction
a. Following Editor’s Notes in solution are addressed by this contribution:
Editor’s Note: The usage of an I2 interface instead of Mw is FFS.
It is proposed to keep this Editor’s Note until we get a better understanding of the requirements for this SIP interface.
Editor’s Note: The support for trickle ICE (which is not mandatory but speeds up session set-up) is FFS.
It is proposed to delete this Editor’s Note as trickle ICE is already FFS in the Architectural Requirements section 4.2.
Editor’s note: 3rd Party WebRTC Signalling Function support needs further study.

A Note is added that clarifies that if the P-CSCF enhanced for WebRTC is provided by a third party provider, roaming agreements are in place. Please note this is common practice in today’s networks if P-CSCF is provided by a different provider. Further, the solution allows the use of 3rd party WebRTC Server, but it is recommended to not specify an interface between the P-CSCF enhanced for WebRTC and the WebRTC Server in this release.
Editor’s note: The WebRTC Signalling Function needs to be renamed to avoid ambiguity with other solutions.
WebRTC Signaling Function is renamed to P-CSCF enhanced for WebRTC. In addition WebRTC Media Function is renamed to IMS-AGW enhanced for WebRTC.
Editor’s note: Whether the same or a different IMPI/IMPU is used as for regular IMS registration is FFS.

For ICS a different IMPI is used, whereas the IMPU is the same (in order to be reachable by the same public address/number). In ICS the use of a different IMPI avoids that a normal registration is overwritten by the MSC server enhanced for ICS. Another alternative solution is SIP OUTBOUND (multiple registrations from the same UE).

We propose that stage 3 decides which solution is followed, propose to delete the editor’s note and add a statement that state 3 may handle this issue.

b. On top, and based on a comment received during last meeting, a security issue step 1 in section 6.2.2.4.2 is corrected
New: „The UE provides a Digest derived from the username/password or an access token “.
Old: „The UE provides a username/password or an access token “.

Proposed changes

6.2
Solution 2
6.2.1
Overview 
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Figure 6.2.1-1: WebRTC to access IMS services via Mw using EPC

NOTE 1:
Over the Gwebrtc interface several protocol options are possible, e.g. SIPoWebSockets, REST.



NOTE 2:
Enhancements to Rx, Gx and Iq interfaces may be required, which is why the figure 6.2.1-2 shows Rx(+), Gx(+) and Iq(+).

NOTE 3:
The architecture the uses 3GPP access via EPC, but in principle the architecture supports any IP-CAN. Gx(+) might not be applicably for all IP-CANs.

Editor’s Note: The usage of an I2 interface instead of Mw is FFS.

6.2.2
Description of the solution - Procedures


6.2.2.1
Functions of the P-CSCF enhanced for WebRTC
The P-CSCF enhanced for WebRTC provides the following functions:

1.
The P-CSCF enhanced for WebRTC shall perform interworking between the protocol used on the Gwebrtc interface and SIP used on the Mw interface.

NOTE 1:
WebRTC does not define a signaling protocol; it just defines that SDP and offer/answer exchanges must be used, such that the endpoints can agree on the actual media flows to be exchanged [4]. 

2.
SDP mediation

a.
Signaling of RTP multiplexing [7]. The P-CSCF enhanced for WebRTC shall either negotiate with the UE that RTP multiplexing is not used or shall negotiate RTP multiplexing towards the UE, but not towards the IMS.

b.
Use of the SDP extension for signaling of RTP and RTCP multiplexing [8]. The P-CSCF enhanced for WebRTC may either negotiate with the UE that RTP and RTCP multiplexing is not used or may negotiate RTP and RTCP multiplexing towards the UE, but not towards the IMS UE.

c.
ICE handling: The P-CSCF enhanced for WebRTC shall negotiate the usage of ICE with the UE. It is anticipated that procedures similar to those described in TS 29.229 [10] sub-clause 6.7 can be used.

d.
Possible support of trickle ICE signaling [9]. The P-CSCF enhanced for WebRTC shall either negotiate with the UE that trickle ICE is not used or shall negotiate that trickle ICE is used towards the UE, but not towards the IMS.

e. 
Transcoding: The P-CSCF enhanced for WebRTC may offer transcoding between audio codecs used in the UE and used by the IMS.

NOTE 2:
It is up to the operator to offer transcoding in other IMS nodes. 

f. 
The P-CSCF enhanced for WebRTC shall configure the IMS-AGW enhanced for WebRTC according to the negotiated capabilities.
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Figure 6.2.2.1-1: P-CSCF enhanced for WebRTC
NOTE 3: References for JSEP in [4], SIPoWS in [5], REST in [6]. 

6.2.2.2
Functions of the IMS-AGW enhanced for WebRTC
The IMS-AGW enhanced for WebRTC provides the following functions:

1. The IMS-AGW enhanced for WebRTC may provide transcoding capabilities.

NOTE 1:
It is up to the operator to provide transcoding capabilities in other IMS nodes. 

2.
The IMS-AGW enhanced for WebRTC may perform RTP multiplexing/de-multiplexing.

3.
The IMS-AGW enhanced for WebRTC shall terminate DTLS-SRTP and mediate towards the RTP variant used in the IMS.

4.
The IMS-AGW enhanced for WebRTC may perform congestion control towards the UE as defined in [11] (using “RTP circuit breakers”).

5.
The IMS-AGW enhanced for WebRTC shall support STUN usage to signal consent to keep receiving media streams from the remote peer [12].

6.
The IMS-AGW enhanced for WebRTC shall support STUN connectivity checks.
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Figure 6.2.2.2-1: IMS-AGW enhanced for WebRTC
NOTE 2: References for DTLS-SRTP in [13], Circuit breakers in [11], STUN consent freshness in [12]. 

6.2.2.3
Functions of the PCC framework

The PCC integration is shown in figure 6.2.1-1 above and following functions are required:
1.
The PCC system is used to support the establishment of bearers for real-time media of WebRTC users.

2.
The P-CSCF enhanced for WebRTC acts as an AF via the Rx interface - or a variant of the Rx interface.
6.2.2.4
IMS registration and authentication

The P-CSCF enhanced for WebRTC uses the Mw interface towards I/S-CSCF.

NOTE: Like in today’s deployments when the P-CSCF enhanced for WebRTC is provided by a 3rd party provider roaming agreements are in place. Further, the solution allows the use of 3rd party WebRTC Server, but it is recommended to not specify a direct interface between the P-CSCF enhanced for WebRTC and the WebRTC Server in this release.

Two different approaches are described below:

- The WebRTC client uses SIP over WebSockets to register with the IMS.

- The WebRTC client performs authentication with the P-CSCF enhanced for WebRTC, which  performs registration with the IMS.

6.2.2.4.1 
Registration: WebRTC client uses SIP over WebSockets

Figure 6.2.2.4.1-1 shows the registration flow where the P-CSCF enhanced for WebRTC performs message interworking for IMS registration and WebSockets are used between the UE and the P-CSCF enhanced for WebRTC.
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Figure 6.2.2.4.1-1: Registration using SIP over WebSockets (S-CSCF performs authentication)

0.
The WebRTC client establishes a secure WebSocket connection with the P-CSCF enhanced for WebRTC  as described in draft-ietf-sipcore-sip-websocket [x].

1.
The UE sends REGISTER, containing the IMPI or IMPU towards the P-CSCF enhanced for WebRTC .

NOTE 1: The browser needs to know the IMPI/IMPU. Whether the IMPI used is the same or different as for regular IMS registration needs to be defined in stage 3.

2.
The request is being forward from the P-CSCF enhanced for WebRTC to the I-CSCF in the home domain via Mw. The request requires that sufficient information for authentication in IMS is provided.


3.
The I-CSCF requests the HSS for information related to the Subscriber registration status. The HSS returns the S-CSCF required capabilities and the I-CSCF uses this information to select a suitable S-CSCF.

4.
The I-CSCF forwards the REGISTER request to the selected S-CSCF.

5.
As the REGISTER request was sent without integrity protection to the P-CSCF enhanced for WebRTC, the S-CSCF shall challenge the request and requires the necessary information from the HSS.

6. 
The S-CSCF selects an authentication vector for use in the authentication challenge according 3GPP TS 33.203.

7-8. The authentication challenge is sent in the 401 Unauthorized responses towards the P-CSCF enhanced for WebRTC.

9.
The P-CSCF enhanced for WebRTCsends the authentication challenge to the UE.

10.
Upon receiving the Unauthorised response, the UE extracts the relevant information and calculates the authentication challenge response.11.
The authentication challenge response is sent to the P-CSCF enhanced for WebRTC.

12. The authentication challenge response is put into the Authorization header and sent back towards the registrar in the REGISTER request.

14. The I-CSCF requests information related to the Subscriber registration status and the HSS returns the S-CSCF name which was previously selected in step 3.

15. The S-CSCF checks the received challenge response. If the check is successful then the user has been authenticated and the public user identity is registered in the S-CSCF.

16. The S-CSCF informs the HSS that the user has been registered at this instance.

17-18. The S-CSCF sends a 200 (OK) response to the I-CSCF and the P-CSCF enhanced for WebRTC  indicating that registration was successful.

19.
The P-CSCF enhanced for WebRTC informs the UE that registration was successful.

6.2.2.4.2 
Registration: WebRTC client uses Web Authentication

Figure 6.2.2.4.2-1 shows the registration flow where the P-CSCF enhanced for WebRTC performs message interworking for IMS registration and HTTP is used between the UE and the P-CSCF enhanced for WebRTC.
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Figure 6.2.2.4.2-1: Registration using Web Authentication (P-CSCF enhanced for WebRTC performs authentication)

1.
The UE starts the web authentication procedure with P-CSCF enhanced for WebRTC for requesting registration with the IMS (e.g. using HTTP Digest). The UE provides a Digest derived from the username/password or an access token; the P-CSCF enhanced for WebRTC validates them and authenticates the user by means outside the scope of this specification. It maps the user identity obtained during authentication to the corresponding IMS credentials.

2.
The P-CSCF enhanced for WebRTC provides the UA role for SIP REGISTER and determines the IMPI and IMPU assigned to the user (e.g. via a data base query) before sending the REGISTER towards the I-CSCF in the home domain via Mw. In addition the P-CSCF enhanced for WebRTC indicates that no authentication of the user by the IMS is required as the P-CSCF enhanced for WebRTC is part of the trust domain.
3.
The I-CSCF requests the HSS for information related to the subscriber registration status. The HSS returns the S-CSCF required capabilities and the I-CSCF uses this information to select a suitable S-CSCF.

4.
The I-CSCF forwards the REGISTER request to the selected S-CSCF.

5.
As the REGISTER request indicates that the user has already been authenticated the S-CSCF informs the HSS that the user has been registered at this instance.

6.
The S-CSCF sends a 200 (OK) response to the I-CSCF.

7.
The I-CSCF forwards the response to the P-CSCF enhanced for WebRTC.
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