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Abstract: This contribution provides an update of the use case “plug and produce for field devices” (subclause 5.3.19 in TR 22.804 v0.3.0).

Discussion

This contribution provides an update of the use case “plug and produce for field devices”. 

In “plug and produce”, the focus lies on two processes:

· Authentication of new field device and setting up of security relationships with the existing production system. This step stipulates 5G security service requirements.

· Configuration of field devices with the parameters of the specific production. This will be handled by the automation application. Steps for the configuration of the field device are discussed in detail for a better understanding of the “plug and produce” use case.

Originally, the “plug and produce” use case was described for a wired communication network within the context of Industrie 4.0. The service flow details in the present use case are adapted to a wireless 5G connection. 
This contribution provides an update of the pertinent subclause 5.3.19 in TR 22.804. This update is based on many discussions with other 3GPP stakeholders. 

Proposal

------------------------- START OF PROPOSED CHANGES ----------------------------


 Start of Change 1 


Plug and produce for field devices
5.3.19.1
Description
This use case covers the realisation of plug-and-produce for intelligent field devices that utilise 5G communication services. This use case is based on the plug-and-produce use case described elsewhere in the literature [x1].

"Plug and produce" addresses the automated integration and configuration of a (new) field device into an existing production system. The plug-and-produce use case is applicable to discrete manufacturing as well as continuous and batch processing. The goal of plug and produce is to increase the flexibility and adaptability of production systems and to speed up the commissioning process of field devices by reducing manual overhead. The field device in question may be an individual sensor or actuator, or a more complex production unit. 
One of the main concerns when allowing this kind of dynamic integration of field devices into a production system is to ensure that the automation system is always complying with the automation system security requirements. This requires controls to provide access to an production system only to authenticated, authorized field devices. For unconstrained field devices, the plug&produce integration of field devices within a production system can be protected through appropriate application layer security mechanisms. In those cases, 5G security and security of the production system can be handled rather independently. However, some field devices are constrained (for instance battery-driven field devices), and some real-time automation applications might run in an (edge) cloud environment that do not allow for application layer security mechanisms. As “over the top security” (OTT) is not possible here, the security of the production system has to rely on the security of 5G system . Thus, as a rule of thumb, factory operators strive to offer security already at the network layer. Also, in many cases, the factory operator also manages the communication network, and in that role she is interested in securing the network itself. There is thus a strong interest in securing wired and wireless communication in factories. That is one of the reasons why factory operators have a strong interest in private 5G network deployments so that factory operators are in control on the security of the production system and the underlying private 5G network.
A 3GPP-relevant feature of such field devices is that they often offer more than one communication port (e.g. IEEE 802.11 WLAN and IEEE 802.3 Ethernet), and that some field devices may support only some communication technologies (e.g., only 5G or only WLAN). So, the (private) 5G communication system has to be integrated in a production system using heterogeneous communication technologies. It is also noteworthy that factory operators prefer a unified authentication of field devices, i.e. that the same communication authentication credential can be used with different communication technologies and ports. After being connected and being discovered by the production system, the field device automatically obtains the configuration required to participate in the production process. 
One of the main differences between industrial field devices and consumer products is the longevity of the former. Typical life times of field devices are one decade or longer. As many production systems are subject to regulatory approvals (e.g., safety certification), changes to a running production system have often to be avoided. This has implication for mobile-network connectivity since the field device (UE) will typically be integrated in a larger production system and cannot be replaced simply. 
Note that security for the field device application, i.e. the automation function, can—in principle—be realised via OTT security (as with 3G and 5G systems). However, so doing is not feasible for the following special cases:

· Battery-powered field devices;

· Closed-loop control requiring low-latency communication (example: mobile control panel; see Subclause 5.3.6);

· Hosting of automation functions in 5G (edge) clouds.

The plug-and-produce use case is divided into 6 steps/scenarios, starting from the physical connection of the field device until the field device is fully integrated into the production process (see Figure 5.3.19.1-1). 
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Figure 5.3.19.1-1: Integration of field devices into a production network (based on [45]).

1. Connection: the commissioning engineer establishes physical network connection; the field device is switched on, the wired network connection is plugged in, or the field device is within  reach of the 5G base station.

2. Discovery: the field device obtains an IP address and advertises its services in the network.

3. Establishment of basic communication: the field device certificate is validated and the connection towards the production system field device management server is authenticated. From the vantage point of the 5G system, this and the next steps take place at the application layer.
4. Capabilities assessment: the field device management server knows the automation functions offered by the field device and is able to configure the field device's automation functions. 

5. Configuration: the field device is configured and set up for performing the desired task within the production system.

6. Integration into production: the field device contributes to the production process.

Plug-and-produce may be realised using either wired or wireless networking infrastructure. The present use case considers wireless network connectivity using a private 5G network for plug and produce.



NOTE 1: t the communication network and the application of the production system need to be distinguished. On the one hand, there is the communication network providing connectivity between the individual network nodes (OSI network layers 1-3/4, steps 1 and 2 above). The topology of this network is determined by the wiring of the communication nodes and the wireless connectivity of the field devices. This functionality is assumed to be provided by the wireless 5G network. On the other hand, there is the automation application of the production system (OSI application layers 5 to7, steps 3 to 6 above). The communication needs of the automation application is determined by the tasks to be performed by the production system, e.g., the collaborations required between individual automation field devices in order to complete a manufacturing step.
NOTE 2: The EAP framework is increasingly been used for authentication in factory automation networks.

Classic automation systems are structured hierarchically. Exchange of data between hierarchies or zones is only allowed between well-defined groups of field devices (zones and conduits).
 This approach is an important building block for the security concept for industrial control and automation systems. 5G needs to provide an equivalent way to realise restricted data flow and implement (network) access control, etc. for industrial control and automation systems.

5.3.19.2
Preconditions

5.3.19.2.1 The field device
The field device possesses a set of authentication credentials. The authentication credentials were issued by either the plant operator or the field device manufacturer. Different types of credentials are possible, e.g.

· 
· 
· 
· X.509 credentials (e.g., for a certificate-based EAP-TLS Authentication);

· SIM/AKA.

The selection of credentials depends on the deployed factory automation system, i.e. field devices that are added before or after commission of the automation system need to use the same type of credentials. The authentication credential chosen is recognised by the 5G network. 

5.3.19.2.2 The network
The factory communication networks have been set up. In the case of 5G, a private 5G network has been set up. Only UEs with valid authentication certificates according to Subclause 5.3.19.2.1 are authorised to connect to this private network. UEs with other types of credentials, i.e. for a PLMN or another private 5G network, are barred from connecting to the private network in question. The private 5G network identifier reveals that this is a private network and not a PLMN.
The following services have been set up:

· Network configuration service: used to provide network (e.g., DHCP) configuration.

· Validation authority: this service provides information about the validity of a digital certificate (e.g. X.509) within the scope of the factory automation system.

· Authentication server: verifies the authentication information sent by the clients. An authentication server may support different types of authentication, depending on the authentication mechanisms and credentials available on the field device. The Authentication server can provide additional information on user/client access rights.

5.3.19.3
Service flows

The following tables describe the individual service flows for steps (1) and (2) in Figure 5.3.19.1-1 (for more details on the service flows see [45]). The other steps are out of scope for 3GPP. As a courtesy, they are summarised in Annex X for interested readers. Here we assume that the UE is integrated in the field device. We explicitely state "UE" in situations where the differences matters. 

A. Connection - connect field device physically

This step includes the preparation and physical installation of the field device in the automation system. The communication solution chosen is a 5G system. This step has no particular implications for the private 5G network.
	Sub-step
	Event
	Name of process/activity
	Description of process/activity

	1
	Field device mounting request
	Prepare field device for connection
	Bring the field device—which is an UE from the 5G system vantage point—to the location it shall be put in operation; unpack  the field device; plug in power cable into power supply (if not battery-powered).

	2
	Field device prepared
	Plug in field device
	Bring the field device into the proximity of the 5G radio access point.

	3
	Field device plugged
	Turn on field device
	Switch power button on.


NOTE: The field device may have multiple, different communication ports, both wireless and wired.

B. Discovery - discover field device

This step includes the establishment of a network connection to the private 5G network.
	Sub-step
	Event
	Name of process/activity
	Description of process/activity

	1
	Field device switched on
	Recognise newly connected field device
	Field device detects connectivity at lower network layer. Here: private 5G connectivity at OSI layer three or two. The UE compares the network ID with what is stored in the field device. If PLMNs are accessible the field device does not join them since their network ID does not match the stored value.

	2
	Field device recognised
	Assign network address
	Network access authentication: mutual authentication of field device and private 5G network using available, persistent credentials for private network access.







	3
	Field device is addressable via the network
	Notify field device management
	Announce the field device to the field device management server to start configuring it. This can, for instance be done by the field device itself.




	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	




	
	
	
	

	
	
	
	







	
	
	
	

	
	
	
	

	
	
	
	

	


5.3.19.4
Post-conditions

The intelligent field device is able to communicate in the 5G network. The communication might be constrained according to the needs of the actual production scenario (e.g., QoS settings; limited subset of communication partners [automation system zone]).

5.3.19.5
Challenges to the 5G system

· Network access authentication for field devices in private networks with credentials (e.g., device certificate for EAP-TLS).

· Backward compatibility of future Releases to the EAP framework.

· Support of different types of authentication credentials depending on the credentials available in a specific industrial site/application.


· Allow automation system functions (e.g., MES/SCADA) to control network access properties in private networks, e.g. limiting the range of network addresses accessible to a plug-and-produce field device. 

NOTE: Field  device communication is typically not an all-to-all or many-to-many communication scenario. Wireless field networks need to support the enforcement of predefined communication paths based on engineering and resource planning information ("virtual zones and conduits").

· Integration of 5G communication links within a local automation network zone, i.e. enforcement of network isolation for private networks.

· Barring of authentication of UEs in PLMNs in case the UE uses private network credentials.
· Barring of authentication of UEs in private networks in case the UE uses PLMN network credentials.
· 
5.3.19.6
Potential requirements


	Reference 
Number
	Requirement text
	Application / Transport
	Comments

	Factories of the Future 19.1
	Network access authentication credentials for private 5G networks shall not be valid for authentication in PLMN networks.
	
	

	Factories of the Future 19.2
	A private 5G network shall be able to deny network access authentication of UEs offering PLMN authentication credentials.Note 3.
	
	One of the motivations for this requirement is that small private networks might be vulnerable to dedicated "authentication" attacks, in which a large number of (emulated) UEs tries to sign up to the private network, and the entailed signalling traffic impairs normal operation of the private network.

	Factories of the Future 19.3
	In private networks, backward compatibility is not required for network access authentication of UEs build according to R15 and earlier.
	
	

	Factories of the Future 19.4
	UEs that only provide private network credentials when trying to join a PLMN shall be barred from joining said PLMN.
	
	Extended access barring can be used for this.

	Factories of the Future 19.5
	IDs of private 5G networks shall readily be distinguishable from PLMN IDs.
	
	

	Factories of the Future 19.6
	The 5G system shall support a suitable framework for subscriber network access authentication, e.g., EAP. Note 1, note 2.
	T
	This is in accordance with TS 33.501, subclause 6.1.12 and annex B [x3].

	Factories of the Future 19.7
	The 5G system shall expose an interface that allows automation functions in a private network to define and reconfigure the properties of offered 5G communication services of the private network, 

This shall include the possibility of enabling—via the exposed communication service interfaces—a direct layer 2 and/or layer 3 communication service between UEs of the private 5G network via the private 5G network infrastructure (similar to an Ethernet connection today).
	T
	An example for such a reconfiguration is the control of which UEs of the private network are provided with layer2/layer3 connectivity with other UEs in the private network. 

This requirement is related to the study item on providing a LAN service by the 5G system. 

This requirement does not stipulate a direct 5G radio link between UEs of the private 5G network. 

	NOTE 1: This does not imply that all other authentication methods need to be supported, rather that the EAP framework is in place.

NOTE 2: Backward compatibility of future Releases to the selected framework (e.g. EAP) for network access is important for industrial use cases.

NOTE 3: It may be possible that credentials for PLMN networks of some subscribers are valid also for authentication in a specific private 5G network. 



 End of Change 1 



 Start of Change 2 

Annex X: Plug and produce (steps c to e)
The text below augments the set of hot-plugging steps described in Subclause 5.3.19.3
C. Establishment of information communication of the automation application via an application protocol

This step includes the establishment of a connection to the automation network by use of an application protocol, e.g., OPC UA. The sub-steps use the communication network via the application protocol but are independent of the underlying communication technology (5G, WLAN, etc.).

	Sub-step
	Event
	Name of process/activity
	Description of process/activity

	1
	Notification of device availability
	Connect to the field device
	Contact the field device and create a new session context on the field device for the following interaction.

	2
	Connected to field device
	Get field device certificate
	Retrieve field device certificate from the field device. This is usually a different certificate than the one used in Step B. Also see note 1.

	3
	Field device certificate available
	Validate certificate
	Contact validation authority and validate the certificate to ensure valid identity of the field device.

	4
	Field device certificate validated
	Authorise connection
	Contact authentication service to authorise the field device management server for reading and writing field device parameters.

	NOTE 1: The field field device possesses a set of authentication credentials. The selection of the actually used types of credentials depends on the automation solution in use (see Section 5.3.19.2). The Extensible Authentication Protocol (EAP) is used as a common authentication framework in order to provide the necessary flexibility, extensibility, and "future-proofness". 


D. Integrate field device into production

	Step
	Event
	Name of Process/Activity
	Description of process/activity

	1
	
	Refine network access/visibility
	Configure network in order to allow communication with other field devices required to complete the current production task. Restrict communication with other field field devices accordingly.

Adapt or establish virtual zones and conduits.


E. Identity validation fails (alternative service flow)

This is an alternative scenario to step C (establishment of basic communication). In contrast to step C, the outcome of the validation of the certificate is negative.

Sub-steps 1-3 are the same as in step C (establishment of basic communication).

	Sub-step
	Event
	Name of Process/Activity
	Description of process/activity

	1-3
	see C
	see C
	see C

	4
	Field device identity validation failed
	Disconnect and discard the field device
	Disconnect from the field device or quarantine the field device; mark it as not reliable, notify other systems. See note 2.

	NOTE 2: Sub-step 4 corresponds to the action of the automation application. Basic network access, as established in step B, might not be affected by these actions. It is advantageous if the 5G network can support the quarantining of unreliable field devices. 
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� Typically, edge clouds would be used.


� OPC UA is a platform-independent application layer protocol running over TCP/IP. It is commonly used for M2M communication in automation systems (e.g., MES, SCADA) at Weaver's level B [x0]. Apart from providing a client-server based communication framework, it also defines a sophisticated information model to describe the semantics of exchanged information.


� 	A zone is a well-defined (physical) substructure of the automation network containing devices needed for a production step andthat sha�reing the same security requirements (e.g., confidentiality level). An example for a zone is, e.g., a production line. Data/information can only be exchanged between devices belonging into different zones can only be exchanged usingby the use of dedicated defined conduits. A conduits defines which data is allowed to be exchanged between two zones.






