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Abstract: This contribution introduces potential security requirements for Clause 6 in TR 22.804.
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------------------------- START OF PROPOSED CHANGES ----------------------------

------------------------- Start of Change 1 ----------------------------

6
Security

Editor’s note: Address how to enable existing and emerging industrial security solutions. Established security solutions are described for information. List of potential service requirements.

6.Y
5G security for automation applications
 Depending on how a 5G network and 5G technologies are used by a vertical automation application, different requirements have to be met by the underlying 5G security solutions.  In Subclause 6.Y.1, we address pertinent quality properties of the security solution, and in Subclause 6.Y.2, we provide requirements that were inferred from IEC 62443 [x3] and from an application-centric study [x4].  

6.Y.1 Quality properties of 5G security solutions
Authentication of communication peers and the 5G system: 
Editor's Note: FFS.
Flexible subscriber access management: Efficient management of 5G subscriptions/permissions is important for small, medium and huge numbers of 5G UEs. In this context small is on the order of 10 and huge on the order of 10000 or larger. In this context, management stands for adding UEs to a 5G subscription so that they can use 5G communication services, but also for removing UEs from the subscription base. One of the challenges here is particularly medium-sized installations, where manual management is not practical, while fully automated solutions that require a complex infrastructure may be too cumbersome. 

Long-term security: Devices in many verticals operate over long usage periods (in industrial environments typically 10 to 20 years), which makes long-term security an important topic. Note that in many vertical environments updates may be installed only during planned service windows. Note that such updates may imply that a laborious safety recertification has to be repeated. 

It is important that an automation application system can be kept in service over a long usage period without requiring regular upgrades (e.g., replacing hardware components; redesigning the technical solution). 
It is important that an automation application system can be kept in service over a long usage period without requiring regular upgrades (e.g., replacing hardware components; redesigning the technical solution).
 

5G as communication infrastructure: When the security provided by the communication system is deemed to be insufficient for a vertical automation application, security of the industrial solution is realized on top (e.g., using IPsec or TLS). A non-automation example for this is online banking. 
Note: In many deployments, the 5G network is expected to provide certain dependability guarantees independently of security. Communication dependability is discussed in detail in Subclause 4.3.3. 
Note: Since the 5G system is not in control of the automation application's security-related data flows, the aforementioned required communication service dependability and QoS can perhaps not be met due to high communication resource consumption. In this case, the automation application, including its security functions, would need to be optimised in order to lower the communication resource consumption and to thus increase the communication service dependability.

Reliance on 5G security alone: 5G systems may be used for connecting IoT devices. In such deployments, realising security on top of 5G could reduce the life time of battery-powered IoT devices, or deteriorate experienced dependability parameters (see above). Therefore, it may be decided to rely on 5G communication security alone. If that is the case, the vertical automation applications need to verify that the required 5G security mechanisms are actually active.  

6.Y.2 Potential security requirements
The following security requirements are considered to be essential.
· Authentication of communication peers and of the 5G system—plus the integrity of transmitted messages—shall always be ensured. This shall also be the case when communication confidentiality is not available, for instance due to regulatory limitations (requirements SR1.6 and SR3.8 in [x3]). 
· 
·  

· An automation application that uses a 5G communication service shall be able to log and audit the 5G security mechanisms used by the communication service [x4]. 
------------------------- End of Change 1 ----------------------------
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