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9.3
Functional identities and role management
9.3.1
Introduction

In this chapter the use cases related to Functional identities and role management are defined: 

-
Registration to a functional identity

-
Deregistration of a functional identity

-
FRMCS-user changing functional identity 

-
User log-in to the system

-
User log-out from the system

-
Presentation of identities

-
Interrogation of identities within a certain context

Examples of Role management, like functional identities, FRMCS Equipment Identities, etc. in the railway environment are covered by annex A.



9.3.2
General pre-conditions 

In order to fully understand the uses cases in this chapter, Figure 9.3.2-1 illustrates the different steps required to complete the registration process.
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Figure 9.3.2-1: Example of Role management
In this definition it is needed to make a distinction between different types of FRMCS equipment. The following are, as a principle, defined:

a)
FRMCS Equipment without MMI, without the possibility to be addressed via a functional identity related to the equipment (e.g. sensor in the track or simple modem operation)

b)
FRMCS Equipment that can be registered to a functional identity related to the equipment (e.g. maintenance log collecting device connected to a power station) but without other FRMCS User login 

c)
FRMCS Equipment that can be registered to a functional identity and that allows a FRMCS User to login and register to functional identities related to the user (e.g. cab radio)

d)
FRMCS Equipment that cannot register to a functional identity, but that allows a FRMCs user to login and to register to functional identities related to the user (e.g. a generic handheld device)

Steps:

1. UE-Power on: The UE has started up and is attached to the FRMCS network on telecoms level. The UE is reachable via its subscriber identity address.

2. Start FRMCS Application: On the UE the FRMCS Application start up and is ready for use.

3. FRMCS Equipment login: The FRMCS application is logging in into the FRMCS System and the FRMCS equipment becomes known to the FRMCS system.

4. Initialise FRMCS Equipment type: the type of FRMCS equipment used is identified..

At this stage of the user flow four different routes can be followed, based on the determined FRMCS equipment type of the FRMCS Equipment.

Type a) “sensor”:

· No action required. The FRMCS Equipment is now reachable via its subscriber identity address.

After this step the process of registration is completed.

Type b) “Announcement System”:

· Register to a functional identity: the FRMCS Equipment will request for a registration on a functional identity. This functional identity is related to the FRMCS equipment and identifies the device, like a announcement system on a train. The FRMCS Equipment is now only reachable via the functional identity
· Additional Functional identity added: The FRMCS Equipment is now only reachable via all of its functional identities. (and its subscriber identity address).
After this step the process of registration is completed.

Type c) “cab radio”:

· Register to a functional identitiy: the FRMCS Equipment will request for a registration on a functional identity. This functional identity is related to the FRMCS Equipment and identifies the environment where the equipment is used, like a cab radio in a cabin of a train.

· Additional Functional identity added: The FRMCS user is now only reachable via all of its functional identities equipment (and its subscriber identity address).
Type d) “Handheld”:

· 
Next, for both the types c) and d) the following steps apply:

· User login dialog: the user is presented with a log-in MMI action. The user can now login into the FRMCS system.. By successfully logging into the FRMCS system the user becomes a FRMCS user.
· FRMCS-User: The FRMCS user is now reachable via its FRMCS user identity (and in case c) the functional identity registered by the FRMCS equipmentand its subscriber identity address).

· Register to a functional identity: the FRMCS user may request for a registration on a functional identity. This functional identity is related to the FRMCS user and identifies the role of the FRMCS user e.g. driver, controller etc and the environment e.g. train number. 
· Functional identity added: The FRMCS user is now reachable via all the functional identities registered to the user (Further, the FRMCS equipment is reachable via its registered functional identity(ies) and its subscriber identity address.

After this step the process of registration is completed.

Note: 
Use cases related to power up the UE until complete initialisation of the equipment type are covered in chapter 5.

9.3.2.1
Potential requirements and gap analysis

	Reference Number
	Requirement text
	Application / Transport
	SA1 spec covering
	Comments

	[R-9.3.2-001]
	The FRMCS System shall be able to make use of the underlying transport system's subscriber identities.
	A
	22.280
	This requirement can be supported by existing MCCore requirements.

	[R-9.3.2-002]
	The FRMCS System shall support one FRMCS-user identity per FRMCS-user.
	A
	22.280
	This requirement can be supported by existing MCCore requirements.

	[R-9.3.2-003]
	The FRMCS System shall support functional identities.
	A
	22.280
	This requirement is partly covered by MCCore, new and additional types of identities need to be supported.

	[R-9.3.2-004]
	The UE shall be reachable by its subscriber identity.
	A
	22.280
	This requirement can be supported by existing 3GPP requirements.

	[R-9.3.2-005]
	The FRMCS-user shall be reachable by its FRMCS-user identity.
	A
	22.280
	This requirement can be supported by existing MCCore requirements.

	[R-9.3.2-006]
	The FRMCS-user shall be reachable by its registered functional identity/ies.
	A
	22.280
	This requirement is partly covered by MCCore, new and additional types of identities need to be supported.

	[R-9.3.2-007]
	At the time of initialisation the FRMCS-system shall be able to determine the FRMCS Equipment Type.
	A
	Not covered
	


9.3.3
Use case: Registration to a functional identity

9.3.3.1
Description

A FRMCS-user or the FRMCS Equipment shall be able to register to one or multiple functional identities. A functional identity can therefore be equipment related or user related.
9.3.3.2
Pre-conditions

The equipment type is identified. 

Functional registration of the user, the user is logged in into the FRMCS System. 

9.3.3.3
Service flows

Requested functional identity is not in use

The FRMCS-user or the FRMCS-equipment selects the functional identity. The identity can be selected from a list based on the location of the FRMCS-user, operational schedules, etc. or the functional identity can be entered manually.

The FRMCS-user or the FRMCS-equipment requests the FRMCS System to register the new functional identity.

The FRMCS System informs the FRMCS-user or the FRMCS-equipment about the outcome of the registration request.

Requested functional identity that is in use

The FRMCS-user or the FRMCS-equipment selects the functional identity. The identity can be selected from a list based on the location of the FRMCS-user, operational schedules, etc. or the functional identity can be entered manually.

The FRMCS-user or the FRMCS-equipment requests the FRMCS System to register the new functional identity.

The FRMCS-user is or the FRMCS-equipment informed of the functional identity already in use.

The FRMCS-user or the FRMCS-equipment shall be able to select from the following options:

· Cancel the registration

· If the selected functional identity allows take over the functional identity.

· If the selected functional identity allows register as an additional FRMCS-user to this functional identity.

The FRMCS System informs the FRMCS-user about the outcome of the registration request.

In the case of taking over a functional identity, the FRMCS System deregisters the other FRMCS-user or FRMCS-equipment from this particular functional identity. The deregistered FRMCS-user or the FRMCS-equipment gets informed about the deregistration by the FRMCS System.

Registration by the Railway Subsystem of the FRMCS System
Based on the user identification, operational conditions, like schedules when entering the train, location, time, recent activity etc., the Railway Subsystem shall be able automatically register a FRMCS User or an FRMCS Equipment to a functional identity. 

The FRMCS-user gets informed about the registration by the FRMCS System.

9.3.3.4
Post-conditions

In case of successful registration, the FRMCS-user or the FRMCS-equipment can be reached based on the functional identity. The FRMCS-user or the FRMCS-equipment can be registered to different functional identities. The FRMCS-user or the FRMCS-equipment are also reachable by using the FRMCS Equipment Identity, the FRMCS User Identity (if logged in) and its subscriber identity.

If the FRMCS System has not accepted the registration, the FRMCS-user or the FRMCS-equipment cannot be reached on a particular functional identity.

9.3.3.5
Potential requirements and gap analysis

	Reference Number
	Requirement text
	Application / Transport
	SA1 spec covering
	Comments

	[R-9.3.3-001]
	The FRMCS-user or the FRMCS-equipment shall be able to register to a functional identity.
	A
	Not covered
	

	[R-9.3.3-002]
	To select from, the FRMCS System shall provide the FRMCS-user or the FRMCS-equipment a list of functional identities. The list contains functional identities based on a certain context, like location of the user, operational schedule, etc. The FRMCS-user or the FRMCS-equipment shall also be able to perform a registration of an unlisted functional identity.
	A
	Not covered
	

	[R-9.3.3-003]
	The FRMCS System shall inform the FRMCS-user or the FRMCS-equipment of the outcome of the registration request.
	A
	Not covered
	

	[R-9.3.3-004]
	In the case the functional identity is already in use, the FRMCS System shall advise the FRMCS-user or the FRMCS-equipment about options to 

•
cancel the registration, 

•
take over the functional identity 

•
register as an additional identity.
	A
	Not covered
	

	[R-9.3.3-005]
	The FRMCS System shall be able to register a FRMCS-user or the Railway Subsystem without human intervention. For example, automatic registration can be initiated by: 

•
user identification

•
operational conditions, like schedules when entering the train (for example by using Near Field Communication, Smart Card etc.)

•
location 

•
time 

•
recent activity 

•
Smart cards or RFID tokens in the vicinity of the UE

•
FRMCS Equipment Type
•
etc.
	A
	Not covered
	

	[R-9.3.3-006]
	The FRMCS System shall support multiple functional identities per FRMCS User or FRMCS Equipment.
	A
	Not covered
	


9.3.4
Use case: Deregistration of a functional identity

9.3.4.1
Description

A FRMCS-user or the FRMCS-equipment shall be able to deregister from one or multiple functional identities. 

9.3.4.2
Pre-conditions

The FRMCS-user user or the FRMCS-equipment has at least one functional identity. 

9.3.4.3
Service flows

Deregistration functional identity initiated by the FRMCS-user

The FRMCS-user or the FRMCS-equipment chooses the functional identities to be deregistered among the list of currently registered functional identities by:

· electing a set of functional identities (the application may select the appropriate set of functional identities automatically)

· selecting one functional identity

The FRMCS System informs the FRMCS User or the FRMCS-equipment about the outcome of the registration request.

Deregistration by the Railway Subsystem

Based on certain criteria the FRMCS System deregisters a FRMCS-user or the FRMCS-equipment from one or multiple functional identities and informs the FRMCS-user or the FRMCS-equipment about the deregistration. 

For example, possible criteria are timer, location, operational schedules, another FRMCS-user taking over the functional identity.

9.3.4.4
Post-conditions

If the FRMCS System has deregistered the functional identity, the previously registered FRMCS-user(s) or FRMCS-equipment are not any longer reachable on this particular functional identity.

If the FRMCS System was unable to deregister the functional identity, the actually registered FRMCS-user or FRMCS-equipment remains active and can be reached on this functional identity.

In addition, the FRMCS User is reachable using the FRMCS Equipment Identity, its user identity (if logged in) and its subscriber identity.

9.3.4.5
Potential requirements and gap analysis

	Reference Number
	Requirement text
	Application / Transport
	SA1 spec covering
	Comments

	[R-9.3.4-001]
	The FRMCS-user or the FRMCS-equipment shall be able to deregister from a functional identity.
	A
	Not covered
	

	[R-9.3.4-002]
	During the deregistration process, the FRMCS System shall provide a list of functional identities to the FRMCS-user or the FRMCS-equipment, to select for deregistration.
	A
	Not covered
	

	[R-9.3.4-003]
	The FRMCS-user or the FRMCS-equipment shall also be able to perform a deregistration of a functional identity that might not be part of the list provided by the FRMCS System. Then a manual input is required by the FRMCS User.
	A
	Not covered
	

	[R-9.3.4-004]
	The FRMCS System shall inform the FRMCS-user or the FRMCS-equipment about the outcome of a deregistration request.
	A
	Not covered
	

	[R-9.3.4-005]
	At any time, the Railway Subsystem of the FRMCS System shall be able to deregister any functional identity.

 An automatic deregistration request can be based on:

•
user identification

•
operational conditions, like schedules when entering the train (for example by using Near Field Communication, Smart Card etc.)

•
location 

•
time 

•
recent activity 

•
Smart cards or RFID tokens in the vicinity of the UE

•
FRMCS Equipment Type
•
etc.
	A
	Not covered
	


9.3.5
Use case: User log-in to the FRMCS System 

9.3.5.1
Description

The user is identified by the FRMCS System.

9.3.5.2
Pre-conditions

The equipment type is initialised.

The FRMCS Equipment provides suitable means to the user to log in.

9.3.5.3
Service flows

The user performs the log-in procedure. 

Successful identification

The user is informed about the successful log-in into the FRMCS System. The user has now become a FRMCS-user identified by a FRMCS-user identity.

Unsuccessful identification

The user is informed about the unsuccessful log-in to the FRMCS System. The user is redirected to the log-in procedure.

9.3.5.4
Post-conditions

The FRMCS-user is identified in the FRMCS System and can register a functional identity.

The FRMCS-user is reachable by the FRMCS-user identity.

9.3.5.5
Potential requirements and gap analysis

	Reference Number
	Requirement text
	Application / Transport
	SA1 spec covering
	Comments

	[R-9.3.5-001]
	The FRMCS System shall allow a user to log into the FRMCS System using its FRMCS user identity to make use of the services provided by the FRMCS System
	A
	Not covered
	

	[R-9.3.5-002]
	The FRMCS System shall provide service only to FRMCS-users logged in into the FRMCS System.
	A
	Not covered
	

	
	
	
	
	


9.3.6
Use case: User log-out from FRMCS System 

9.3.6.1
Description

The FRMCS-user is logged out of the FRMCS System. 

9.3.6.2
Pre-conditions

The FRMCS User is logged-in the FRMCS System.

9.3.6.3
Service flows

The FRMCS-user performs the log-out procedure.

Successful log-out

The FRMCS System deregisters all functional identities of the FRMCS-user.

The FRMCS System logs out the FRMCS-user.

The FRMCS-user is informed about the successful log-out from the FRMCS System. 

Unsuccessful log-out

The FRMCS-user is informed about the unsuccessful log-out to the FRMCS System.

9.3.6.4
Post-conditions

The FRMCS-user is logged out of the FRMCS System. The FRMCS Equipment is still registered to the FRMCS System. 

The FRMCS Equipment is reachable by the subscriber identity.

9.3.6.5
Potential requirements and gap analysis

	Reference Number
	Requirement text
	Application / Transport
	SA1 spec covering
	Comments

	[R-9.3.6-001]
	The FRMCS System shall provide a notification to the FRMCS-user when the FRMCS-user is logged-out of the FRMCS System
	A
	Not covered
	

	[R-9.3.6-002]
	The FRMCS System shall provide the FRMCS-user the necessary means to log out of the FRMCS System.
	A
	Not covered
	

	[R-9.3.6-003]
	By logging out all functional identities of a FRMCS-user are deregistered from the FRMCS user.
	A
	Not covered
	

	[R-9.3.6-004]
	After logging out the FRMCS-user, the FRMCS Equipment shall be reachable via the subscriber identity.
	A
	Not covered
	


9.3.7
Use case: Presentation of identities

9.3.7.1
Description

A FRMCS-user or the FRMCS-equipment shall be able to be identified by the functional identity (ies) to other FRMCS-users 

9.3.7.2
Pre-conditions

The FRMCS-user or the FRMCS-equipment is registered to at least one functional identity.

9.3.7.3
Service flows

During call initiation

The identities of the initiating entity (functional identity of a user, functional identity of equipment, user identity and subscriber identity) are to be passed and presented to the other FRMCS-users during communication.

The FRMCS System passes the appropriate functional identity(ies) based on a certain context (like location, destination, time, local configuration, selection from the initiating entity, etc.).

If multiple functional identities are used by the FRMCS-user, the presentation is based on certain context (e.g. a call to a train Controller shows the running number, a call to a maintenance Controller shows the engine number).

If the functional identity is not available, the FRMCS-user identity is to be presented.

If the functional identity and the FRMCS-user identity are not available, the subscriber identity is to be presented.

During a call

The identities of the connected FRMCS-user(s) (functional identity of a user, functional identity of equipment, user identity and subscriber identity) are forwarded to the FRMCS-users participating to the call.

The FRMCS System passes the appropriate functional identity(ies) based on a certain context (like location, destination, time, local configuration, etc.).

If multiple functional identities are used by the FRMCS-user, the presentation is based on certain context (e.g. a call to a train Controller shows the running number, a call to a maintenance Controller shows the engine number).

If the functional identity is not available, the FRMCS-user identity is to be presented.

If the functional identity and the FRMCS-user identity are not available, the subscriber identity is to be presented.

The functional identity(ies) of the talking FRMCS-user is/are to be indicated to the listening FRMCS-user(s).

If the functional identity is not available, the FRMCS-user identity is to be presented.

If the functional identity and the FRMCS-user identity are not available, the subscriber identity is to be presented.

9.3.7.4
Post-conditions

The FRMCS-users are informed about the FRMCS-user initiating the communication initiator.

The FRMCS-user is informed about who is participants of the call.

The FRMCS-user has at least one functional identity.

9.3.7.5
Potential requirements and gap analysis

	Reference Number
	Requirement text
	Application / Transport
	SA1 spec covering
	Comments

	[R-9.3.7-001]
	During communication initiation, the identities of the initiating entity (functional identity of a user, functional identity of equipment, user identity and subscriber identity) shall be passed to the FRMCS-user(s) of the receiver(s) of the call.
	A
	22.280
	This requirement is partly covered by MCCore, new and additional types of identities need to be supported.]

	[R-9.3.7-002]
	During a communication, the identities of the connected FRMCS-user(s) (functional identity of a user, functional identity of equipment, user identity and subscriber identity) shall be sent to the FRMCS-user(s) participants of the call.
	A
	22.280
	This requirement is partly covered by MCCore, new and additional types of identities need to be supported.

	[R-9.3.7-003]
	The FRMCS-user(s) shall be presented with the appropriate functional identity(ies) based on a certain context (like location, destination, time, local configuration, etc.).
	A
	Not covered
	

	[R-9.3.7-004]
	If a functional identity is not available, the FRMCS System shall present the FRMCS-user identity.
	A
	Not covered
	

	[R-9.3.7-005]
	If both the functional identity and the FRMCS-user identity are not available, the FRMCS System shall present the subscriber identity.
	A
	Not covered
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