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Abstract: This document introduces a use case on residential Virtual LANs
5.X
Residential VLAN
5.X.1
Description

In this use case a residential virtual LAN is initially formed with three devices. One of the devices is a server which is not physically located in the home. The server is connected to the 3GPP 5G Core Network towards the UPF using the N6 interface. The other two devices are physically located in the home and they connect to the 3GPP network via two separate UEs (UE1 and UE2). The home owner wants to add sensors to the residential VLAN in order to be able to securely control the sensors using the home computer which is already connected to the VLAN. 
5.X.2
Pre-conditions

A residential VLAN is established with three devices: a server connected to the 3GPP core network via the internet, a printer connected to the 3GPP network via UE1, and a home computer connected to the 3GPP network via UE2. All three devices in the VLAN communicate securely.
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Figure 5.X.2-1 Residential VLAN with three devices: one server in the cloud and two UEs

5.X.3
Service Flows

The home owner purchases a set of sensors to be installed in the residence. The home owner installs the sensors in the house and the sensors are connected to UE3 via WLAN.
UE3’s subscription allows for UE3 to receive VLAN services from the 3GPP network. 
UE3 registers with the 3GPP network. 
UE3 communicates with a trusted 3rd party application server outside the 3GPP network.

The trusted 3rd party application server sends a request to the 3GPP network requesting the 3GPP network to add UE3 to the residential VLAN.


5.X.4
Post-conditions

The 3GPP network adds UE3 to the residential VLAN. 
The sensors can communicate securely with all the other three devices in the residential VLAN via UE3. 
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Figure 5.X.2-1 Residential VLAN after UE3 is added to the VLAN
5.X.5
Potential requirements

The 3GPP core network shall provide an interface to a trusted 3rd party application server and receive requests from the trusted 3rd party application server to create a VLAN for one or more UEs. 
The 3GPP core network shall provide an interface to a trusted 3rd party application server and receive requests from the trusted 3rd party application server to add one or more UEs to an existing VLAN. 
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