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Summary

The GSMA Identity and Access Management Task Force has studied, based on NGMN input, opportunities for the mobile operators to play a role in Identity and Access Management. The investigation has identified the potential standardisation topics needed to allow mobile operators to adequately support new and emerging business models to better serve their customers.
Introduction

The mobile identifiers defined in today's mobile systems (IMSI, MSISDN, IMEI) provide the ability to: 

· IMSI - Uniquely identify the user’s device at network access level and to point to the user’s subscription record.
· MSISDN - Uniquely identify the user at service level allowing addressing of the subscriber for operator services (e.g. voice, SMS, etc.).
· IMEI - Uniquely identify the device attached to the network.
The support of these globally unique identifiers has enabled consumers to communicate with each other independently of which network they subscribe to, and to achieve true mobility by allowing devices supporting those subscriptions to roam onto other operators’ networks whilst still achieving service continuity.

With the separation of access and service layer, new identities have been defined within the IMS (e.g. Private User Identity, Public User Identity) to maintain these principles in VoLTE and RCS.

GSMA has reviewed these identities, and their applicability within 5G with focus on the number of connections projected for Internet of Things and the potential evolution towards “internet-like” identities and services.

We have considered if these identities are sufficient for future networks and services where:
· Users access services via different access networks and expect a seamless experience.
· Users own multiple devices enabled with different access technologies (some without UICC/eUICC).
· Devices are shared between multiple users (e.g. home tablet, car sharing, industrial equipment, etc.)

· With the growth of Internet of Things devices predicted to reach over 25 billion by 2025, security risks from cyber-attacks may increase.
GSMA, with input from NGMN, has investigated the operators’ need to evolve their Identity and Access Management as a framework to safely and securely manage access to networks and services.

The specification of this framework should be done in a common global manner, therefore it is seen that a standardised approach is necessary.

Description

Identity and Access Management is gaining importance due to the growth of connected devices and things as well as services in the digital economy.
Current mobile networks are subscription-centric, which allows mobile operator’s to protect the access to the network and respect legal obligations, but such solutions do not enable the operator with the visibility of the specific “human” individual or the specific “IoT device” that is utilising the subscription (e.g. the mobile network is only able to identify the UE and the associated subscription). 
Having an enhanced Identity and Access Management approach could provide a solution for the above mentioned issues, but it may also provide an enhanced consumer experience and may be used to optimise performance of the networks and services.
From the analysis performed by the GSMA, three main aspects have been identified: 

· Introduce “a new Identity” as the identity behind the device or devices. This could be the identity of the individual human user of a service or identity of the host device in the case of an IoT service (e.g. the identity of specific car, medical device or smart meter).
· The “new Identity” bridges across network domains, across access technologies and between the network and services.
· Introduce a concept of Identity Relationship Management – an architecture for the “new Identity”, subscriber identities, potentially device identifiers and their relationships.
Some potential use cases to support the need of an Identity and Access Management framework include:
· Support a better IoT experience
By defining a “new Identity” a new layer of security can be offered on top of the existing security architecture. This could be used for an additional level of authentication/authorisation and potentially have associated credentials to establish an additional security association. Such a “new Identity” would be common across network access technologies and services, which has the potential to provide the service provider/device owner a better control over their devices.
· Support a better Consumer experience 
Consumers will have several devices and services and regardless of the connectivity and the device they are using they will expect a seamless user experience. A consumer may wish to provide access to other people to allow them to utilise their devices and services. For example a parent can grant access to their family members to use one tablet and each individual will have access to different services in the tablet. 
By adding a “new Identity” in addition to the existing access network and service identities, the consumer will have more control over their device/subscription/services. This can also be used as an additional anti-theft mechanism.
There are more use cases that can be solved with this common approach on Identity and Access Management, e.g. heterogeneous network access, operators becoming a trusted identity authority, enhanced data analytics to optimise network performance and to combat fraud and security issues.

GSMA are working on a technical report to define the use cases for Identity and Access Management, high-level principles and concepts, the technical requirements and the regulatory aspects. The report is due to be completed by end of June 2017 and GSMA will communicate the conclusions of this technical report to 3GPP.
To aid in this technical report, GSMA would like to request an overview from 3GPP of the 5G work that is related to the requirements for identifiers and how they are utilised in the architecture and security framework.

Request
GSMA requests that 3GPP provide information to GSMA on the 5G work that is related to the requirements for identifiers and how they are utilised in the architecture and security framework. 
Contact

In case of further questions, these can be directed to David Hutton, Head of Networks, Technology, [mailto:dhutton@gsma.com] 

The GSMA Identity and Access Management Task Force is supported by:
AT&T, China Mobile, China Unicom, Deutsche Telekom, CK Hutchison, KDDI, KT, Orange, SK Telecom, Sprint, Telecom Italia, Telia Company, Verizon Wireless, Vodafone

