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Annex YY: Communication system errors
YY.1
Hardware errors

Hardware errors encompass the failure or disturbance of the function of electrical, electronic and programmable components. They are caused by physical and chemical processes which take place in the environment or in the system. If the function of a component no longer meets the specification, it is—as a rule—assessed as unusable and therefore as failed.

Depending on the cause, the scope and the speed of occurrence, distinctions are made between:

· Random failure and deterministic failure;
· Total failure and partial failure;
· Sudden failure and degradation failure, and fatigue failure;
· Hardware errors may be caused, for example, by poor workmanship;
· Components of sub-standard quality,
· Ageing;
· Overloading (e.g. clock frequency, voltage or current);
· High or low temperatures;
· Frequent temperature changes;
· Impacts, acceleration or vibration;
· Electrical, magnetic or electromagnetic fields;
· Ionising radiation.
YY.2
Software errors or program errors

Software errors or program errors encompass the malfunction of computer programs. Distinctions are made between the following kinds of software error:

· Syntax errors: infringements of the grammatical rules of the programming language used. A syntax error prevents compilation of the defective program. Syntax errors are not as a rule of interest in run time, unless a programming language which interprets the program sequentially is used.
· Run time errors: designates all kinds of errors which occur during running of the program; example: for instance exceeding the value range or incorrect data types for variables on input, when there is no verification or an incorrect version of the operating system is used.
· Logical errors: occur with an incorrect entry or incorrect algorithm. 

· Design errors: are errors in the basic concept which are caused by the assumption of incorrect requirements or defective software design.
· Errors as a consequence of physical operating conditions: electromagnetic fields, radiation, mechanical stresses, temperature fluctuations, etc. can lead to errors even in systems that are working within the specification. 
Considerations of software and hardware errors can be found, for example, in IEC 62439 [x29], which also deals with concepts of redundancy in industrial Ethernet networks, or in IEC 62673 [x30], in which a general methodology for dependability assessment and assurance in communication networks throughout their life cycles is described.
YY.3
Physical link

In wireless transmission, the physical link presents a special challenge. The environment in which it is used has a great influence on the dependability parameters. A distinction is made between passive influences (where the signal transmitted is influenced on the way to the target) and active influences (where additional signals impair recognition of the useful signal at the target). The passive influences include the distance (distance-related attenuation of the signal), metallic obstacles (reflection, diffraction and refraction of the signal), dielectric obstacles (attenuation of the signal) and heavy rain or fog (absorption of the signal). Active influences result from the transmission of electromagnetic waves in the vicinity of the communication devices. The passive and active influences are referred to as disturbances. These disturbances have an effect on the physical link and can be the cause of transmission errors.
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