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4.3.4
Dependable communication service


4.3.4.1
Introduction

This section discusses important criteria that are used for evaluating dependable 5G communication services from an end-to-end perspective. Dependability and its attributes are addressed in Subclause 4.3.3.
4.3.4.2 Network dependability
Network dependability can be classified as follows [x6]

· Needed dependability: The end-users’ network dependability requirements;

· Offered dependability: The service provider’s offerings of network dependability (or planned/targeted network dependability);

· Achieved dependability: The dependability achieved or delivered by the service provider;

· Perceived dependability: The dependability perceived/experienced by the end-users.

The end-users’ "dependability needs are the primary source of information for establishing

dependability requirements.” [x6]. Note that in this framework one differentiates between needed, offered, achieved, and perceived/experienced dependability. This is in line with concepts developed by the ITU-T for quality in of service [x10]. The ITU-T differentiates between the customer's QoS requirements and the offered, achieved and perceived qualities. 

4.3.4.3 Network serviceability
When communication functionalities are offered as services, dependability is contingent on what is referred to as serviceability. “Serviceability reflects the delivery of network dependability of service to the end-users. Higher serviceability improves availability, provides integrity of service without excessive impairments, and reduces service costs. 
Serviceability can be described using the following performance criteria. 
a) Service accessibility

Service accessibility is the ability of a network service to be accessed by the user, under given conditions, for a given period of time. For connection-oriented services, it refers to the ability to establish connection. Accessibility can be measured in terms of service access delay, network access capability, and service access control capability. [...] 

b) Service retainability

Service retainability is the ability of a network service, once obtained, to continue to be provided under given conditions for a requested duration. It reflects the reliability of [the] network. [...] Retainability requires network dependability support to maintain stable operation. [...] 
c) Service integrity

Service integrity is the delivery of information and data by the network without excessive impairment. Service integrity relates to the transfer of information and data known as throughput. [...] 

d) Disengagement

Disengagement concerns the network devices and links involved in the end-to-end communication of a user as well as network resources (including bandwidth, channel or resources related to upper-layer protocols) to be released when the communication connection or session is closed. [...] Disengagement is a characteristic affecting service accessibility and service retainability in network serviceability.” [x6].

Note that disengagement is not so much a concern of the end user, rather of the network operator. This aspect fosters service accessibility and retainability by keeping the share of committed but unused communication resources low. 
Serviceability has an additional flavour, which is operability. “From the user’s perspective, operability refers to the ability of a service to be successfully and easily operated by a user.” [x6]. This flavour is especially important in dynamic communication scenarios and for machine-to-machine communication. Note that this operability is used to characterise the four serviceability criteria above. When applying this flavour one can, for instance ask, how easy it is to gain access to the communication service, while service accessibility focuses on how access is gained.
Table 4.3.4.3-1 provides a mapping between serviceability criteria and dependability attributes. For the latter see Subclause 4.3.3.2.

Table 4.3.4.3-1: Serviceability criteria and corresponding dependability attributes.

	Serviceability criterion
	Corresponding dependability attribute

	Accessibility
	Availability, reliability

	Retainability
	Availability, reliability, maintainability, safety

	Integrity
	Integrity, safety

	Disengagement
	Availability, reliability


A comparison of serviceability criteria stipulated by IEC 61907 (see above) and those stipulated by 3GPP (see the definition of QoS in [1]) is provided in Table 4.3.4.3-2.
Table 4.3.4.3-2: Servicability criteria according to IEC 61907 [x6] and 3GPP [1].
	Serviceability criterion
	IEC 61907
	3GPP

	Accessibility
	X
	X

	Retainability
	X
	X

	Integrity
	X
	X

	Dissengagment
	X
	–


4.3.4.4
Describing dependable communication services
In order to deliver a dependable communication service, one needs to assure the "continuity of service against failures and denial of service access and disengagement, and the transfer of user information against loss or interruption.” [x6]. The dependability of the service from an end-user perspective is ensured  at the service access point (interfaces in Figure 4.3.3.3.1-1). The end-user dependability requirements determine the required network performance, which in turn determine the required network parameters. As outlined in Subclause 4.3.4.3, dependability requirements can be sorted under four serviceability criteria. However, as discussed in Subclause 4.3.4.2, the dependability mind set also necessitates the differentiation of requested, offered, achieved and experienced dependability. The implied assurance is another paramount facet of a communication service. Assurance is a praxis that produces assurance judgments, i.e. statements that inspire confidence of, for instance, the user of the communication service. Ideally, assurance judgments are based on evidence, The evidence on which an assurance judgement is reached can be obtained by the means of service monitoring. More on assurance, assurance methodology, and assurance frameworks can be found in appendix A.3 of [x26]. More details on communication assurance and monitoring for assurance can be found elsewhere in the literature [x27]. Such monitoring could, for instance, include the communication service availability. If the service monitoring shows that the service has been available for more than 99,92% over a year, the following assurance statement can be made: "The continuous monitoring of communication service availability over a year shows that the unavailability of the communication service is less than 0,08%. This implies that the communication service availability requested by the user, i.e. 99,9%, is met." Assurance has also to take place at the service interface, which is the single point of interaction between the communication network and the users, i.e. the automation functions. The set of facets of a dependable communication service is summarised in Figure 4.3.4.4-1.
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Figure 4.3.4.4-1: Facets of a dependable communication service.   
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