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Abstract: This contribution provides an overview over automation security.
Discussion
Security is an important quality of communication for automation in vertical domains, and so is dependability (see S1-173026). In this contribution we provide an overview of security in automation and compare it to office IT security. We also discuss automation security's relationship with dependability, i.e. system availability and reliability.
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6
Security

Editor’s note: Address how to enable existing and emerging industrial security solutions. Established security solutions are described for information. List of potential service requirements.
6.XX
Particularities of security for automation in vertical domains 
6.XX.1
Introduction
Security concepts and solutions have mostly been developed for office IT systems and application. Security for automation in vertical domains not only comes with different security priorities, it also comes with different management & operational characteristics and security requirements. Before discussing the different security requirements in detail, the following three Subclauses present a bird-eyes view of the salient security differences between office IT systems and automation systems.

6.XX.2
Security priorities
Security has the main attributes confidentiality, integrity, and availability (as in access to the system in question). While typical office IT prioritises confidentiality of integrity, and integrity over availability, the complete opposite is true for automation in many vertical domains (see Figure 6.XX.1-1).
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Figure 6.XX.1-1: Difference in security priorities between Office IT and automation.

In other words, availability is the main concern of automation security, next comes integrity, and confidentiality has generally the lowest priority.
6.XX.3
Management and operational characteristics
As shown in Table 6.XX.3-1, the management and operation characteristics of automation and office systems are quite different.

Table 6.XX.3-1: Automation and office-IT systems have different management & operational characteristics.

	
	Automation systems
	Office IT systems

	Target for security protection
	Automation resources incl. logistics
	IT infrastructure including personal computers etc.

	Required availability
	Very high
	Medium; delays acceptable

	Component lifetime
	Up to 20 years
	3-5 years

	Required real-time behaviour
	Can be critical
	Delays acceptable

	Physical security
	Varying
	High for IT data centres

	Application of security patches
	Slow; restricted by regulation
	Regular/scheduled

	Anti-virus programs
	Uncommon; hard to deploy; application white listing
	Common and widely used

	Security testing and auditing
	Increasing
	Scheduled and mandated for critical infrastructure such as IT service centres


Automation systems put not only an emphasis on availability, but this availability has to be guaranteed over typically 5-7 times longer component lifetimes. Real-time behaviour of automation systems can be critical (especially for control applications). Another big difference is the security "culture". Security patches are applied rather slowly in automation, in particular due to regulatory limitations. Also, in many installations, patches can be installed only during scheduled maintenance windows of the automation system. Anti-virus programmes are rather uncommon in automation as the virus patterns would have to be updated regularly. Instead, application whitelisting may be used to ensure that only authorized, unmodified applications can be executed. While security testing and auditing is the norm for critical IT infrastructure such as service centres the assurance approaches are still evolving in automation in vertical domains. A reason is that the reliable operation of the automation system must not be endangered by penetration tests. 

6.XX.4
Security requirements – an overview
A high-level comparison of security requirements of automation and office IT systems is shown in Table 6.XX.4-1.

Table 6.XX.4-1: Automation and office-IT systems have different functional requirements.
	
	Automation systems
	Office IT systems

	Security standards
	Under development; subject to regulation
	Existing

	Confidentiality (information)
	Low to medium for production floor; high for business-relevant know-how (know-how protection), 
	High

	Integrity
	High
	Medium

	System availability and reliability (note 1)
	24 x 365 x ...
	Medium; delays acceptable

	Non-repudiation
	Medium to high (depending on vertical)
	Medium

	NOTE 1: For a definition of system availability and reliability see Subclause 4.3.3.


Security standards are well developed for office IT systems, but have been under development for automation systems in vertical domains (see, for instance, Subclause ??). In particular, the industrial security standard IEC62443 is adopted increasingly in many vertical domains. 

Note to Editor: Replace "??" with a link to the Subclause on IEC 62443.

While the importance on confidentiality is in general high in office environments, it is rather low to medium for physically access-restricted automation system such as production cells in a factory. However, confidentiality has to be protected for business-relevant know-how, e.g., for engineering data or for process parameters of a chemical production process. Integrity is paramount and, as already eluded to in Subclause 6.XX.2, availability and reliability are of paramount importance. Non-repudiation may be high for automation systems, where the correct operation of the production has to be asserted, e.g., in pharmaceutical production, while it is typically medium for office environments.
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