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Abstract: This contribution proposes :

· text changes to 22.261 to clean up the text and requirements with the expectation that separate definitions are agreed for UEs and IoT devices. 
· in several instances ‘5G UE’ are changed to ‘UE’ since there is not a defined term 5G UE.
Note: Requirements specific for IoT devices

An IoT device which is able to access a 5G PLMN in direct network connection mode using a 3GPP RAT shall have a 3GPP subscription.

The 5G system shall be able to provide mechanisms to change the association between a subscription and address/number of an IoT device (e.g., changing the owner and subscription information associated with the device) within the same operator and in between different operators in an automated or manual way.

The 5G system shall be able to support identification of subscriptions independently of identification of IoT devices. Both identities shall be secure.
An IoT device which is able to connect to a UE in direct device connection mode shall have a 3GPP subscription, if the IoT device needs to be identifiable by the core network (e.g., for device management purposes or to use indirect network connection mode).The 5G system shall support a secure mechanism for a home operator to remotely provision the 3GPP credentials of a uniquely identifiable and verifiably secure IoT device.
The 5G system shall support operator controlled alternative authentication methods (i.e., alternative to AKA) with different types of credentials for network access for IoT devices in isolated deployment scenarios (e.g., for industrial automation).

The 5G network shall support a resource efficient mechanism for authenticating groups of IoT devices.

The 5G system shall support an efficient means to authenticate a user to an IoT device (e.g., biometrics).

The 5G system shall support operator controlled alternative authentication methods (i.e., alternative to AKA) with different types of credentials for network access for IoT devices in isolated deployment scenarios (e.g., for industrial automation).
Based on operator policy, before establishing a direct device connection using a non-3GPP access technology, IoT devices may use 3GPP credentials to determine if they are authorized to engage in direct device connection.

*** Start of changes *****
3.1
Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].

Editor's Note: The definitions of UE, active communication and service continuity propose changes to 21.905 and need to be propagated once agreed in SA1. To add to 21.905 we need to consider another note for service continuity, e.g., 

NOTE x: 
Examples of access changes include the following. From pre-5G: CS/PS domain change. From 5G: switching between a direct network connection and an indirect network connection.
5G-RAN: A Radio Access Network connecting to the 5G Core Network which uses NR, E-UTRA, or both.
Active communication: A UE is in active communication when it has one or more connections established. A UE may have any combination of PS connections (e.g., PDP contexts, active PDN connections).
Activity factor: Percentage value of the amount of simultaneous active UEs to the total number of UEs where active means the UEs are exchanging data with the network.

Area traffic capacity: The product of the user experienced data rate, the user density, and the activity factor.
Communication service availability (%): Percentage value of the amount of time the end-to-end communication service is delivered according to an agreed QoS, divided by the amount of time the system is expected to deliver the end-to-end service according to the specification in a specific area.
NOTE 1:  The end point in "end-to-end" is assumed to be the communication service interface.

NOTE 2:  The communication service is considered unavailable if it does not meet the pertinent QoS requirements. If availability is one of these requirements, the following rule applies: the system is considered unavailable in case an expected message is not received within a specified time, which, at minimum, is the sum of end-to-end latency, jitter, and survival time.
Direct network connection: One mode of network connection, where there is no relay UE between a UE and the 5G network.
Direct device connection: The connection between two UEs without any network entity in the middle.
End-to-end latency: The time that takes to transfer a given piece of information from a source to a destination, measured at the communication interface, from the moment it is transmitted by the source to the moment it is received at the destination.
Editor's Note: The definition of this term in the eV2X TS should be harmonised with this definition.
Hosted Service: A service containing the operator's own application(s) and/or trusted 3rd party application(s) in the Service Hosting Environment, which can be accessed by the user.
Indirect network connection: One mode of network connection, where there is a relay UE between a UE and the 5G network.
Network slice: A set of network functions and corresponding resources necessary to provide the required telecommunication services and network capabilities.
NR: The new 5G radio access technology.

Priority service: A service that requires priority treatment based on regional/national or operator policies.
Private network: An isolated network deployment that does not interact with a public network.
Reliability (%): The amount of sent network layer packets successfully delivered to a given node within the time constraint required by the targeted service, divided by the total number of sent network layer packets.

Satellite access: Direct connectivity between the user UE and the satellite.
Service area: Geographic region where a 3GPP communication service is accessible. 

NOTE 3:  The service area can be indoors.

NOTE 4:  For some deployments, e.g., in process industry, the vertical dimension of the service area can be considerable.  
Service continuity: The uninterrupted user experience of a service that is using an active communication when a UE undergoes an access change without, as far as possible, the user noticing the change.
NOTE 5: 
In particular service continuity encompasses the possibility that after a change the user experience is maintained by a different telecommunication service (e.g., tele- or bearer service) than before the change.
NOTE 6: 
Examples of access changes include the following. From pre-5G: CS/PS domain change. From 5G: switching between a direct network connection and an indirect network connection.
Service Hosting Environment: The environment, located inside of 5G network and fully controlled by the operator, where Hosted Services are offered from.

Survival time: The time that an application consuming a communication service may continue without an anticipated message.
Tactile internet: System where a human controls real or virtual objects by tactile input, and receives tactile, audio, or visual feedback of his actions. The feedback has to arrive fast enough to give the impression of zero-latency control.
User experienced data rate: The minimum data rate required to achieve a sufficient quality experience, with the exception of scenario for broadcast like services where the given value is the maximum that is needed.

Wireless backhaul: Provides interconnection link between 5G network nodes and/or transport network using 5G radio access technology.
4
Overview

Unlike previous 3GPP systems that attempted to provide a 'one size fits all' system, the 5G system is expected to be able to provide optimized support for a variety of different services, different traffic loads, and different end user communities. Various industry white papers, most notably, the NGMN 5G White Paper [2], describe a multi-faceted 5G system capable of simultaneously supporting multiple specific combinations of reliability, latency, throughput, location accuracy, and availability. This technology revolution is achievable with the introduction of new technologies, both in access and the core, such as flexible, scalable assignment of network resources. In addition to increased flexibility and optimization, a 5G system needs to support stringent KPIs for latency, reliability, and throughput. Enhancements in the air interface contribute to meeting these KPIs as do enhancements in the core network, such as network slicing, in-network caching and hosting services closer to the end points.
A 5G system also supports new business models such as those for IoT and enterprise managed networks. Drivers for the 5G KPIs include services such as drone control, AR, and factory automation.  Network flexibility enhancements support self-contained enterprise networks, installed and maintained by network operators while being managed by the enterprise. Enhanced connection modes and evolved security facilitate support of massive IoT, expected to include tens of millions of UEs sending and receiving data over the 5G network.

Flexible network operations are the mainstay of the 5G system.  The capabilities to provide this flexibility include network slicing, network capability exposure, scalability, and diverse mobility. Other network operations requirements address the necessary control and data plane resource efficiencies, as well as network configurations that optimize service delivery by minimizing routing between end users and application servers. Enhanced charging and security mechanisms handle new types of UEs connecting to the network in different ways.
MBB enhancements aim to meet a number of new KPIs. These pertain to high data rates, high density, high user mobility, highly variable data rates, and deployment and coverage. High data rates are driven by the increasing use of data for services such as streaming (e.g., video, music, and user generated content), interactive services (e.g., AR), and IoT (e.g., drone control). These services come with stringent requirements for user experienced data rates (including downlink and uplink) as well as associated requirements pertaining to latency to meet service performance expectations.  Additionally, increased coverage in densely populated areas such as sports arenas, urban areas, and transportation hubs has become essential for pedestrians and users in urban vehicles.  New KPIs on density enable both the transport of high volumes of data traffic per area (traffic density) and transport of data for a high number of connections (e.g., UE density or connection density). Many - UEs are expected to support a variety of services which exchange either a very large (e.g., streaming video) or very small (e.g., data burst) amount of data. The 5G system will handle this variability in a resource efficient manner.  All of these cases introduce new deployment requirements for indoor and outdoor, local area connectivity, wide area connectivity, and UEs travelling at high speeds.


Another aspect of 5G KPIs includes requirements for various combinations of latency and reliability, as well as higher accuracy for positioning. These KPIs are driven by support for both commercial and public safety services. On the commercial side, new use cases are expected for factory automation, industrial process automation, drone and other UAV control, AR, and more.  Services such as UAV controls will require more precise positioning information that includes altitude, speed, and direction, in addition to horizontal coordinates.

Support for MIoT brings many new requirements in addition to those for the enhanced KPIs. The expansion of connected things introduces a need for significant improvements in resource efficiency in all system components (e.g., UEs, IoT devices, radio, access network, core network).
5.1.2.1
Interworking between 5G systems

The 5G system shall provide support for a UE with a 5G subscription roaming into a 5G Visited Mobile Network which has a roaming agreement with the UE’s 5G Home Mobile Network.
The 5G system shall enable a Visited Mobile Network to provide support for establishing home network provided data connectivity as well as visited network provided data connectivity.
The 5G system shall enable a Visited Mobile Network to provide support for services provided in the home network as well as provide services in the visited network. Whether a service is provided in the visited network or in the home network is determined on a service by service basis.

The 5G system shall provide a mechanism for a network operator to limit access to its services for a roaming UE, (e.g., based on roaming agreement).

The 5G system shall provide a mechanism for a network operator to direct a UE onto a partnership network for routing all or some of the UE user plane and associated control plane traffic over the partnership network, subject to a bilateral agreement between the operators being in place.
5.1.2.3
Interoperability with legacy 3GPP systems

The 5G system shall support mobility procedures between a 5G core network and an EPC.

6.1.2
Requirements

The 5G system shall allow the operator to create, modify, and delete a network slice.
The 5G system shall allow the operator to define and update the set of services and capabilities supported in a network slice.
The 5G system shall allow the operator to configure the information which associates a UE to a network slice.
The 5G system shall allow the operator to configure the information which associates a service to a network slice.
The 5G system shall allow the operator to assign a UE to a network slice, to move a UE from one network slice to another, and to remove a UE from a network slice based on subscription, UE capabilities, operator's policies and services provided by the network slice.

The 5G system shall support a mechanism for the VPLMN to assign a UE to a network slice with the needed services and authorised by the HPLMN, or to a default network slice.

The 5G system shall enable a UE to be simultaneously assigned to and access services from more than one network slice of one operator.

Traffic and services in one network slice shall have no impact on traffic and services in other network slices in the same network.

Creation, modification, and deletion of a network slice shall have no or minimal impact on traffic and services not in the same network slice but in the same network.

The 5G system shall support the adaptation of capacity, i.e., elasticity of capacity of a network slice.
The 5G system shall ensure that elasticity of capacity of one network slice has no impact on traffic and services provided by other network slices in the same network.

The 5G system shall support means by which the operator can add and remove network functions to the network such that they can be used in a network slice.
The 5G system shall support means by which the operator can differentiate functionality and performance provided in different slices.
The 5G system shall support providing connectivity to home and roaming users in the same network slice.

6.2
Diverse mobility management

6.2.1
Description

A key feature of 5G is support for UEs with different mobility management needs. 5G will support UEs with a range of mobility management needs, including UEs that are

-
stationary during their entire usable life (e.g., sensors embedded in infrastructure),
-
stationary during active periods, but nomadic between activations (e.g., fixed access),
-
mobile within a constrained and well-defined space (e.g., in a factory), and

-
full mobility.

Moreover, some applications require the network to ensure seamless mobility of a UE so that mobility is hidden from the application layer to avoid interruptions in service delivery while other applications have application specific means to ensure service continuity. But these other applications may still require the network to minimize interruption time to ensure that their application-specific means to ensure service continuity work effectively.
With the ever-increasing multimedia broadband data volumes, it is also important to enable the offloading of IP traffic from the 5G network onto traditional IP routing networks via an IP anchor node close to the network edge. As the UE moves, changing the IP anchor node may be needed in order to reduce the traffic load in the system, reduce end-to-end latency and provide a better user experience.
The flexible nature of a 5G system will support different mobility management methods that minimize signalling overhead and optimize access for these different types of UEs.
6.2.2
General requirements
The 5G network shall allow operators to optimize network behaviour (e.g., mobility management support) based on the mobility patterns (e.g., stationary, nomadic, spatially restricted mobility, full mobility) of a UE or group of UEs.
The 5G system shall enable operators to specify and modify the types of mobility support provided for a UE or group of UEs.
The 5G system shall optimize mobility management support for a UE or group of UEs that use only mobile originated communications.
6.2.3
Service continuity requirements
The 5G system shall enable packet loss to be minimized during inter- and/or intra- access technology changes for some or all connections associated with a UE.

For applications that require a constant IP address, the 5G system shall enable maintaining the IP address assigned to a UE when moving across different cells and access technologies for connections associated with a UE.

The 5G system shall enable minimizing impact to the user experience (e.g., minimization of interruption time) when changing the IP address and IP anchoring point for some or all connections associated with a UE.
The 5G system shall support service continuity for a remote UE, when the remote UE changes from a direct network connection to an indirect network connection and vice-versa.
The 5G system shall support service continuity for a remote UE, when the remote UE changes from one relay UE to another and both relay UEs use 3GPP access to the 5G core network.

6.3
Multiple access technologies

6.3.1
Description

The 5G system will support 3GPP access technologies, including one or more NR and E-UTRA as well as non-3GPP access technologies. Interoperability among the various access technologies will be imperative. For optimization and resource efficiency, the 5G system will select the most appropriate 3GPP or non-3GPP access technology for a service, potentially allowing multiple access technologies to be used simultaneously for one or more services active on a UE.  New technology such as satellite and wide area base stations will increase coverage and availability. This clause provides requirements for interworking with the various combinations of access technologies.
6.3.2
Requirements

6.3.2.1
General

Based on operator policy, the 5G system shall enable the UE to select, manage, and efficiently provision services over the 3GPP or non-3GPP access.

Based on operator policy, the 5G system shall support steering a UE to select certain 3GPP access network(s).
Based on operator policy, the 5G system shall be able to dynamically offload part of the traffic (e.g. from 3GPP RAT to non-3GPP access technology), taking into account traffic load and traffic type.

Based on operator policy, the 5G system shall be able to provide simultaneous data transmission via different access technologies, (e.g., NR, E-UTRA, non-3GPP), to access one or more 3GPP services.
When a UE is using two or more access technologies simultaneously, the 5G system shall be able to select different access technologies taking into account e.g., service, traffic characteristics, radio characteristics, and UE's moving speed.

The 5G system shall be able to support data transmissions optimized for different access technologies (e.g., 3GPP, non-3GPP) for UEs that are simultaneously connected to the network via different accesses.

Based on operator policy, the 5G system shall be able to add or drop the various access connections for a UE during a session.
The 5G system shall be able to support mobility between the supported access networks (e.g., 5G-RAN, WLAN, fixed broadband access network).
The 5G system shall support UEs with multiple radio and single radio capabilities.
The 5G system shall support dynamic and static network address allocation of a common network address to the UE over all supported access types.
The 5G system shall support a set of identities for a single user in order to provide a consistent set of policies and a single set of services across 3GPP and non-3GPP access types.
6.4
Resource efficiency
6.4.1
Description

5G introduces the opportunity to design a system to be optimized for supporting diverse UEs and services. While support for IoT is provided by EPS, there is room for improvement in efficient resource utilization that can be designed into a 5G system whereas they are not easily retrofitted into an existing system. Some of the underlying principles of the potential service and network operation requirements associated with efficient configuration, deployment, and use of UEs in the 5G network include bulk provisioning, resource efficient access, optimization for UE originated data transfer, and efficiencies based on the reduced needs related to mobility management for stationary UEs and UEs with restricted range of movement.

As sensor and monitoring UEs are deployed more extensively, the need to support UEs that send data packages ranging in size from a small status update in a few bits to streaming video increases. A similar need exists for smart phones with widely varying amounts of data. Specifically, to support short data bursts, the network should be able to operate in a mode where there is no need for a lengthy and high overhead signalling procedure before and after small amounts of data are sent. The system will, as a result, avoid both a negative impact to battery life for the UE and wasting signalling resources.
For small form factor UEs it will be challenging to have more than 1 antenna due to the inability to get good isolation between multiple antennas. Thus these UEs need to meet the expected performance in a 5G network with only one antenna.

Cloud applications like cloud robotics perform computation in the network rather than in a UE , which requires the system to have high data rate in the uplink and very low round trip latency. Supposed that high density cloud robotics will be deployed in the future, the 5G system need to optimize the resource efficiency for such scenario.
Additional resource efficiencies will contribute to meeting the various KPIs defined for 5G. Control plane resource efficiencies can be achieved by optimizing and minimizing signalling overhead, particularly for small data transmissions. Mechanisms for minimizing user plane resources utilization include in-network caching and application in a Service Hosting Environment closer to the end user. These optimization efforts contribute to achieving lower latency and higher reliability.

Diverse mobility related resource efficiencies are covered in clause 6.2.

Security related resource efficiencies are covered in clause 8.8.
6.4.2
Requirements

6.4.2.1
General

The 5G system shall minimize control and user plane resource usage for data transfer from send only UEs.
The 5G system shall minimize control and user plane resource usage for stationary UEs (e.g., lower signalling to user data resource usage ratio).
The 5G system shall minimize control and user plane resource usage for transfer of infrequent small data units.
The 5G system shall optimize the resource use of the control plane and/or user plane for transfer of small data units.
The 5G system shall optimize the resource use of the control plane and/or user plane for transfer of continuous uplink data that requires both high data rate (e.g., 10 Mbps) and very low end-to-end latency (e.g., 1-10 ms).
The 5G network shall optimize the resource use of the control plane and/or user plane to support high density connections (e.g., 1 million connections per square kilometre) taking into account, for example, the following criteria:
-
type of mobility support;
-
communication pattern (e.g., send only);
-
characteristics of payload (e.g., infrequent or not, small or large size data payload, etc.);
-
characteristics of application (e.g., provisioning operation, normal data transfer, etc.);
-
geographic information of UE;
-
timing pattern of data transfer (e.g., real time or non-delay sensitive).
The 5G system shall efficiently support service discovery mechanisms where UEs can discover, subject to access rights:
-
status of other UEs (e.g., sound on/off);
-
capabilities of other UEs (e.g., the UE is a relay UE) and/or;
-
services provided by other UEs (e.g., the UE is a colour printer).

The 5G system shall be able to minimise the amount of wireless backhaul traffic (e.g., consolidating data transmissions to 1 larger rather than many smaller), when applicable (e.g., providing service in an area subject to power outages).
The 5G system shall support small form factor UEs with single antenna.
NOTE:
Small form factor UEs are typically expected to have the diagonal less than 1/5 of the lowest supported frequency wave length.
6.4.2.2
Efficient bulk operations for IoT
The 5G network shall optimize the resource use of the control plane and/or user plane to support high density connections (e.g., 1 million connections per square kilometre) of grouped UEs.

The 5G network shall optimize the resource use of the control plane and/or user plane to manage (e.g., provide service parameters, activate, deactivate) groups of UEs.

The 5G system shall support a timely, efficient, and/or reliable mechanism to transmit the same information to multiple UEs.

6.4.2.3
Efficient management for IoT
The 5G network shall optimize the resource use of the control plane and/or user plane to manage (e.g., provide service parameters, activate, deactivate) a UE.
6.4.2.4
Efficient control plane

The 5G system shall minimize the signalling that is required prior to user data transmission.

NOTE:
The amount of signalling overhead may vary based on the amount of data to be transmitted, even for the same UE.
6.6.1
Description

Video based services (e.g., live streaming, VR), personal data storage applications have been instrumental for the massive growth in mobile broadband traffic. Subject to service agreement between the operator and content provider, the information of content and/or content itself can be aware by operator. In-network content caching including both operator provided and 3rd party provided can improve user experience, reduce backhaul resource usage and utilize limited radio resource efficiently.
The operation of in-network caching includes flexible management of the location of the content cache within the network and efficiently delivery of content from/to the appropriate content caching application. For example: delivering popular video content from a content caching application via broadcast, and securely storing the personal data/files of a user in distributed caching application. Such a service could also provide a student wireless backpack, where students can resume their work through the same or a different UE at a time convenient to them, with very fast response times from the network.
6.7

Priority, QoS and policy control
6.7.1

Description
The 5G network will be supporting many commercial services (e.g., medical) and regional or national regulatory specific services (e.g., MPS, Emergency, Public Safety) with requirements for priority treatment. Some of these priority services share common QoS characteristics such as latency and packet loss rate, but may have different priority requirements.  For example, drone control and air traffic control may have stringent latency and packet loss rate requirements but not necessarily the same priority requirements. In addition, voice based services for MPS and Emergency share common QoS characteristics as applicable for normal public voice communications, yet may have different priority requirements. The 5G network will need to support mechanisms that enable the decoupling of the priority of a particular communication from the associated QoS characteristics such as latency and packet loss rate to allow flexibility to serve different priority services (that need to be configurable to meet operator needs, consistent with operator policies and corresponding national/regional regulatory policies).
The network needs to support flexible means to make priority decisions based on the state of the network (e.g., during disaster events and network congestion) recognizing that the priority needs may change in real time during a crisis. The priority of any given service may need to be different (e.g., elevated) for a particular user of that service based on operational needs and regional or national regulations. Therefore, the 5G system should allow a flexible means to make and enforce priority decisions among the different services (e.g., MPS, Emergency, medical, Public Safety) and amongst users of these services.
The network must offer a means to provide the required QoS (e.g., high reliability, latency, bandwidth, etc.) for a service and the ability to prioritize resources when necessary to meet the specific service requirements. Existing QoS and policy frameworks handle latency and improve reliability by traffic engineering. In order to support diverse 5G service requirements, it is necessary for the 5G network to offer QoS and policy control for reliable communication with latency required for a service and enable the resource adaptations as necessary.
Also, as 5G network is expected to operate in a heterogeneous environment with multiple access technologies, multiple types of UEs, etc., it should support a harmonised QoS and policy framework that applies across multiple accesses.
Further, for existing EPC, QoS control only covers RAN and core network, but for 5G network E2E QoS (e.g., RAN, backhaul, core network, network to network interconnect) is needed to achieve the 5G user experience (e.g., ultra-low latency, ultra-high bandwidth).

6.9
Connectivity models

6.9.1
Description
The UE can connect with the network directly or connect with the network using another UE as a relay UE, or they may be capable of using both types of connections. The scope of such UEs can be from simple wearables, such as a smart watch or a set of sensors embedded in clothing, to a more sophisticated wearable UE monitoring biometrics. They can also be non-wearable UEs that communicate in a Personal Area Network such as a set of home appliances (e.g., smart thermostat and entry key), or the electronic UEs in an office setting (e.g., smart printers), or a smart flower pot that can be remotely activated to provide water to the plant. The relay UE can access the network using 3GPP or non-3GPP access (e.g., WLAN access, fixed broadband access). 3GPP and non-3GPP radio technologies can be supported for connectivity models between the remote UE and the relay UE. 3GPP RAT over licensed band or unlicensed band can be supported for connectivity models.
At the time of connecting a remote UE via a relay UE, there might be several relay UEs, supporting discovery and remote UE-to-relay UE connection establishment, available and in proximity of the remote UE. A remote UE may support selection of an appropriate relay UE among the available relay UEs.
6.10.2
Requirements

Based on operator policy, a 5G network shall provide suitable APIs to allow a 3rd party to create, modify and delete network slices used for the 3rd party.
Based on operator policy, the 5G system shall provide suitable APIs to allow a 3rd party to monitor the network slice used for the 3rd party.
Based on operator policy, the 5G system shall allow a 3rd party to define and update the set of services supported in a network slice used for the 3rd party.

Based on operator policy, the 5G system shall allow a 3rd party to assign a UE to a network slice based on subscription, UE capabilities, and services provided by the network slice.
The 5G network shall provide a mechanism to expose broadcasting capabilities to 3rd party broadcasters' management systems.

Based on operator policy, a 5G network shall provide suitable APIs to allow a trusted 3rd party to manage this trusted 3rd party owned application(s) in the operator's Service Hosting Environment.
Based on operator policy, the 5G system shall provide suitable APIs to allow a trusted 3rd party to adapt capacity, i.e., elasticity of capacity of a network slice used for the 3rd party.
Based on operator policy, a 5G network shall provide suitable APIs to allow one type of traffic (from trusted 3rd party owned applications in the operator's Service Hosting Environment) to/from a UE to be offloaded to a Service Hosting Environment close to the UE's location.
6.14
Subscription aspects

6.14.1
Description
With the Internet of Things, it is expected that the diversity of IoT devices (e.g., sensors, UAVs, smart flower pots) and the usage models will largely vary. Moreover, when the IoT device is manufactured, the deployment location and specific usage may not be known. Sometimes the IoT devices will be added to existing subscriptions, other times they may be part of a new subscription for the user. Sometimes the IoT devices may be leased. During their life cycle these IoT devices go through different stages, involving the change in ownership when the IoT device is deployed and possibly afterwards, the activation of the IoT device by the preferred operator, a possible change of operators, etc. These stages need to be managed securely and efficiently. A method of dynamic subscription generation and management is needed in addition to statically provisioned subscription. Once the subscription is established, subscription management becomes necessary, for example, to modify the subscription when the ownership of the IoT device changes, to update or refresh credentials due to suspected leakage or theft of security keys or as a preventive measure, etc.

The Internet of Things will also support various connectivity models: The IoT devices can connect with the network directly or connect with the network using another IoT device as a relay UE, or they may be capable of using both types of connections. The direct device connection between the IoT device and the relay UE can be using 3GPP or non-3GPP RAT. The relay UE can access the network also using 3GPP or non-3GPP access networks (e.g., WLAN, fixed broadband access network). In order to identify and manage the IoT devices, a subscription with the 5G network is needed, even if the access is done via non-3GPP access.
6.14.2
Requirements

An IoT device which is able to access a 5G PLMN in direct network connection mode using a 3GPP RAT shall have a 3GPP subscription.

The 5G system shall be able to provide mechanisms to change the association between a subscription and address/number of an IoT device (e.g., changing the owner and subscription information associated with the IoT device) within the same operator and in between different operators in an automated or manual way.

The 5G system shall be able to support identification of subscriptions independently of identification of IoT devices. Both identities shall be secure.
An IoT device which is able to connect to a UE in direct device connection mode shall have a 3GPP subscription, if the IoT device needs to be identifiable by the core network (e.g., for IoT device management purposes or to use indirect network connection mode).
Based on operator policy, the 5G system shall support a mechanism to provision on-demand connectivity (e.g. IP connectivity for remote provisioning). This on-demand mechanism should enable means for a user to request on-the-spot network connectivity while providing operators with identification and security tools for the provided connectivity.
The 5G system shall support a secure mechanism for a home operator to remotely provision the 3GPP credentials of an IoT device.

6.15
Energy efficiency
6.15.1
Description

Energy efficiency is a critical issue in 5G. The potential to deploy systems in areas where there is not a reliable energy source requires new methods of managing energy consumption not only in the UEs but throughout all components of the 5G system.
Small form factor UEs also typically have a small battery and this not only puts constrains on general power optimization but also on how the energy is consumed. With smaller batteries it is more important to understand and follow the limitations for the both the max peak and continuous current drain.
6.15.2
Requirements

The 5G access network shall support an energy saving mode with the following characteristics:

-
the energy saving mode can be activated/deactivated either manually or automatically;
-
service can be restricted to a pre-defined set of users (e.g., public safety user, emergency callers).
NOTE:
When in energy saving mode the UE's and Access transmit power may be reduced or turned off (deep sleep mode), latency and jitter may be increased with no impact on set of users or applications still allowed.

The 5G system shall support mechanisms to improve battery life for a UE over what is possible in EPS.
The 5G system shall optimize the battery consumption of a relay UE via which a UE is in indirect network connection mode.
The 5G system shall support UEs using small rechargeable and single coin cell batteries (e.g., considering impact on max pulse and continuous current).
6.16
Markets requiring minimal service levels

6.16.1
Description

A key aspect of 5G system flexibility is the ability to support both the very high end markets as well as very low end markets. Some systems will be deployed in areas where there are constraints on energy resources (e.g., sporadic access to power supplies) and lower end user expectations for availability, reliability, and capacity. In such cases, the system needs additional flexibility to adapt power consumption needs based on fluctuations in power availability. The system should be efficient in order to provide essential services in harsh environments (e.g., far remote rural areas, very large territories) while taking into account the local constraints (adapting resources consumptions to long distances, dealing with variable conditions and possibly disconnections). Content delivery should be optimized in order to reduce constraints on transport networks, on low-end user UEs (e.g., limited screen size, limited energy consumption), variable network conditions, and client profiles.
6.18
Multi-network connectivity and service delivery across operators
6.18.1
Description

Given the multitude of use cases for new verticals and services, each operator, based on its business model, may deploy a network serving only a subset of the vertical industries and services. However, this should not prevent an end-user from accessing all new services and capabilities that will be accessible via 5G systems. To provide a better user experience for their subscribers with UEs capable of simultaneous network access, network operators could contemplate a variety of sharing business models and partnership with other network and service providers to enable its subscribers to access all services via multiple networks simultaneously, and with minimum interruption when moving.

7
Performance requirements

7.1
High data rates and traffic densities

Several scenarios require the support of very high data rates or traffic densities of the 5G system. The scenarios address different service areas: urban and rural areas, office and home, and special deployments (e.g., massive gatherings, broadcast, residential, and high-speed vehicles). The scenarios and their performance requirements can be found in table 7.1-1.

-
Urban macro – The general wide-area scenario in urban area

-
Rural macro – The general wide-area scenario in rural area

-
Indoor hotspot – The scenario for offices and homes, and residential deployments.

-
Broadband access in a crowd – The scenario for very dense crowds, for example, at stadiums or concerts. In addition to a very high connection density the users want to share what they see and hear, putting a higher requirement on the uplink than the downlink.

-
Dense urban – The scenario for pedestrian users, and users in urban vehicles, for example, in offices, city centres, shopping centres, and residential areas. The users in vehicles can be connected either directly or via an onboard base station to the network.
-
Broadcast-like services – The scenario for stationary users, pedestrian users, and users in vehicles, for example, in offices, city centres, shopping centres, residential areas, rural areas and in high speed trains. The passengers in vehicles can be connected either directly or via an onboard base station to the network.

-
High-speed train – The scenario for users in trains. The users can be connected either directly or via an onboard base station to the network.

-
High-speed vehicle – The scenario for users in road vehicles. The users can be connected either directly or via an onboard base station to the network.

-
Airplanes connectivity – The scenario for users in airplanes. The users can be connected either directly or via an onboard base station to the network.

Table 7.1-1 Performance requirements for high data rate and traffic density scenarios.

	
	Scenario
	Experienced data rate (DL)
	Experienced data rate (UL)
	Area traffic capacity

(DL)
	Area traffic capacity

(UL)
	User density 
	Activity factor
	UE speed
	Coverage

	1
	Urban macro
	50 Mbps
	25 Mbps
	100 Gbps/km2
	50 Gbps/km2
	10 000/km2
	20%
	Pedestrians and users in vehicles (up to 120 km/h
	Full network (note 1)

	2
	Rural macro
	50 Mbps
	25 Mbps
	1 Gbps/km2
	500 Mbps/km2
	100/km2
	20%
	Pedestrians and users in vehicles (up to 120 km/h
	Full network (note 1)

	3
	Indoor hotspot
	1 Gbps
	500 Mbps
	15 Tbps/km2
	2 Tbps/km2
	250 000/km2
	note 2
	Pedestrians
	Office and residential (note 2) (note 3)

	4
	Broadband access in a crowd
	25 Mbps
	50 Mbps
	[3,75] Tbps/km2
	[7,5] Tbps/km2
	[500 000]/km2
	30%
	Pedestrians
	Confined area

	5
	Dense urban
	300 Mbps
	50 Mbps
	750 Gbps/km2
	125 Gbps/km2
	25 000/km2
	10%
	Pedestrians and users in vehicles (up to 60 km/h)
	Downtown (note 1)

	6
	Broadcast-like services
	Maximum 200 Mbps (per TV channel)
	N/A or modest (e.g., 500 kbps per user)
	N/A
	N/A
	[15] TV channels of [20 Mbps] on one carrier
	N/A
	Stationary users, pedestrians and users in vehicles (up to 500 km/h)
	Full network (note 1)

	7
	High-speed train
	50 Mbps
	25 Mbps
	15 Gbps/train
	7,5 Gbps/train
	1 000/train
	30%
	Users in trains (up to 500 km/h)
	Along railways

(note 1)

	8
	High-speed vehicle
	50 Mbps
	25 Mbps
	[100] Gbps/km2
	[50] Gbps/km2
	4 000/km2
	50%
	Users in vehicles (up to 250 km/h)
	Along roads

(note 1)

	9
	Airplanes connectivity
	15 Mbps
	7,5 Mbps
	1,2 Gbps/plane
	600 Mbps/plane
	400/plane
	20%
	Users in airplanes (up to 1 000 km/h)
	(note 1)

	NOTE 1: 
For users in vehicles, the UE can be connected to the network directly, or via an on-board moving base station.

NOTE 2:

A certain traffic mix is assumed; only some users use services that require the highest data rates [2].

NOTE 3: 
For interactive audio and video services, for example, virtual meetings, the required two-way end-to-end latency (UL and DL) is 2‑4 ms while the corresponding experienced data rate needs to be up to 8K 3D video [300 Mbps] in uplink and downlink.

NOTE 4: 
All the values in this table are targeted values and not strict requirements.




7.2.2
Scenarios and KPIs
Scenarios requiring very low latency and very high communication service availability can be found below:
-
Motion control – Conventional motion control is characterised by high requirements on the communications system regarding latency, reliability, and availability. Systems supporting motion control are usually deployed in geographically limited areas but may also be deployed in wider areas (e.g., city- or country-wide networks), access to them may be limited to authorised users, and they may be isolated from networks or network resources used by other cellular customers.

-
Discrete automation – Discrete automation is characterised by high requirements on the communications system regarding reliability and availability. Systems supporting discrete automation are usually deployed in geographically limited areas, access to them may be limited to authorised users, and they may be isolated from networks or network resources used by other cellular customers.
-
Process automation – Automation for (reactive) flows, e.g., refineries and water distribution networks. Process automation is characterized by high requirements on the communications system regarding communication service availability. Systems supporting process automation are usually deployed in geographically limited areas, access to them is usually limited to authorised users, and it will usually be served by private networks. 

-
Automation for electricity distribution (mainly medium and high voltage). Electricity is also characterized by high requirements on the communications service availability. In contrast to the above use cases, electricity distribution is deeply immersed into the public space. Since electricity distribution is an essential infrastructure, it will, as a rule, be served by private networks.

-
Intelligent transport systems – Automation solutions for the infrastructure supporting street-based traffic. This use case addresses the connection of the road-side infrastructure, e.g., road side units, with other infrastructure, e.g., a traffic guidance system. As is the case for automation electricity, the nodes are deeply immersed into the public space.
-
Tactile interaction – Tactile interaction is characterised by a human being interacting with the environment or people, or controlling a UE, and relying on tactile feedback.

-
Audio-visual interaction – Audio-visual interaction is characterised by a human being interacting with the environment or people, or controlling a UE, and relying on audio-visual feedback.

-
Remote control – Remote control is characterised by a UE being operated remotely, either by a human or a computer.
Table 7.2.2-1 Performance requirements for low-latency and high-reliability scenarios.

	Service
	End-end latency
	Jitter
	Survival time
	Communication service availability
	Reliability
	User experienced data rate
	Payload
	Traffic density
(note 6)
	Connection density
(note 7)
	Service area dimension
(note 5)

	Discrete automation – motion control
(note 1)
	1 ms
	1 µs
	0 ms
	99,9999%
	99,999 %
	10 Mbps
	Small
	1 Tbps/km2
	100 000/km2
	100 x 100 x 30 m 

	Discrete automation
	10 ms
	100 µs
	0 ms
	99,99%
	99,999 %
	10 Mbps
	Small to big
	1 Tbps/km2
	100 000/km2
	1000 x 1000 x 30 m

	Process automation – remote control
	50 ms
	20 ms
	100 ms
	99,9999%
	99,9999%
	100 Mbps
	Small to big
	100 Gbps/km2
	1 000/km2
	300 x 300 x 50 m

	Process automation ‒ monitoring
	50 ms
	20 ms
	100 ms
	99,9%
	99,9%
	1 Mbps
	Small
	10 Gbps/km2
	10 000/km2
	300 x 300 x 50

	Electricity distribution – medium voltage
	25 ms
	25 ms
	25 ms
	99,9%
	99,9%
	10 Mbps
	Small to big
	10 Gbps/km2
	1 000/km2
	100 km along power line

	Electricity distribution – high voltage 
(note 3)
	5 ms
	1 ms
	0 ms
	99,9999%
	99,9999%
	100 Mbps
	Small
	100 Gbps/km2
	1 000/km2

(note 4)
	200 km along power line

	Intelligent transport systems – 
infrastructure backhaul
	10 ms


	20 ms
	100 ms
	99,9999%
	99,9999%
	10 Mbps
	Small to big
	10 Gbps/km2
	1 000/km2
	2 km along a road

	Tactile interaction
(note 1)
	0,5 ms
	TBC
	TBC
	[99,999%]
	[99,999%]
	[Low]
	[Small]
	[Low]
	[Low]
	TBC

	Audio-visual interaction 
(note 2)
	[10 ms]
	TBC
	TBC
	[99,9%]
	[99,9%]
	[250 Mbps]
	[Big]
	[Low]
	Low]
	TBC 

	Remote control
	[5 ms]
	TBC
	TBC
	[99,999%]
	[99,999%]
	[From low to 10 Mbps]
	[Small to big]
	[Low]
	[Low]
	TBC

	NOTE 1: 
Traffic prioritization and hosting services close to the end-user may be helpful in reaching the lowest latency values.

NOTE 2: 
Audio-visual interaction requires very low-delay audio and video coding, and high video frame rates (e.g., 120 fps).
NOTE 3: 
Currently realised via wired communication lines. 

NOTE 4: 
In dense urban areas.

NOTE 5: 
Estimates of maximum dimensions; the last figure is the vertical dimension.

NOTE 6: 
Based on the assumption that all connected applications within the service volume require the user experienced data rate.  

NOTE 7: 
Under the assumption of 100% 5G penetration.

NOTE 8: 
All the values in this table are targeted values and not strict requirements. 


7.4
Higher-accuracy network positioning

The use case family "higher accuracy positioning" is characterized by a high system requirement for network positioning accuracy. High network positioning accuracy includes requirements that the location information is acquired quickly, is reliable, and is available (e.g., it is possible to determine the position). In some cases it is also important to be able to send the location information to another UE, e.g., a controller, if the location information cannot be processed or used locally.

One typical area where "higher-accuracy network positioning" is needed is collision avoidance of vehicles: every vehicle must be aware of its own position, the positions of near-by vehicles, and also their expected paths, to avoid collisions. On the factory floor, it is important to locate moving objects such as forklifts, or parts to be assembled.

Table 7.4-1 Performance requirements for higher-accuracy network positioning services.

	Service
	Position acquisition time
	Survival time
	Availability
	Dimension of service area

(note 1)
	Position accuracy
	Comments

	Mobile objects
on factory floor
	500 ms
	1 s
	99.99%
	500 x 500 x 30 m
	0,5 m
	

	NOTE 1: 
Estimates of maximum dimensions; the last figure is the vertical dimension.

NOTE 2: 
All the values in this table are targeted values and not strict requirements.


8
Security
8.1
Description
IoT introduces new UEswith different life cycles, including UEs with no user interface (e.g., embedded sensors), long life spans during which an IoT device may change ownership several times (e.g., consumer goods), and which may not be pre-provisioned (e.g., consumer goods). These drive a need for secure mechanisms to dynamically establish or refresh credentials and subscriptions. New access technologies, including licensed and unlicensed, 3GPP and non-3GPP, drive a need for access independent security that is seamlessly available while the IoT device is active. High-end smartphones, drones, and factory automation drive a need for protection against theft and fraud. A high level of 5G security is essential for critical communication, e.g., in industrial automation, industrial IoT, and the Smart Grid. Expansion into enterprise, vehicular, and public safety markets drive a need for increased end user privacy protection. 5G security addresses all of these new needs while continuing to provide security consistent with prior 3GPP systems.

8.3
Authentication

The 5G network shall support a resource efficient mechanism for authenticating groups of IoT devices.

The 5G system shall support an efficient means to authenticate a user to an IoT device (e.g., biometrics).
The 5G system shall be able to support authentication over a non-3GPP access technology using 3GPP credentials.
The 5G system shall support operator controlled alternative authentication methods (i.e., alternative to AKA) with different types of credentials for network access for IoT devices in isolated deployment scenarios (e.g., for industrial automation).
8.4
Authorization

Based on operator policy, before establishing a direct device connection using a non-3GPP access technology, IoT devices may use 3GPP credentials to determine if they are authorized to engage in direct device connection.

Based on operator policy, the 5G system shall provide a means to verify whether a UE is authorized to use prioritized network access for a specific service.

8.5
Identity management

The 5G system shall provide a mechanism for an operator to allow access from a UE using a temporary identifier that hides its subscriber identity.
The 5G system shall provide a mechanism for an operator to allow access from a UE connected in an indirect network connection using a temporary identifier that hides its subscriber identity.
The HPLMN shall be able to associate a temporary identifier to a UE’s subscriber identity.

The 5G system shall be able to protect subscriber identity and other user identifying information from passive attacks.

Subject to regulatory requirements, the 5G system shall be able to protect subscriber identity and other user identifying information from active attacks.

The 5G system shall be able to allow the equipment identifier to be collected by legitimate entity regardless of UE’s user interface, when required.
The 5G system shall be able to support identification of subscriptions independently of identification of equipment.

The 5G system shall support a secure mechanism to collect system information while ensuring end-user and application privacy (e.g., application level information is not to be related to an individual user identity or subscriber identity and UE information is not to be related to an individual subscriber identity).
For a private network using 5G technology, the 5G system shall support network access using identities, credentials, and authentication methods provided and managed by a 3rd party and supported by 3GPP.
8.7
Fraud protection

Subject to regulatory requirements, the 5G system shall support a secure mechanism allowing an authorized entity to disable from normal operation of a UE reported as stolen.

Subject to regulatory requirements, the 5G system shall support a secure mechanism allowing an authorized entity to re-enable a recovered stolen UE to normal operation.

The 5G system shall be able to protect user location information from passive attacks.

Subject to regulatory requirements, the 5G system shall be able to protect user location information from active attacks.
8.8
Resource efficiency

The 5G system shall minimize security signalling overhead without compromising the security level of the 3GPP system.

The 5G system shall support a secure mechanism to transmit the same data (e.g., service provisioning multiple sensors) to multiple UEs.

*** End of changes *****
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