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Summary

Review current descrption and requirements on Security in the TR22.261 and proposed updates are provided.
	Current text or requirements
	Comments

	The 3GPP system shall support a secure mechanism to access a data cache.
	Change ‘data cache’ to ‘content caching application’ to align the term used in ‘Efficient content delivery’.

	
	Adding a new requirement of access control for service/application in an operator’s hosting service environment.

‘The 3GPP system shall support a secure mechanism to access a service/application in an operator’s Hosting Service Environment.’

	The 3GPP system shall support a mechanism for the operator to authorize subscribers of other PLMNs to receive temporary service (e.g., mission critical services).
	It is irrelevant to the security feature and no 3GPP specific action is expected. Suggest removing.

	Devices should provide a consistent manner for displaying their identity (e.g., detailed knowledge of the device's user interface is not required)
	Rewording the text to match the intention of use case to support identity display remotely.
’ The 3GPP system shall be able to allow the device identity to be collected by legitimate entity regardless of device's user interface, when required’


------------------------- PROPOSED CHANGES ----------------------------

8
Security
8.1
Description
IoT introduces new devices with different life cycles, including devices with no user interface (e.g., embedded sensors), long life spans during which the device may change ownership several times (e.g., consumer goods), and which may not be pre-provisioned (e.g., consumer goods).  These drive a need for secure mechanisms to dynamically establish or refresh credentials and subscriptions. New access technologies, including licensed and unlicensed, 3GPP and non-3GPP, drive a need for access independent security that is seamlessly available while the device is active. High end smartphones, drones, and factory automation drive a need for protection against theft and fraud.  Expansion into enterprise, vehicular, and public safety markets drive a need for increased end user privacy protection. 5G security addresses all of these new needs while continuing to provide security consistent with prior 3GPP systems.

8.2
General

The 3GPP system shall support a secure mechanism to store cached data.

The 3GPP system shall support a secure mechanism to access a content caching application.
The 3GPP system shall support a secure mechanism to access a service/application in an operator’s Hosting Service Environment.

The 3GPP system shall support a mechanism for the operator to authorize subscribers of other PLMNs to receive temporary service (e.g., mission critical services).

The 3GPP system shall be able to provide temporary service for authorized users without access to their home network (e.g., IOPS, mission critical services).

The 3GPP system shall allow the operator to authorize 3rd parties to create and manage a network slice, subject to a bilateral agreement between the 3rd party and the network operator. 

A relay UE should not be able to intercept any relayed data.
8.3
Authentication

The 3GPP network shall support a resource efficient mechanism for authenticating groups of devices.

The 3GPP system shall support an efficient means to authenticate a user of a device (e.g., biometrics). 

The 3GPP system shall be able to support authentication over a non-3GPP RAT using 3GPP credentials. 

8.4
Authorization

Before establishing a direct device communications using a non-3GPP RAT, devices may use 3GPP credentials to determine if they are authorized to engage in direct device communication, based on operator policy.

Subject to operator's policy, the 3GPP system shall provide a means to verify whether a device is authorized to use prioritized access for a specific service.

8.5
Identity management

The 3GPP system shall provide a mechanism for an operator to allow access from a device using a temporary identifier that hides its subscriber identity.

The 3GPP HPLMN shall be able to associate a temporary identifier to a device's subscriber identity.

The 3GPP system shall be able to protect subscriber identity and other user identifying information from passive attacks.

Subject to regulatory requirements, the 3GPP system shall be able to protect subscriber identity and other user identifying information from active attacks.

The 3GPP system shall be able to allow the device identity to be collected by legitimate entity regardless of device's user interface, when required.
The 3GPP system shall be able to support identification of subscriptions independently of identification of equipment.

The 3GPP system shall support a secure mechanism to collect system information while ensuring end-user and application privacy (e.g., application level information is not to be related to an individual user identity or subscriber identity and device information is not be related to an individual subscriber identity).
8.6
Regulatory

The 3GPP system shall support regulatory requirements for 5G and fixed broadband access. 

The 3GPP system shall support Lawful Intercept regulatory requirements. 

8.7
Fraud protection

Subject to regulatory requirements, the 3GPP system shall support a secure mechanism allowing an authorized entity to disable from normal operation of a device reported as stolen.

Subject to regulatory requirements, the 3GPP system shall support a secure mechanism allowing an authorized entity to re-enable a recovered stolen device to normal operation.

The 3GPP system shall be able to protect user location information from passive attacks.

Subject to regulatory requirements, the 3GPP system shall be able to protect user location information from active attacks. 

8.8
Resource efficiency

The 3GPP system shall minimize security signalling overhead without compromising the security level of the 3GPP system.

The 3GPP system shall support a secure mechanism to transmit the same data (e.g., service provisioning multiple sensors) to multiple devices.

