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Abstract: The Tdoc adds a requirement to allow the security level of a slice to be exposed to third parties. 
Discussion

As understanding of the future 3GPP system solidifies, it is becoming clearer that not all networks (or network slices) will have the same security capabilities. Consider for example SA-1 requirement that “The 3GPP System shall have the capability to conform to service-specific security assurance requirements in a single network slice, rather than the whole network”.   
Such differences could stem from requirements of the service(s) provided over the slice (which may not require tight security) or constraints imposed by end devices (e.g. due to inability to communicate frequently for security purposes). Another factor could be the physical security of computing resources used for the slice (those used by operator on premises deemed more secure than those offered by 3’rd party in a foreign country).

As we “authorize third parties to create, manage a network slice configuration (e.g. scale slices) via suitable APIs, within the limits set by the network operator” we should make the security capabilities of the slice part of the slice configuration.

What are the security capabilities and how are they measured is out of scope for this discussion.

From the above discussion we can derive the potential requirements below.
<<<< Proposed Text Changes 1 >>>

5.8.2.1
System Security

Subject to regulatory requirements, the <5G system> shall support a secure mechanism allowing an authorized entity to disable from normal operation of a device reported as stolen.

Subject to regulatory requirements, the <5G system> shall support a secure mechanism allowing an authorized entity to re-enable a recovered stolen device to normal operation.
The 3GPP system shall be able to protect subscriber identity and other user identifying information from attacks by a passive listener. 

The 3GPP system shall be able to protect subscriber identity and other user identifying information from active attacks.

The 3GPP system shall be able to protect user location information from attacks by a passive listener. 

The 3GPP system shall be able to protect user location information from active attacks. 

Subject to regulations, the 3GPP system shall be able to protect the user identity from an attack by a roamed-to network.
The 3GPP system shall minimize signalling overhead for security.

Subject to regulatory requirements, 3GPP system shall be able to provide temporary service in an operator’s network in emergency case for users from other operators without access to their home network (e.g. IOPS for commercial use, emergency services enhanced for temporary service in emergency case and so on).
Subject to national regulatory requirements, the 5G 3GPP System shall support a mechanism to provide Lawful Interception. Existing Lawful Interception are applicable without restrictions.
Subject to national requirements, the 5G 3GPP System shall comply with Lawful Interception Requirements.
The <5G System> shall provide appropriate mechanisms to enable Lawful Interception. 
NOTE: The appropriate solution will be defined in 3GPP SA3_LI.

The 3GPP system shall enable the operator to expose the security capabilities of a slice to a third party. 
