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6
Considerations
6.1
Considerations on security



***************************** PROPOSED TEXT *************************
5G networks will serve an unparalleled number of heterogeneous terminals within new use cases (mIoT and CC) while supporting much higher performances of existing data services (eMBB). New 5G powered services, such as IoT related or Industry 4.0 like, will take off only if an appropriate level of trust is triggered by levels of security equal or even exceeding present human oriented service security.

For such reasons 5G authentication schemes shall rely on a robust platform upon which Operators/3rd Parties can continue to efficiently develop existing services and enable future new ones. Be it related to a human person or a machine-module, the subscriber’s identity together with related confidential data shall be stored in a dedicated secure element on the device which shall guarantee at least the same security level of current solutions (UICCs) meanwhile improving flexibility. This implies the capability to be able to protect customers from security threats (e.g., impersonation, traffic eavesdropping, etc.) thus increasing the level of trust in current Internet implementations, leveraging secure network subscribers’ identity. 
Moreover, as a consequence of relying on UICC based solutions, 5G security may leverage on the continuous enhancements around the  UICC technologies in order to better match challenging performance targets in terms of e.g. improvement in the response time of operations, increase in the amount of memory, further reduction of space utilization, faster and secure remote provisioning processes, very fast crypto-processor and address bus for very low-latency communications.

6.1.1.
Potential Operational Requirements
The 3GPP system shall support  identification of subscription based on existing tamper resistant secure element or evolved ones ( i.e. UICC solutions).
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