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Abstract: This paper describes regulatory aspects of user/vehicle privacy, which are applicable to V2X scenarios, and proposes to add a new requirement to TS22.185. This paper does not treat the UE to UE privacy aspect as it is already covered in an existing requirement.
Discussion:
Existing V2V communications standards in both the US and Europe have considered vehicle/user privacy. These are summarized next. 

1. Privacy considerations in Europe

The European Union has had among the world’s strongest privacy laws; however, because of the momentum for deployment of V2V safety communications in the US, the current ETSI-ITS security service standards for V2V communications have not been developed as quickly as their US counterpart. A high level approach has been provided, as follows.

ETSI-ITS has issued a new version of the TS on Trust and Privacy Management: ETSI TS 102 941 v1.1.5. Citing clause 5, 
Anonymity alone is insufficient for protection of an ITS user's privacy and unsuitable as a solution for ITS, as one of the main requirements of ITS is that the ITS-S should be observable in order to provide improved safety. Consequently, pseudonymity and unlinkability offer the appropriate protection of the privacy of a sender of basic ITS safety messages (CAM and DENM).
 Pseudonymity ensures that an ITS-S may use a resource or service without disclosing its identity but can still be accountable for that use. Unlinkability ensures that an ITS-S may make multiple uses of resources or services without others being able to link them together.

Privacy of ITS registration and authorisation signalling [is][..] provided by the separation of the duties and roles of ITS authorities into an entity verifying the canonical identifier known as the Enrolment Authority (EA) and an entity responsible for authorising and managing services known as the Authorization Authority (AA).
2. Privacy considerations in the US

The US V2V safety communications standards define an extensive system architecture to support privacy of the UE even from Certification Authorities. 

The National Highway Traffic Safety Administration (NHTSA), which is the automotive rulemaking agency of the US Department of Transportation, issued an Advance Notice of Proposed Rulemaking (ANPRM) in 2014.  Between that point and now, the Society of Automotive Engineers (SAE) has developed a performance specification, SAE J2945/1 which NHTSA has stated will be referenced by the V2V safety NPRM and eventually a Federal Motor Vehicle Safety Standard – a regulatory mandate.  The specification requires that each BSM be signed with pseudonymous certificates that are changed every 5 minutes, pointing to IEEE 1609.2, which describes the accompanying security services protocols.
To support user/vehicle privacy, interfaces to a network architecture called the Security Credential Management System (SCMS) are described by SAE J2945/1.  The SCMS has been designed such that no single entity can correlate the identifiers used and track a vehicle. The SCMS comprises the organizations/functions/infrastructure providing PKI security to the V2V system, such as Certification Authorities. 

According to NHTSA, “The deployment and operation of the SCMS is necessary in order for V2V technology and on-board equipment to function in a safe, secure and privacy-protective manner”

Specifically, in document DOT HS 812 014, NHTSA states:

Privacy: At the outset, readers should understand some very important points about the V2V system as currently contemplated by NHTSA. The system will not collect or store any data identifying individuals or individual vehicles, nor will it enable the government to do so. There is no data in the safety messages exchanged by vehicles or collected by the V2V system that could be used by law enforcement or private entities to personally identify a speeding or erratic driver. The system—operated by private entities—will not enable tracking through space and time of vehicles linked to specific owners or drivers.  

Our research to date suggests that drivers may be concerned about the possibility that the government or a private entity could use V2V communications to track their daily activities and whereabouts.

3. The scenario of LTE V2X

In the LTE based V2X system to be designed in 3GPP, privacy of UE from other UEs is readily accepted and rather straightforward to achieve. The other entities that are part of the system are the radio network (E-UTRAN) and the core network, both of which are in LTE under the operator’s domain-- though some network entities such as Application Servers or Key Management Servers can function outside of the operator’s domain. 

For V2X messages that traverse the operator’s network (e.g. RSU, eNB), the link that the UE uses to send these is established based on IMSI/TMSI as under normal LTE operation. The V2V messages sent every 100ms contain application-layer data necessary for safety applications.  This includes exact geographical coordinates. Therefore, it is possible to correlate the exact location data wtih the IMSI of the UE that transmits these messages.

The question is whether to extend UE privacy to any entity; that is, should any network entity be able to correlate the V2X messages sent by a UE so as to arrive at an accurate record of the locations of a UE during every second of the day? Let us refer to this potential requirement as “full UE privacy”.

Some advantages of requiring full UE privacy are:

· Competitive with existing privacy-conscious similar standards in the US and EU.

· Reduced MNO costs of collecting, storing and providing UE-specific location data to regulatory or legal entities upon request. 

· Potential of the deploying operator to be protected from regulatory sanction

Some disadvantages of requiring full UE privacy are:

· Possible additional/modified network architecture/procedures to support management of pseudonymous identities.

· Lower acceptance rate; the system can’t be usable without very high participation rates.

Given the considerations above, there are several options that SA1 can choose for the V2X WI:

Option 1: Do not add any additional privacy requirements, and accept that the operator(s) deploying the V2X feature will have the ability to collect location data over time for each of their UEs using this service, and the responsibility to manage it and disseminate it to authorized parties.

Option 2: Add a weaker privacy requirement that allows the operator to choose not to store any of the V2X messages that pass through its network (e.g. eNB, RSU, etc.).

Example requirement: Both the HPLMN and VPLMN operators shall have the option to either store or delete all of the messages transferred by UEs using network resources.

Option 3: Add a strong privacy requirement that ensures the operator or another administrative entity does not have access to enough information to correlate the LTE UE identity with the location data from the messages that pass through its network.  

Example requirement: Subject to regulatory requirements and/or operator policy, the 3GPP system shall support UE privacy for V2X communication, such that UEs cannot be tracked or identified by the operator or a third party..

Proposal:
Add the following requirement to clause 5.3 of TS 22.185:

*****Start of change  *****
[R.5.3-00X]
Subject to regulatory requirements and/or operator policy, the 3GPP system shall support UE privacy for V2X communication, such that UEs cannot be tracked or identified by the operator or a third party.
*****End of change  *****
