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5.8
Security Requirements 
5.8.1
Description
5.8.1.x
Protection of user identity and location information

There is a growing need to provide a user with protection of identity and location information. 

In order to enable more flexible deployments, operators will support access and connectivity via less trusted networks while preserving the privacy of Personally Identifiable Information (PII) and protecting user location information. For example, multiple parties may own the network equipment traversed. In these networks, privacy across access networks elements and interfaces cannot be assumed.

Information provided over the air during initial attach may allow a passive eavesdropper to obtain user personal identifying information or location or both.. In addition, rogue NW elements (i.e. not part of the legitimate mobile network) may request and receive such information.

Both user identity and location need to be protected in 5G networks.

5.8..2
Potential Requirements
5.8.2.1
System Security
The 3GPP system shall be able to protect  subscriber identity and other user identifying information from attacks by a passive listener. 
The 3GPP system shall be able to protect subscriber identity and other user identifying information from active attacks.
The 3GPP system shall be able to protect user location information from attacks by a passive listener. 
The 3GPP system shall be able to protect user location information from active attacks. 
Subject to regulations, the 3GPP system shall be able to protect the user identity from an attack by a roamed-to network.
