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Abstract: This document proposes a sensor network traffic scenario for bulk provisioning.  The proposed text is derived from merging the relevant aspects of use cases 5.19 and 5.20 into a traffic scenario for provisioning many devices in a resource efficient manner. The remaining aspects of the two use cases are carried forward in other contributions.
Proposed Text Change:
5.3
Sensor networks

5.3.2.x
Bulk Provisioning
Due to the likelihood of sensors being deployed in large numbers in a given coverage area, a method by which they can be authenticated without requiring the arduous task of provisioning individual devices with identifiers and shared keys is required.  The two characteristics that come into play in this scenario are that 1) most likely the sensors in a given deployment are owned by same entity, and 2) the coverage area is limited (e.g. warehouse, disaster area, etc).  Given this, the sensors can be provisioned and authenticated in “bulk” whereby they are treated as a single device with many appendages.  

One possible solution is to have the subscriber identifier and shared keys the same for all devices for a given deployment since it is an all-or-nothing situation.  Only a single entry would be required in the Authentication Center (AuC) to identify all the sensors for a given user/entity.  The operator could activate/deactivate the service by allowing/disallowing authentication of a single “device” in a given coverage area as indicated by the registered owner of the devices.  Note that in this context, the coverage area is the area that the sensors were deployed and could be one or more access nodes of different access technologies neighboring each other.
These sensors will range from very simple, limited function devices to very complex, sophisticated computing platforms.  On the lower end of the device function range, not all such devices may use IMS and may not need to be equipped with an IMS client, and yet it would still be desirable to activate such a device remotely due to sensor deployment configurations.  A light weight configuration mechanism may be used to provide the configuration information to the device.
Powering on the first device in a given coverage area could trigger attachment to the network including full authentication.  The device security capabilities passed in the initial message could indicate that this is a “bulk” provisioning device.  Since no device has as of yet indicated itself, all appropriate keys, ciphers, and tokens would be computed and signaled as normal.  Subsequent powering on of devices – by the same user/entity in the same coverage area – would trigger attachment with an abbreviated authentication process whereby not all the required keys, ciphers, and tokens need to be created anew.


5.3.3
Potential requirements
5.3.3.x
Bulk Provisioning

The 3GPP System shall support a resource efficient mechanism to provide service parameters and activate groups of low power devices.
The system shall support high density massive connections (e.g.1 million connections per square kilometre) of grouped devices in an efficient manner.
The 3GPP System shall be able to support devices, including groups of devices, (e.g., smart meter) with limited communication requirements and capabilities (e.g., devices without an IMS client).

The 3GPP System shall support a lighter weight signalling for device configuration (i.e., service parameters) than is currently available in EPS.  
The 3GPP System shall support a mechanism which provides an appropriate and efficient authentication mechanism for groups of  low power devices. 
