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1 Introduction 
The SMARTER study item aims to define a 5G system that can attract a wide range of different market segments and verticals. Many of those currently rely on their own infrastructure, either proprietary or defined elsewhere. This contribution adds some security aspects to the use-case on industrial factory automation for which the new 5G radio technology should become an attractive option.
In addition to the aspects already covered in this use-case, it is seen as particularly attractive if the factory owner could re-use their already existing ID management solution for their industrial factory communication network. In general for an industrial factory automation deployment, it is seen that the access security is governed by the factory owner. Regarding authentication it can be noted that a commonly deployed authentication infrastructure is using certificate based solutions.
There already exist authentication frameworks that allow alternative authentication methods, such as the EAP (Extensible Authentication Protocol) framework. It should also be noted that 3GPP already use this in conjunction with the EAP-AKA authentication method. 
2 Proposal
The following text is proposed to be included in TR 22.891.

3 pCR

***	BEGIN CHANGES	***
[bookmark: _Toc428433966]5.45	Industrial Factory Automation
[bookmark: _Toc417062395][bookmark: _Toc428433967]5.45.1	Description
Factory automation requires communications for closed-loop control applications. Examples for such applications are robot manufacturing, round-table production, machine tools, packaging and printing machines. In these applications, a controller interacts with large number of sensors and actuators (up to 300), typically confined to a rather small manufacturing unit (e.g. 10m x 10m x 3m). The resulting S/A density is often very high (up to 1/m3). Many of such manufacturing units may have to be supported within close proximity within a factory (e.g. up to 100 in assembly line production, car industry).
In the closed-loop control application, the controller periodically submits instructions to a set of S/A devices, which return a response within a cycle time. The messages, referred to as telegrams, typically have small size (<50Bytes). The cycle time ranges between 2 and 20ms setting stringent latency constraints on to telegram forwarding (<1ms to10ms). Additional constraints on isochronous telegram delivery add tight constraints on jitter (10-100us). Transport is also subject to stringent reliability requirements measured by the fraction of events where the cycle time could not be met (<10-9). In addition, S/A power consumption is often critical. 
Traditionally closed-loop control applications rely on wired connections using proprietary or standardized field bus technologies. Often, sliding contacts or inductive mechanisms are used to interconnect to moving S/A devices (robot arms, printer heads, etc). These solutions are expensive to deploy and suffer from high maintenance costs. Further, the high spatial density of sensors poses challenges to wiring. 
WSAN-FA, which has been derived from ABB’s proprietary WISA technology and builds on top of 802.15.1 (Bluetooth), is a wireless air interface specification that is targeted at this use case. WSAN-FA claims to reliably meet latency targets below 10-15ms with a residual error rate of <10-9. WSAN-FA uses the unlicensed ISM 2.4 band and is therefore vulnerable to in-band interference from other unlicensed technologies (WiFi, ZigBee, etc.).
To meet the stringent requirements of closed-loop factory automation, the following considerations may have to be taken:
· Limitation to short range communications between controller and sensors/actuators.
· Allocation of licensed spectrum for closed-loop control operations. Licensed spectrum may further be used as a complement to unlicensed spectrum, e.g. to enhance reliability.
· Reservation of dedicated air-interface resources for each link.
· Combining of multiple diversity techniques to approach the high reliability target within stringent latency constraints such as frequency-, antenna-, and various forms of spatial diversity, e.g. via relaying, etc.
· Utilizing OTA time synchronization to satisfy jitter constraints for isochronous operation. 
· Access security used in an industrial factory deployment governed by the factory owner with its ID management, authentication, confidentiality and integrity.

Related material can be found in [11], [12], [13], and [14].

[bookmark: _Toc428433968]5.45.1.1	Pre-Conditions
[bookmark: _Toc428433969]5.45.1.2	Service Flows
A typical industrial closed-loop control application is based on individual control events. Each closed-loop control event consists of a downlink transaction followed by an synchronous uplink transaction both of which are executed within a cycle time, Tcycle. Control events within a manufacturing unit may have to occur isochronously.
1. Controller requests from sensor to take a measurement (or from actuator to conduct actuation).
2. Sensor sends measurement information (or acknowledges actuation) to controller.

[image: ]
Figure 5.45.1.2: Communication Path for Isochronous Control Cycles within Factory Units
Figure 5.45.1.2 depicts how communication will occur in factory automation. In this use case, communication is confined to local controller-to-S/A interaction within each manufacturing unit. Repeaters may provide spatial diversity to enhance reliability.

[bookmark: _Toc428433970]5.45.1.3	Post-conditions
[bookmark: _Toc417062396][bookmark: _Toc428433971]5.45.2	Potential Service Requirements
[bookmark: _Toc417062397]The 3GPP system shall support cycle times of [1ms to 2ms.] Within the cycle time, both uplink and downlink transactions must be executed. Additional margin is needed for the sensor/actuator to process the request.
Transaction jitter should be [below 10usecs.]
Reliability, measured as the fractions of transactions that cannot meet the latency or jitter constraints, should remain [below 10-9.]
Each transaction should support a payload of 50 to 100 Bytes
For factory automation, required range is up to [10-20m.]
All transactions should be sufficiently integrity- and confidentiality-protected.
NOTE: 	The above requirements are for end to end performance, defined as communications sent by source and communication received by target.

[bookmark: _Toc428433972]5.45.3	Potential Operational Requirements
The 3GPP system shall support industrial factory deployment where access security is governed by the factory owner with its ID management, authentication, confidentiality and integrity.
The 3GPP system shall support an authentication process that can handle different types of credentials (e.g. USIM or device certificates) to allow for different deployment scenarios such as industrial factory automation.
***	END OF CHANGES	***
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