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Discussion

On one side the industrial activity requires licensed spectrum, while on the other side at the same location the FDD licensed spectrum may be in general under used, due to the pronounced downlink-centric traffic asymetry.
The solution may be secondary licensing of part of time-frequency resources in an FDD uplink channel; it is a need for coordination between the primary and secondary spectrum user for using orthogal resources and introducing eventually a guard band between them.

In the same time, the industrial system shall support TDD operation in up-link FDD spectrum.

5.45
Industrial Factory Automation

5.45.1
Description

Factory automation requires communications for closed-loop control applications. Examples for such applications are robot manufacturing, round-table production, machine tools, packaging and printing machines. In these applications, a controller interacts with large number of sensors and actuators (up to 300), typically confined to a rather small manufacturing unit (e.g. 10m x 10m x 3m). The resulting S/A density is often very high (up to 1/m3). Many of such manufacturing units may have to be supported within close proximity within a factory (e.g. up to 100 in assembly line production, car industry).

In the closed-loop control application, the controller periodically submits instructions to a set of S/A devices, which return a response within a cycle time. The messages, referred to as telegrams, typically have small size (<50Bytes). The cycle time ranges between 2 and 20ms setting stringent latency constraints on to telegram forwarding (<1ms to10ms). Additional constraints on isochronous telegram delivery add tight constraints on jitter (10-100us). Transport is also subject to stringent reliability requirements measured by the fraction of events where the cycle time could not be met (<10-9). In addition, S/A power consumption is often critical. 

Traditionally closed-loop control applications rely on wired connections using proprietary or standardized field bus technologies. Often, sliding contacts or inductive mechanisms are used to interconnect to moving S/A devices (robot arms, printer heads, etc). These solutions are expensive to deploy and suffer from high maintenance costs. Further, the high spatial density of sensors poses challenges to wiring. 

WSAN-FA, which has been derived from ABB’s proprietary WISA technology and builds on top of 802.15.1 (Bluetooth), is a wireless air interface specification that is targeted at this use case. WSAN-FA claims to reliably meet latency targets below 10-15ms with a residual error rate of <10-9. WSAN-FA uses the unlicensed ISM 2.4 band and is therefore vulnerable to in-band interference from other unlicensed technologies (WiFi, ZigBee, etc.).

To meet the stringent requirements of closed-loop factory automation, the following considerations may have to be taken:

· Limitation to short range communications between controller and sensors/actuators.

· Allocation of licensed spectrum for closed-loop control operations. Licensed spectrum may further be used as a complement to unlicensed spectrum, e.g. to enhance reliability.

· Reservation of dedicated air-interface resources for each link.

· Combining of multiple diversity techniques to approach the high reliability target within stringent latency constraints such as frequency-, antenna-, and various forms of spatial diversity, e.g. via relaying, etc.

· Utilizing OTA time synchronization to satisfy jitter constraints for isochronous operation.  

Related material can be found in [11], [12], [13], and [14].

5.45.1.1
Pre-Conditions
The cellular traffic in licensed bands is highly asymmetric, leaving significant un-used resources in FDD up-link frequency channel.
5.45.1.2
Service Flows

A typical industrial closed-loop control application is based on individual control events. Each closed-loop control event consists of a downlink transaction followed by an synchronous uplink transaction both of which are executed within a cycle time, Tcycle. Control events within a manufacturing unit may have to occur isochronously.

1. Controller requests from sensor to take a measurement (or from actuator to conduct actuation).

2. Sensor sends measurement information (or acknowledges actuation) to controller.
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Figure 5.45.1.2: Communication Path for Isochronous Control Cycles within Factory Units
Figure 5.45.1.2 depicts how communication will occur in factory automation. In this use case, communication is confined to local controller-to-S/A interaction within each manufacturing unit. Repeaters may provide spatial diversity to enhance reliability.

5.45.1.3
Post-conditions

5.45.2
Potential Service Requirements
The 3GPP system shall support cycle times of [1ms to 2ms.] Within the cycle time, both uplink and downlink transactions must be executed. Additional margin is needed for the sensor/actuator to process the request.

Transaction jitter should be [below 10usecs.]

Reliability, measured as the fractions of transactions that cannot meet the latency or jitter constraints, should remain [below 10-9.]

Each transaction should support a payload of 50 to 100 Bytes

For factory automation, required range is up to [10-20m.]

All transactions should be sufficiently integrity- and confidentiality-protected.

NOTE: 
The above requirements are for end to end performance, defined as communications sent by source and communication received by target.

5.45.3
Potential Operational Requirements

Coordinated time-frequency resources shall be allocated for regular cellular activity and for industrial critical communications in the areas where S/As are deployed.
3GPP system used for industrial critical communications shall support TDD operation in up-link FDD channel with configurable time-frequency resources. 
3GPP general system shall support a configuration of time-frequency resources in which specific time-frequency resources within the up-link frequency channel are not used.
5.46
Industrial Process Automation

5.46.1
Description

Process automation requires communications for supervisory- and open-loop control applications, process monitoring and tracking operations on field level inside an industrial plant. In these applications, a large number of sensors (~10k) that are distributed over the plant forward measurement data to process controllers on a periodic and/or event-driven base. Traditionally, wireline field bus technologies have been used to interconnect sensors and control equipment. Due to the sizable extension of the plant (~10km2), the large number of sensors and the high deployment costs of wired infrastructure, wireless solution have made inroads into industrial process automation. Presently, high growth rates are expected in the migration from wireline to wireless solutions for industrial process manufacturing.

The use case requires support of a large number of sensor devices (10k) per plant as well as highly reliable transport (packet loss rate <10-5). Further, power consumption is critical since most sensor devices are battery-powered with a targeted battery lifetimes of several years while providing measurement updates every few seconds. Also, range becomes a critical factor due to the low transmit power levels of the sensors, the large size of the plant and the high reliability requirements on transport. Latency requirements typically range between 100ms and 1s. Data rates can be rather low since each transaction typically comprises less than 100B.

The existing wireless technologies (e.g. WirelessHART and ISA100.11a) rely on unlicensed technologies (802.15.4) operating in the ISM 2.4 band. Transport is therefore vulnerable to interference caused by other technologies (e.g. WiFi, Bluetooth). This sensitivity can be more significant given the low transmit power level of the sensors. With the stringent requirements on transport reliability, such interference is detrimental to proper operation.

The use of licensed spectrum could overcome the vulnerability to same-band interference and therefore enable higher reliability. Utilization of licensed spectrum can be confined to those events where high interference bursts in unlicensed bands jeopardizes reliability and latency constraints. This allows sharing the licensed spectrum between process automation and conventional mobile services.

Further, multi-hop topologies can provide range extension and mesh topologies can increase reliability through path redundancy. Time synchronization will be highly beneficial since it enables more power-efficient sensor operation and mesh forwarding.

Related material can be found in [15], [16], [17], [18], [19], and [20].
5.46.1.1
Pre-Conditions
The cellular traffic in licensed bands is highly asymmetric, leaving significant un-used resources in FDD up-link frequency channel.
5.46.1.2
Service Flows


A typical process control application supports downstream and upstream flows between process controllers and S/As which consist of individual transactions. The process controller resides in the plant network. This network interconnects via basestations to the wireless (mesh-) network which hosts the S/A devices. Typically, each transaction uses less than 100B. A controller-initiated transaction creates the following service flow:

1. The process controller requests from sensor to take a measurement (or from actuator to conduct actuation). The request is forwarded via the plant network and the wireless mesh to the S/A.

2. The S/A processes the request and sends a replay in upstream direction to the controller. This reply may contain an acknowledgement or a measurement reading.

An S/A-device initiated transaction creates the following service flow:

1. The sensor sends measurement reading to the process controller. The request is forwarded via the wireless mesh and the plant network.

2. The process controller may send an acknowledgement in opposite direction.

For both controller- and S/A-initiated service flows, upstream and downstream transactions usually occur asynchronously. 
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Figure 5.46.1.2: Communication Path for Service Flows between Process Controllers and S/A Devices

Figure 5.46.1.2 depicts how communication will occur in process automation. In this use case, communication runs between process controller and S/A device via the plant network and the wireless mesh network. The wireless mesh may also support access for handheld devices for supervisory control or process monitoring purposes.

5.46.1.3
Post-conditions

5.46.2
Potential Service Requirements

The 3GPP system shall support [10k sensor nodes within an area of 10sqkm.]

Reliability for the transport of transactions, measured as the fractions of packet losses, should remain [below 10-5.]

The 3GPP system shall support a [transaction latency of 50-100ms], defined as the overall cycle time between a sensor reading and action from process controller.

The 3GPP system shall allow a battery powered sensor lifetime of multiple years while enabling a transaction rate of one every few seconds

Transactions should be sufficiently integrity- and confidentiality-protected.

NOTE:
The above requirements are for end to end performance, defined as communications sent by source and communication received by target.

5.46.3
Potential Operational Requirements

Coordinated time-frequency resources shall be allocated for regular cellular activity and for industrial critical communications in the area where S/As are deployed.

3GPP system used for industrial critical communications shall support TDD operation with a restricted number of time-frequency resources; depending of national radio regulations, TDD operation can take place in up-link FDD channel with configurable time-frequency resources. 

3GPP general system shall support a configuration of time-frequency resources in which specific time-frequency resources within the up-link frequency channel are not used.
Note: The work conducting to this contribution has been supported as part of COHERENT project which has received funding from the European Union’s Horizon 2020 research and innovation programme under grant agreement No 671639.

