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Abstract: This contribution describes a scenario for enhanced security measures in IoT.  Along with the other new capabilities expected in a 5G system such as lightweight provisioning, connectionless access, infrequent access, etc., new opportunities for fraud with IoT devices are sure to be encountered.  In order to protect IoT devices and the network, it would be desireable to be able to periodically, or when fraud is detected, update the subscription security keys for a device.  This use case proposes requirements for such a security enhancement.
5.x
Use case for subscription security key update
5.x.1
Description
To enhance security on IoT devices, it may be desirable to periodically update the subscription security, even for devices that may have very infrequent communication with the network.  Additionally, the potential for IoT devices to be compromised poses a risk to the network.  As IoT devices proliferate, it will be necessary for the network to be able to identify devices when it determines the security keys of the device may have been compromised and force an update of their subscription security to maintain security of the network.  In either case, the update mechanism could be the same.

5.x.2
Pre-conditions



The network determines that a subscription security update is needed for an IoT device with a valid subscription.
5.x.3
Service Flows


The network securely notifies the IoT device that it needs to update its subscription security  in a secure manner.

In response to the notice from the core network, the device creates a new proposed subscription security key and sends the key to the network in a secure manner.

When the network receives the proposed subscription security key, it validates the device and updates the devices subscription record with the new security key.

5.x.4
Post-conditions

After the subscription security update is complete, theIoT device  is ready for service.
5.x.5
[Potential] Requirements

The 3GPP System shall support a secure mechanism to update subscription security for an IoT device.

UE shall support a mechanism to generate a new security key in response to a request from the network.

