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Abstract: Use case on Industrial Process Automation
5 
Use Cases

5.x
Use case on Industrial Process Automation
5.x.1
Description

Process automation requires communications for supervisory- and open-loop control applications, process monitoring and tracking operations on field level inside an industrial plant. In these applications, a large number of sensors (~10k) that are distributed over the plant forward measurement data to process controllers on a periodic and/or event-driven base. Traditionally, wireline field bus technologies have been used to interconnect sensors and control equipment. Due to the sizable extension of the plant (~10km2), the large number of sensors and the high deployment costs of wired infrastructure, wireless solution have made inroads into industrial process automation. Presently, high growth rates are expected in the migration from wireline to wireless solutions for industrial process manufacturing.
The use case requires support of a large number of sensor devices (10k) per plant as well as highly reliable transport (packet loss rate <10-5). Further, power consumption is critical since most sensor devices are battery-powered with a targeted battery lifetimes of several years while providing measurement updates every few seconds. Also, range becomes a critical factor due to the low transmit power levels of the sensors, the large size of the plant and the high reliability requirements on transport. Latency requirements typically range between 100ms and 1s. Data rates can be rather low since each transaction typically comprises less than 100B.
The existing wireless technologies (e.g. WirelessHART and ISA100.11a) rely on unlicensed technologies (802.15.4) operating in the ISM 2.4 band. Transport is therefore vulnerable to interference caused by other technologies (e.g. WiFi, Bluetooth). This sensitivity can be more significant given the low transmit power level of the sensors. With the stringent requirements on transport reliability, such interference is detrimental to proper operation.
The use of licensed spectrum could overcome the vulnerability to same-band interference and therefore enable higher reliability. Utilization of licensed spectrum can be confined to those events where high interference bursts in unlicensed bands jeopardizes reliability and latency constraints. This allows sharing the licensed spectrum between process automation and conventional mobile services.
Further, multi-hop topologies can provide range extension and mesh topologies can increase reliability through path redundancy. Time synchronization will be highly beneficial since it enables more power-efficient sensor operation and mesh forwarding.
Related material can be found in:
· Wireless Sensors in Industrial Time-Critical Environments, Jose Cecilio & Pedro Furtado, Springer, ISBN 978-3-319-02888-8

· WirelessHART versus ISA100.11a: The Format War Hits the Factory Floor, S. Peterson & S. Carlsen, IEEE Industrial Electronics Magazine, Dec 2011.
· Wireless Industrial Monitoring and Control Networks: The Journey So Far and the Road Ahead, P. Zand et al, J. Sens. Actuator Netw. 2012.
· Performance Evaluation of WirelessHART for Factory Automation, S. Petersen & S. Carlson, IEEE Emerging Technologies & Factory Automation, 2009.
· Industrial Wireless Sensor Networks, ON World, www.onworld.com, 2010
· Coexistence of Wireless Systems in Automation Technology, ZVEI - German Electrical and Electronic Manufacturers’ Association, 2009.
5.x.2
Pre-Conditions

5.x.3
Service Flows


A typical process control application supports downstream and upstream flows between process controllers and S/As which consist of individual transactions. The process controller resides in the plant network. This network interconnects via basestations to the wireless (mesh-)network which hosts the S/A devices. Typically, each transaction uses less than 100B. A controller-initiated transaction creates the following service flow:

1. The process controller requests from sensor to take a measurement (or from actuator to conduct actuation). The request is forwarded via the plant network and the wireless mesh to the S/A.
2. The S/A processes the request and sends a replay in upstream direction to the controller. This reply may contain an acknowledgement or a measurement reading.
An S/A-device initiated transaction creates the following service flow:

1. The sensor sends measurement reading to the process controller. The request is forwarded via the wireless mesh and the plant network.

2. The process controller may send an acknowledgement in opposite direction.

For both controller- and S/A-initiated service flows, upstream and downstream transactions usually occur asynchronously. 
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Figure 1: Communication Path for Service Flows between Process Controllers and S/A Devices
Figure 1 depicts how communication will occur in process automation. In this use case, communication runs between process controller and S/A device via the plant network and the wireless mesh network. The wireless mesh may also support access for handheld devices for supervisory control or process monitoring purposes.
5.x.4
Post-conditions

5.x.5
Potential Service Requirements
All requirements are for end to end performance, defined as communications sent by source and communication received by target.

The system requirements include:

· Support for 10k sensor nodes within an area of 10sqkm. 

· Reliability for the transport of transactions, measured as the fractions of packet losses, should remain below 10-5. 
· Transaction latency of 50-100ms. 
· A range of up to 1km between sensor and central node has to be supported.
· Power-optimized sensor operation should be supported. A sensor lifetime of multiple years should be possible while enabling a transaction rate of one every few seconds.

· All transactions should be sufficiently integrity- and confidentially-protected.
· Additional lower-priority services should be supported such as conventional mobile services.
5.x.6
Potential Operational Requirements
The system shall support:

· Local control system for tasks such as security, interference management and routing.
· Process-automation services and conventional mobile services may share nodes of the wireless infrastructure such as BSs and routers to enable prioritized utilization of licensed spectrum. 
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