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Abstract: Proposed use case and requirements for mobile subscriber identity privacy.
---------- Use Case template ----------
x.1
Use case for access from less trusted networks 
x.1.1
Description

In order to enable more flexible deployments, operators will support access and connectivity via less trusted networks. For example, current core network functions are expected to be deployed nearer the edge and multiple parties may own the network equipment traversed. In these networks, privacy across access networks elements cannot be assumed.

The current 3GPP system requires a UE to provide its IMSI unencrypted over the air during the initial attach. A passive attacker can identify a user from on the IMSI by observing the OTA traffic. This also enables the attacker to track the user while the user roams to another network. 
In addition, when the UE is roaming, the UE has provide its IMSI to the serving network for authentication and the IMSI is again stored across the network elements of the roaming network, e.g., in the MME, S-GW, P-GW. This enables the serving network to trace the user.
Example: Angela visits another country and switches on her mobile.  The visited PLMN requests her IMSI in order to register.  The visited PLMN (and potentially other agencies) are then aware of her visit.  3GPP should consider a method to protect subscribers’ identities while roaming.
x.1.2
Pre-conditions

A UE and its home network shall enable the use of a temporary identifier for initial attach.
x.1.3
Service Flows

1. 
A UE sends an attach request to a serving network using the temporary identifier 
2.  The serving network requests an authentication information for the UE to the UE’s home network based on the temporary identifier.

3.
The HSS of the user’s home network identifies the permanent identifier (i.e., IMSI) associated with the non-permanent identifier provided by the serving network.
4.
The HSS provides the authentication information for the UE to the serving network
5.   After successful authentication, the serving network may request the UE’s permanent identifier to the home network, e.g., for lawful intercept.

x.1.4
Post-conditions

x.1.5
Potential Requirements

In order to protect user privacy and access across less trusted networks, the UE may use a temporary identifier for attach. 

The home network shall be able to associate the temporary identifier to the IMSI.
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