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Abstract: This paper presents a generic use case where an IoT device manufacturer sells his devices worldwide (=IoT device roaming). The device is “blank”, it contains no credentials of a IoT service provider nor of a cellular network operator. When the IoT device is switched on the first time it needs to be registered with a IoT service provider and get authenticated with some 3GPP network. 
This use case involves a phase, in which the “blank” device can communicate – encrypted but unauthenticated – with its manufacturer to receive necessary information.

---------- Use Case template ----------

5.1
IoT Device Roaming
5.1.1
Description

The objective of this use case is to enable usage scenarios such that an IoT device manufacturer can sell his devices worldwide (=IoT device roaming), without having to pre-provision specific IoT service providers or to pre-install specific 3GPP network credentials in the device. 
The use case implies that installing such credentials can be done in an automatic or semi-automatic way.

This use case supports typical scenarios for home- and industry automation systems where often non pre-provisioned IoT devices can be purchased in local or online retail stores (e.g., Lowes, Amazon, Best Buy, Sears, etc.) or directly from the manufacturer and can be installed by the end user. The purchased device is “blank”, it does not yet have a subscription with an IoT service provider, nor with a cellular network operator. 
In this scenario the end user, IoT service provider, and network operator may be different entities. 

The IoT service provider offers support for a multitude of different types / brands of compliant, certified, non pre-provisioned IoT devices.
Once the end user acquires the IoT device through an appropriate channel, the end user will register the device to his/her account with the IoT service provider in order to receive service from the IoT service provider. After service registration, a choice of the appropriate cellular network is made over which the IoT device will communicate.
This use case involves a phase, in which the “blank” device can communicate – encrypted but unauthenticated – with its manufacturer to receive information on the IoT provider from which it can receive IoT service credentials and to receive information from which cellular network access credentials (e.g. eUICC) can be requested.
5.1.2
Pre-conditions

· The IoT service provider offers an automation kit (e.g., home security kit, home energy kit, industry energy package kit) to the end user. The IoT service provider offers support for a multitude of different types / brands of compliant, certified, non pre-provisioned IoT devices, but leaves the choice to the end user. 

· The IoT service provider has business relation with all manufacturers of the IoT devices he supports. E.g. the manufacturer might offer a web-page for IoT service providers to register the manufacturer’s devices for usage in their IoT services.
· The IoT service provider has contracts with several cellular network operators.
· The IoT service provider has a contract with the end user.

· Depending on the IoT service and end user preferences some cellular network may be preferred for the communication of the IoT device. 
· The end user has acquired a non pre-provisioned IoT device through retailers or directly from a manufacturer. 

5.1.3
Service Flows

1. Offline step - Pairing device with an IoT service provider: 
This is an offline step in which the end user informs his IoT service provider about the identity of the newly acquired IoT device. 
This could happen automatically (e.g. an IoT service provider App in the user’s mobile phone communicating with the “blank” device via NFC to receive its identity) or semi-automatically (e.g. by scanning a QR-code) or manually (by entering the device’s serial number at the website of the IoT service provider.

2. Offline step - decision on cellular operator: 
The IoT service provider registers the new IoT device with the manufacturer and provides a link to himself and to the preferred cellular operator (preferred by IoT service provider and/or end user)
3. Unauthenticated first network access: 

a. The new IoT device tries to access a (any) cellular network in order to establish – encrypted but unauthenticated – communication with its manufacturer
b. The manufacturer provides the “blank” IoT device with the links to the IoT service provider and to the preferred cellular operator.

c. The IoT device requests and downloads cellular network access credentials (e.g. eUICC) from the cellular operator.
4. Authenticated network access to the IoT service provider:
The IoT device requests and downloads IoT service credentials from the IoT provider

5. Offline step -  IoT service provider – network operator service alignment:
The IoT service provider and the network operator inform each other on the IoT device ID / cellular network ID and configure charging, QoS, and other policies for the new device.
5.1.4
Post-conditions

The IoT device is operational, supporting the end user with desired the IoT service provided by the IoT service provider, communicating over the preferred cellular network.

5.1.5
Potential Service Requirements

The 3GPP System shall support an unauthenticated IoT device to download IoT service credentials and 3GPP network access credentials in a secure manner upon its first access to a 3GPP network.
5.1.6
Potential Operational Requirements
