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x.1 
Off-Network MCVideo User Profile Use Case  
x.1.1
Description

This use case describes an off-network scenario where a group of firefighters are dispatched to fight a forest fire off the network in a remote mountain area. At the start of their work shift, the firefighters power on their MCVideo capable UEs and enter their identifying/ authenticating credentials into their respective UEs to obtain access to the MCVideo client application on their UEs. 

x.1.2 
Pre-Conditions 
An operator offers a service, which makes use of the MCVideo feature.

Firefighters F1-F6 use MCVideo capable public safety UEs.

Firefighters F1-F6 UEs are configured to belong to an off-network MCVideo group X.

Firefighters F1-F6 are subscribed to a public safety service that allows them to use off-network MCVideo services.
Firefighters F1-F6 UEs are out of E-UTRAN coverage (with no previous access to E-UTRAN coverage). 
x.1.3
Service Flows
Firefightes F1-F6 are part of a larger team fighting a forest fire in a remote mountain area.  Their MCVideo UEs have been pre-provisioned with MCVideo User Profiles, authentication and end-to-end security keys for off-network operation using a ProSe direct communication path for transport. 

At the start of a work shift, firefighters F1-F6 power on their MCVideo UEs which access local pre-configured information (e.g., in the USIM or ME of each firefighters UE) providing permissions and authorizations enabling the  UEs to use ProSe Discovery and Communication Services (without the need for the Public Safety ProSe-enabled UEs to connect to the network to get this initial configuration)
Firefightes F1-F6 then successfully enter their identifying/ authenticating credentials (e.g., username,/password, PIN, biometrics) into their respective UEs to gain local access to the MCVideo application on their UEs and the MCVideo Service. 
After successful local user authentication (based on the credentials of the MCVideo User) the MCVideo User Profiles, for firefighters F1-F6 which were previously made available to the MCVideo UEs, are used for off-network MCVideo operations. 
x.1.4
Post-conditions

The MCVideo User profiles for firefighters F1-F6 are made available to each of the respective firefighters MCVideo UEs for use in off-network operation.  

x.1.5
Potential Impacts or Interactions with Existing Services/Features

MCPTT User ID and MCPTT User Profile

MCPTT service requirements for MCPTT User IDs and MCPTT User Profiles are provided in MCPTT TS 22.179 V13.1.0 (2015-03) clauses 5.8, 5.9, 5.10 and 7.2.  
--There are no MCPTT service requirements in support of MCVideo User IDs and MCVideo User Profiles for use off the network. 
x.1.6
      [Potential] Requirements 
Security
The Off-Network MCVideo Service shall provide a means to support the confidentiality and integrity of all user traffic and signalling at the application layer.

The Off-Network MCVideo Service shall support an MCVideo User with globally unique identities, independent of the mobile subscriber identity (IMSI) assigned by a 3GPP network operator to UEs.

The MCVideo identities shall be part of the MCVideo application service domain.

The MCVideo identities shall form the basis of the MCVideo application layer security for the Off-Network MCVideo Service.

The Off-Network MCVideo Service shall require authentication of the MCVideo User before service access to all authorized MCVideo features is granted.

NOTE:
The Off-Network MCVideo Service features available are based on the authenticated user identity(s).

The Off-Network MCVideo Service shall provide the MCVideo User with a mechanism to perform a single authentication for access to all authorized MCVideo features.
MCVideo User Profile

The Off-Network MCVideo Service shall ensure that each MCVideo User has at least one associated MCVideo User Profile that records the MCVideo User's: information, including permissions and privileges with respect to the MCVideo Service.

NOTE:
Examples of MCVideo User profile information include: their MCVideo User ID, User ID alias, which MCVideo Groups they are a member of (Group IDs), Group Id aliases, their Participant type, which authority they belong to (Mission Critical Organization), whether they can make/receive MCVideo one-to-one communications.

An MCVideo UE shall support one or more MCVideo User Profiles.
MCVideo User Profile Administration

The Off-Network MCVideo Service shall provide a means for an MCVideo Administrator to manage the MCVideo User Profile for MCVideo Users within their authority.

The Off-Network MCVideo Service shall provide a mechanism for an MCVideo Administrator and/or authorized MCVideo User to perform MCVideo UE Provisioning.

MCVideo User ID
The Off-Network MCVideo Service shall provide a mechanism for the creation and deletion of aliases for an MCVideo User and his associated MCVideo User Profiles by authorized parties.
The Off-Network MCVideo Service shall provide a mechanism for each MCVideo User ID to be associated with an alphanumeric identifier (with a minimum length of N3v) (i.e., alias) assigned by an MCVideo Administrator.

General Off-Network MCVideo requirements

The Off-Network MCVideo Service shall make use of the ProSe capabilities related to ProSe Communication using the direct communication path between Public Safety ProSe-enabled UEs using E-UTRA as defined in TS 22.278 [x].

The Off-Network MCVideo Service shall provide a mechanism for an MCVideo Administrator and/or authorized user to pre-provision MCVideo UEs that are not served by the network with the following in order to operate using off-network MCVideo:
a) An MCVideo User Profile associated with each of the intended MCVideo Users of the MCVideo UE used for off-network operation:

1) alphanumeric identifier (i.e., Alias ID) for the authorized off-network MCVideo Groups;

2) a number of off-network MCVideo Groups for use by an MCVideo User;

3) a User ID associated with each of the intended MCVideo Users;

4) an alphanumeric identifier (with a minimum length of N3) (i.e., alias) for each User ID.
5) A number of off-network MCVideo Users for one-to-one MCVideo communication  for which the MCVideo User is authorized; 
b) Authentication and end to end security keys.

NOTE:
MCVideo UEs can be provisioned for off-network use by either configuration outside of network coverage (e.g., while offline) or by attaching to the network.

