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1. Overall Description:

SA1 thanks SA3 for their LS on end to end WebRTC-IMS security.  SA1 considers the liberal interpretation of the SA1 requirement (e2ae), as proposed by SA3 to be adequate to meet LI regulations when necessary.  

2. A liberal interpretation of the SA 1 requirement means encryption at all paths and points between WebRTC clients. This can include hop-by-hop encryption as long as every hop has a sufficient form of encryption. This view can be deployed by an operator in such a fashion as to meet the 3GPP SA 3 LI requirements described above, but will effectively constitute an e2ae configuration.

SA1 further considers that the language used in the requirements and supporting text allows the use of end to end (e2e) WebRTC security when LI regulations do not apply. 
2. Actions:

To SA3 group.

ACTION: 
SA1 requests SA3 to take this clarification into consideration for both e2ae and e2e security. SA1 also requests that appropriate description of use of each approach (e2ae and e2e security) contain a clarification of the LI considerations if national regulations apply (e.g. e2e shall only be considered when allowed or not covered by national regulation).
3. Date of Next TSG-SA WG1 Meetings:

SA1#70
13 – 17 Apr 2015
 
North America (TBD)  

SA1#71
17 - 21 Aug 2015   

Belgrade, Serbia   
