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1. Overall Description:

Based on SA3 LI evaluation of the SA1 requirement [3GPP TS 22.228] to allow for the end to end user traffic security between WebRTC clients using IMS services and capabilities, the SA3 seeks clarifications on the following:

In discussion of the realization of the end to end traffic security requirement between WebRTC clients using IMS services and capabilities, two different interpretations were presented:

1. A strict interpretation is that this requirement means end-to-end encryption between WebRTC clients using IMS services and capabilities.  If this is the correct view, then the possible solutions conflict with the two following Lawful Interception requirements:

a. Non-detectability – in this scenario, a subject of LI's traffic security would be re-directed to an access edge (e2ae).  This change in behaviour for LI does not meet the 3GPP SA 3 LI requirement that LI shall not be detectable or observable by the target.

b. Reporting content in decrypted form – in this scenario, if encryption is e2e then the operator providing the service does not meet 3GPP SA 3 LI requirement of delivering LI of communication content to the Law Enforcement Agency in decrypted form or deliver the security elements to allow the LEA to perform the decryption.

2. A liberal interpretation of the SA 1 requirement means encryption at all paths and points between WebRTC clients. This can include hop-by-hop encryption as long as every hop has a sufficient form of encryption. This view can be deployed by an operator in such a fashion as to meet the 3GPP SA 3 LI requirements described above, but will effectively constitute an e2ae configuration.

The correct view will provide SA3 with a path forward to complete the Release 13 work on WebRTC. However SA3 note that if the strict interpretation above was SA1’s intention in TS 22.228, then SA3 will not be able to meet this requirement without violating lawful interception requirements in TS 33.106.
2. Actions:

To SA1 group.

ACTION: 

SA3 kindly requests that SA1 take the above discussion into consideration and provide feedback to SA3 on the correct view to take on WebRTC security requirements contained in TS 22.228 and if applicable advise SA3 of any changes SA1 makes to TS 22.228 to amend or clarify SA1 requirements for WebRTC.
3. Date of Next SA3 Meetings:
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24-28 August 2015
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