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Abstract: 
3GPP TR 22.802 uses the expression such as (U)SIM profile while GSMA remote provisioning specification defines the term Profile. Replacing or swapping a UICC in 3GPP correspond to changing the Profile in the eUICC. In order to avoid misunderstanding, it is proposed to re-use GSMA specification expression ‘profile’ or ‘eUICC profile’ instead of ‘(U)SIM Profile’ in TR 22.802. The document also proposes to correct the mis-use of USIM, UICC etc...
------------------------------- Change start ----------------------------------------
4.2 In-vehicle User Equipment
4.2.1  Use Case Description

A smart in-vehicle user equipment provider offering connected devices without knowing in advance the mobile service provider that will be used by the automotive service provider. 

4.2.2  Pre-conditions

The mobile service provider is not known by the automotive service provider.

4.2.3  Service Flows

The mobile service provider can be a Mobile Network Operator (MNO) or a Mobile Virtual Network Operator (MVNO). Data connectivity to be enabled is depending on which M(V)NO that is selected. The characteristics of the data connectivity is determined by subscriber profiles in HSS and PCC (or Flow based Charging) policies configured by the selected M(V)NO. Such subscriber information contain among other things default bearer characteristics and APN information.

One scenario for the automotive service provider is provided below:

1.
at the manufacturing stage, a UICC is inserted into the in-vehicle UE. This UICC does not have an active USIM;

2.
the M(V)NO  is selected;

3.
a USIM with the M(V)NO authentication credentials and profile is activated in the UICC;

4.
the data connectivity is enabled using the selected mobile service provider, Bearer Service characteristics are set to the default bearer as described in subscriber information.

4.2.4  Post-conditions

The data connectivity is enabled using the selected mobile service provider in accordance with the subscription.  

4.2.5  Potential technical solutions

4.2.5.1

UICC based solution
An APN (all the mandatory and optional fields that allow an APN to be identified unambiguously)  is stored in the UICC. The UE retrieves the APN from the UICC and use this APN for the data connection. 

4.2.5.2

Device Management based solution 
This is a common scenario of device profile customization when a device is paired with a UICC. Once the device (IMEI) and UICC (IMSI) combination is detected, the device is automatically configured with application profiles (including APN information) specific to the operator. The behavior of automatic device detection (ADD) is specified by 3GPP. In practice there are several mechanisms possible to perform such device detection, e.g., HLR ADD notification [2], SS7 IMEI_CHECK and other similar SS7 message from MSC, or via an UICC applet initiated trigger.
4.2.5.3


Network based solution

As part of the authentication procedures when a MTC Device attaches to the VPLMN the authentication vectors and subscriber profiles are communicated from HSS to SGSN/MME. The subscriber profile includes a single APN (or a PDN subscription context marked as default with associated default APN [23.060 A.1]). SGSN/MME is using this APN in the GTP signaling for PDN connection establishment towards the GGSN/PDN GW. This will work as long as the MTC Device is not sending an APN in the signaling to the SGSN/MME. 

There is a standardized way to instruct the ME that all PDN connection requests shall exclude the APN in the signaling from a UE. The USIM file EF_ACL can be given the value “Network Provided APN” to instruct the ME to not send any APN since it is provided by the network. 

The EF_ACL file with value “Network Provided APN” can be provisioned into the embedded UICC during manufacturing as part of the provisional subscription. This will ensure that always when the provisional subscription is used for connectivity to the Server the correct APNS is used.

[ Editor’s note: The following two paragraphs may need further updates. ]

The MTC service provider signs subscription contracts with selected MNOs for its MTC services. As part of those contracts the embedded UICCs of its MTC devices gets associated with IMSIs and subscriber profiles. The MNO prepare all operational subscriptions for the Server and subscriber profiles in the HSS including the APNMNO (associated with IMSI). The Server provisions the operational subscription of selected MNO into the embedded UICC of the MTC device. The operational subscription is enabled in the embedded UICC and taken into use by the MTC device.

When the embedded UICC of the MTC Device has been provisioned with the selected operational subscription profile, it contains also some basic settings of some EF files. The EF_ACL file is preferably set to “Network Provided APN” to use the default APN preferred by the selected MNO. This would guarantee that connectivity can be established with the selected MNO. This is preferably a general purpose APN for the MTC service used by the MTC Device as described in sub-sections 4.1.3 and 4.1.5.3. 

Note, this text is not endorsing remote subscription management

4.3 Provision of an International M2M Service for a Business Customer

4.3.1  Use Case Description

A business customer needs a M2M type service that requires mobile devices to be deployed in multiple countries. The Mobile Network Operator (MNO) that will provide the M2M service does not have any operations in most of the countries involved.

4.3.2  Pre-conditions

The Mobile Network Operator (MNO) has procured eUICCs that all contain the same settings (the Operator’s USIM profile) for use by all the devices on its network. 

The (U)SIM profile will also typically contain specific parameters e.g. details of the serving SMSC gateway to be used by the device.

A business customer of the MNO requires a M2M service and has procured devices that have specific settings for the MNO programmed into them by the device manufacturer. These settings include APN(s), SMS short-codes and voice short-codes.

For the M2M service, some of these devices will be deployed in countries where the MNO that supplies the M2M service does not have a network. It is not known at the time of procurement of the devices where they will be deployed. 

Many of the MNOs in these foreign countries do not allow permanent roaming (because of regulatory or commercial reasons).

4.3.3  Service Flows

The MNO updates some of the M2M devices that are deployed in a foreign PLMN by “over the air” programming in order to avoid permanent roaming. 

· The eUICC is updated to use a new profile (subscription-swap). The devices now work using the foreign PLMN’s eUICC profile.  

· The network specific settings are changed to ensure that the devices work properly on the new network. These include the APNs, SMSC Address, SMS Short-codes and Voice Short-codes.

4.3.4  Post-conditions

The devices now work correctly in the foreign network by using the new eUICC profile and the APNs, SMS Short-codes and Voice Short-codes relevant to that network.

4.3.5  Potential technical solutions
4.3.5.1

UICC based solution 

Where  profiles on a eUICC are managed remotely, the solution should allow provisioning  of the correct APN(s),  and SMS numbers within the same (U)SIM that are appropriate to the chosen mobile network. The mechanism to do this should be part of or triggered by the process that manages the eUICC profile so that all parameters relating to the provisioning or swapping of the mobile network can be updated at the same time. Such a mechanism  is not currently available in 3GPP specifications. 

The GSM Association has produced a specification for remote provisioning of the eUICC [4]. The relationship between that and potential UICC-based solutions for the provisioning mechanism should be investigated.

4.3.5.2

Device Management based solution 

This scenario is similar to the existing UICC swap scenario for mobile devices [3]. Once the subscription swap has happened in the eUICC, a new combination of device identity (IMEI) and subscription (IMSI) is identified which can then be used to modify the application profiles on the device (including the APNs) as per the new MNO requirement.

4.3.5.3


Network based solution

The eUICC remote provisioning for the subscription swap is triggered by sending an SMS to the embedded UICC. This SMS triggers the embedded UICC to request a PDN connection using a pre-provisioned APNS. The ME requests PDN connectivity by signaling to SGSN/MME which includes the APNS to be used. It should be noted that this APN is associated with a management application on the embedded UICC operational profile. 

When the PDN connection with APNS has been established the new operational USIM subscription profile is provisioned by the Server to the embedded UICC. The MTC Device is triggered to restart (power off and on) to start using the new subscription profile and after restart to register with the new MNOs network. 

[ Editor’s note: The following two paragraphs may need further updates. ]

The new operational USIM subscription profile contains also some settings of some EF files. The EF_ACL file is preferably set to “Network Provided APN” to use the default APN preferred by the new MNO. This would guarantee that connectivity can be established with the new MNO. This is a general purpose APN for the MTC service used by the MTC Device as described in sub-sections 4.1.3 and 4.1.5.3. However, if other usage of APN is preferred for Applications running in the ME then normal use of MNO SIM-OTA configurations of the operational subscription can be done to update the EF_ACL file with a white list of APN(s) and automatic device configuration as described in sub-section 4.2.5.2 can be used for further ME configurations. 

The embedded UICC was at manufacture time pre-configured with a provisional subscription which is used for providing initial connectivity to a Server for the purpose of provisioning a new operational subscription (selected MNO) into the embedded UICC. The provisional subscription is kept as a fallback in case no operational subscription is enabled to provide connectivity. 

Note, this text is not endorsing remote subscription management
------------------------------- End of Change --------------------------------------

