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Introduction

Overview
This contribution lists additional and modified requirements proposed to be added to TS22.179 Technical Specification Group Services and System Aspects; Mission Critical Push to Talk MCPTT (Release 13) V0.4.1.

These requirements are pursuant to the editor’s note in section 4.5.2.1 indicating that “Late call entry requirements for encrypted calls is FFS.” 
Narrative

Encrypted Late Call Entry within the MCPTT System

The first requirement below is a modification to an existing requirement in the technical specification. The suggested change is intended to make clear that the requirement applies to unencrypted calls.  Later requirements proposed to be added to the specification apply to encrypted calls. 

The second requirement below establishes a goal that late call entry into encrypted calls that are wholly contained within the MCPTT system meet the same late call entry requirement as unencrypted calls.  It is highly desirable to PS customers that the behavioural impact of encryption be minimized, thus the given goal.  

Assuming that stream ciphers are employed, late call entry for encrypted calls differs from late call entry for unencrypted calls by the need to acquire cryptographic synchronization.  Typically this involves transmission of a counter or other public quantity in addition to the encrypted payload.  For non-interworking calls, the cryptographic synchronization will need to be included with each payload.  This is plausible, but may imply too great an increase in the total bitrate of the call to be realizable; hence its statement as a goal (should) rather than a firm requirement.
Encrypted Late Call Entry with External Interworking Systems
The third requirement below stipulates that the additional late call entry time for encrypted calls be less than 200 msec.

The fourth requirement below stipulates that encrypted interworking calls not extend the late call entry time any more than the unavoidable amount caused by the end-to-end encryption techniques of the interworking system.
For example, Project 25 transmits once per 360 msec a “message indicator” used to generate cryptographic synchronization.  A late entering P25 radio that late enters just after the first bit of the MI experiences a 360 msec late call entry penalty that is not present in unencrypted transmissions.  This requirement therefore says that when interworking with P25, the KPI 4 can be extended no more than 360 msec.  Note that the 360 msec crypto-synch period for P25 was a result of trade-offs driven primarily by the narrow bandwidth of the P25 air interface.  The PS end-user desire was to minimize the cryptosynch period.
>>>>>>>>>>>>>>>>>>>>>>>> Start of changes <<<<<<<<<<<<<<<<<<<<<
4.5.2.2 Requirements
The maximum Late Call Entry time (KPI 4a) for calls without application layer encryption within one MCPTT System shall be less than [400] ms for [95] % of all Late Call Entry requests.
The maximum Late Call Entry time (KPI 4b) for application layer encrypted calls within one MCPTT system should meet the requirements for KPI 4 for unencrypted calls.

The maximum Late Call Entry time (KPI 4b) for application layer encrypted calls within one MCPTT system shall be less than [600] ms for [95%] of all late call entries into encrypted calls.

The Late Call Entry Time for encrypted calls interworking with other non-LTE PTT systems should meet the requirements for KPI 4b for application layer encrypted calls within one MCPTT system.

The additional Late Call Entry Time for a PTT UE late entering an application layer encrypted call interworking with other non-LTE PTT systems shall not exceed the difference in the encrypted and unencrypted Late Call Entry Times for the interworking system.

>>>>>>>>>>>>>>>>>>>>>>>> End of changes <<<<<<<<<<<<<<<<<<<<<
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