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1. Overall Description:

SA3 has studied GCSE security in draft TR 33.888, in particular the re-usage of MBMS security for the MBMS Delivery of GCSE as specified in TS 23.468, and discussed the way forward regarding GCSE security in SA3#74bis and SA3#75.
SA3 would like to inform that for Rel-12 it has been decided that end-to-end security between two UEs or between UE and GCS AS, i.e. using application layer security, is assumed and that SA3 will not consider the use of MBMS security mechanisms in GCSE context. SA3 will only give requirements and solutions for the access via MB2 interface.
SA3 would like to inform that a new normative annex “GCSE security aspects” for MBMS specification TS 33.246 has been created, for which SA3 agreed on security requirements in S3-140942 and DIAMETER based MB2-C solution in S3-140983.
SA3 would like to inform that SA3 still needs to clarify whether BM-SC needs to implement message origin authentication from GCS AS at the MB2-U interface in order to avoid DoS attacks. 
SA3 would like to ask CT3 to consider in their specification the following: in case CT3 believes that there is a need for any indication between GCS AS and BM-SC for the non-usage of MBMS security in the GCSE context, CT3 should decide on appropriate measures.
SA3 would like to ask SA2 and CT3 to reference TS 33.246 in their relevant specifications. 
2. Actions:

To  SA2, CT3
CC SA1

ACTION: 
SA3 kindly asks all to take the information into account.

SA3 kindly asks SA2 and CT3 to include specification reference to GCSE Annex of TS 33.246 in their specifications.
SA3 kindly asks CT3 to discuss the need for any indication between GCS AS and BM-SC for the non-usage of MBMS security in the GCSE context.
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