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Abstract: This contribution is a discussion paper on the separation between User and UE in the MCPTT document and the point at which they merge and the ability to use functionality offered by MCPTT becomes a function of the MCPTT User permissions as opposed to the UE. This was submitted late, but relates to the proposals in the Harris document submitted to this meeting (S1-142036) and suggests further changes and discussion relevant to that proposal. 
Note: This contribution uses MCPTT 22.179 v0.41 as the basis for the change.
Discussion
When I review some of the requirements in 22.179 v0.41 it seems that there are quite a few requirements that talk about permissions related to functionality being at the UE and at the User Level. In a lot of cases there are 2 requirements one stated for the user and one stated for the UE. Below I have pasted in some requirements from 22.179.

When looking at these requirements, I'm unsure for some of them whether stating they are at the UE level is correct. In the extracts below, I have highlighted in yellow where the permissions maybe more correctly applied only to the MCPTT User. In green I have highlighted requirements, which seem to be correctly stated to apply to the UE level.

-------------------------------Extract from 22.179----------------------------------------------------------------------------------------
4.3
General Group Call

The MCPTT service shall provide a mechanism by which a UE can make a 1-to-many MCPTT transmission to any MCPTT Group(s) for which it is authorized.
The MCPTT service shall provide a mechanism by which an MCPTT User can determine the currently defined MCPTT Groups for which he is authorized.
The MCPTT service shall provide a mechanism by which an MCPTT UE can determine the currently defined MCPTT Groups for which it is authorized.
The MCPTT service shall provide a mechanism by which an authorized MCPTT User can determine which MCPTT Groups have at least one other MCPTT User affiliated.

The MCPTT service shall provide a mechanism by which an MCPTT UE can determine the MCPTT Groups which are currently transmitting for which it is authorized.
The MCPTT service shall provide a mechanism by which an authorized MCPTT User can determine which MCPTT Groups are active.
The MCPTT service shall provide a mechanism by which an authorized MCPTT UE can determine what MCPTT Groups have at least one active receiving member.
The MCPTT service shall provide a mechanism by which an authorized MCPTT UE can determine that a number (N1) of receiving members are present for an MCPTT group.
The MCPTT service shall provide a mechanism by which an authorized MCPTT UE can determine that a particular receiving member(s) is present for an MCPTT group.
The MCPTT service shall provide a mechanism by which an MCPTT Administrator, from any location, may define the membership of an MCPTT Group.

The MCPTT service shall allow the MCPTT Administrator to designate specific MCPTT Groups to be inaccessible to other users, including dispatchers or supervisors.

MCPTT Groups shall be able to be limited to a number of MCPTT Group members selected by the MCPTT Administrator.

The MCPTT service shall present users with alphanumeric identifiers (with a minimum length of N3) (i.e., Alias ID) for the users of the UEs or for the MCPTT Groups.

The MCPTT service shall support an MCPTT User’s ability to affiliate to a multiplicity of MCPTT Groups.
The MCPTT service shall provide a notification, for example audio and/or visual, to a user that there are no members on an MCPTT Group being used/monitored by the user and that the user is the only user affiliated to that MCPTT Group.

The MCPTT service shall provide, upon request, the list of affiliated members on an MCPTT Group to an authorized user regardless of the user’s affiliation.

The MCPTT service shall provide, upon request, the list of affiliated members on an MCPTT Group to an authorized UE.

The MCPTT service shall provide, upon request, the complete list of members of an MCPTT Group to an authorized user.

The MCPTT service shall provide, upon request, the complete list of members of an MCPTT Group to an authorized UE regardless of the UE’s membership.
Editor’s Note: It is for further study (FFS) to reconsider the above four requirements.

4.3.1
Broadcast Group Call

The MCPTT service shall support Broadcast Group Calls from authorized MCPTT Users as determined by the MCPTT Administrator.

The MCPTT service shall only allow the initiating MCPTT User to transmit on a Broadcast Group Call, unless overridden.

The MCPTT service shall support automatic affiliation of the MCPTT UE to a Group-Broadcast Group or User-Broadcast Group.
The MCPTT service shall support Broadcast Group Calls to a dynamically defined geographic area.

4.3.4
Call Monitoring

The MCPTT service shall allow a UE to be receiving or transmitting in one MCPTT Group while simultaneously monitoring additional MCPTT Groups.
The MCPTT service shall provide a mechanism for an authorized UE to prioritize the order in which multiple MCPTT Groups are monitored by the UE.
The MCPTT service should provide a mechanism for an MCPTT Administrator and/or authorized user to prioritize the order in which multiple MCPTT Groups are monitored by the UE.

The MCPTT service shall, provide multiple Talker IDs for display on UEs when multiple MCPTT Groups are monitored.

The MCPTT service should provide a mechanism for an MCPTT Administrator and/or authorized user to order the MCPTT Groups being monitored by the UE.
The MCPTT service shall provide a mechanism to configure the number (N4) of calls to be simultaneously received by a UE, authorized by an MCPTT Administrator and/or authorized user.
The MCPTT service shall provide a mechanism for an MCPTT Administrator to limit the total number (N5) of MCPTT Group transmissions that a UE can simultaneously receive.
4.4
Private (individual; 1-to-1; 1:1) Call

The MCPTT service shall provide a means by which a UE can make a 1-to-1 MCPTT transmission to any user for which it is authorized.
The MCPTT service shall provide a mechanism for an MCPTT Administrator/Supervisor to configure which users, within their authority, can place an MCPTT Private Call.

The MCPTT service shall provide a mechanism for an MCPTT Administrator/Supervisor to configure which UEs, within their authority, can place an MCPTT Private Call.
The MCPTT service shall provide a mechanism for an MCPTT Administrator to configure for a particular authorized UE, a set of UEs under the same authority to which an MCPTT Private Call can be made. 

The MCPTT service shall provide a mechanism for an MCPTT Administrator to configure for a particular authorized participant, a set of participants under the same authority to which an MCPTT Private Call can be made.

Editor’s Note: The relationship between the authorizations of UEs vs. User is FFS.

-------------------Extracts from 22.179 end-----------------------------------------------------------------------------------------------

Discussion continued

As this is a late document (document number requested in time, document not submitted prior to the deadline.) I appreciate that this document may not have time to be treated, but I wanted to introduce some concepts and some suggestions that could be usefully discussed. I note that there is the document submitted by Harris Corporation (S1-142036) that talks about User and UE permissions, but it only suggests changes to the section 4.4 (parts of which are highlighted above), whereas perhaps further changes are required elsewhere in the document (as indicated by more extract above.) as it mentions UEs affiliating to groups for instance, but in discussions about defining terms this concept has not come up, however if it is a requirement it should be clear what we mean by this.

On the next page I have proposed a high-level conceptual model about how MCPTT should work, because I think it would be useful to clarify this to help with downstream work. There are key features/assumptions that are represented by the diagram (figure 1), that I shall further elaborate on, these can perhaps be discussed individually to determine the degree of agreement on these and could help shape future CRs in this area. You will note that from the quoted requirements that some of these concepts have already been introduced into the MCPTT document, so what I am trying to do here is tie things together and to create terminology that can represent the different states. 
1) Local authentication to the User Client?- To be able to use MCPTT in a completely Off-Network mode it would seem sensible there needs to be some user authentication that is available off-line, it would also seem sensible that the radio resources and security to be used for groups is available off-line, it is a stage 2 decision as to whether this information is stored on the UE or perhaps a token.
2) Consistent Authentication for Offline/On-Line- It would seem sensible that a similar mechanism is used for Authentication on-line and off-line, as when a MCPTT User starts using a UE they may not be aware that they are off-line, so there might be similar steps. So that you authenticate once and then this information is sent up to the GCSE/MCPTT AS?
Currently there is the following requirement in MCPTT 22.179,  4.10 Security, to support this:


The MCPTT service shall provide the MCPTT User with a mechanism to perform a single authentication for 
access to all authorized features.

3) Connected MCPTT User/ Off-Network User.- It is a key aim that the service Off-Network will align as much as possible to the On-Network service, however realistically there will be differences between the services available on and Off-Network. An examples of this could be that Off-Network an MCPTT User can not be monitored in the same way that an Connected MCPTT User could. 
4) Connected MCPTT UE.- There does seem to be the sense that there is particular functionality that is available without User Authentication. This would have to be basic functionality and should be clearly defined, potential examples where an interaction would be useful is for the use of Emergency Calls and perhaps for monitoring type functionality in the case where 
Currently there is the following requirement in MCPTT 22.179,  4.10 Security, to support this:


The MCPTT service shall provide a means by which an authorized MCPTT UE is allowed access to selected 
MCPTT features prior to MCPTT User authentication.
5) UE Affiliates to a Group?- In other contributions I have tried to clarify an MCPTT Group Member Affiliating to an MCPTT Group that they are a member of. Is there also a separate concept of a UE Affiliating to a Group and is this different from a User Affiliating to a group? If so what takes precedence?



     Currently there is the following requirement in MCPTT 22.179,  4.10 Security, to support this:

    The MCPTT UE shall be configurable as to which group will be used for the emergency communications.


    The MCPTT UE shall be able to immediately affiliate to the configured group.

6) One MCPTT UE can support multiple MCPTT Users?- This is not represented explicitly stated in the diagram, however it is implied by the fact that you have an MCPTT UE and then an MCPTT User logs in (is authenticated) at that what a User is able to do is determined by their User permissions. The issue here potentially becomes what is stored remote from the GCSE/MCPTT AS, as for a device to support multiple users does it need to store all their individual settings. 

Currently there is the following requirement in MCPTT 22.179,  4.10 Security, to support this:


The MCPTT service shall support suspending or disabling of access from an MCPTT UE or an MCPTT User to 
the MCPTT service.

7) Diagram does not represent Network to UE Relay- At this stage I was not clear how to represent that state of Network to UE Relay, as to whether it has the same functionality as a Connected MCPTT User or whether it would have subset of that functionality.
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Figure 1- Diagram representing the flow of the high level permission states in MCPTT.
Proposal
The diagram above is discussed with consideration for the 7 points above. A form of the diagram is inserted into the TS and additional supporting requirements are added. The discussion on this also should align with the agreed result of the Harris document (S1-142036)
================= First Change ===================
4.1
Overview
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Figure 1- Diagram representing the flow of the high level permission states in MCPTT.

================= Second Change ===================
4.x.x
Support for Multiple Devices

The MCPTT service shall allow an MCPTT User to authenticate to multiple MCPTT UEs concurrently.

The MCPTT service shall ensure that the MCPTT User authenticates each MCPTT UE separately.

The MCPTT service shall provide a notification to the MCPTT User if the MCPTT User is already authenticated to another MCPTT UE.

The MCPTT service shall provide the mechanisms to allow an MCPTT User to override or log off remotely from other MCPTT UEs.

