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Abstract

This Tdoc proposes the missing potential security requirements for 4.6.
Discussion

To remotely control a device (e.g. a camera) both service discovery and communication steps are necessary. Therefore, the right to control a remote device that has been established as a pre-condition for this use case implies that user permission is required for both. 

Permissions are exclusive (see post conditions) from which we get the requirement for a user permission for disclosing identity and service information.
Similarly user data must also be protected in the same manner and may not be forwarded by the 3GPP system without permission.

Lastly, no right to consent is complete without the right to revoke such consent and a specific requirement is added to that effect.
>>>>>>
1’st Change
<<<<<<<<<<

4.6
eICBD Security Use Case

4.6.1
Description

This use case describes user permissions required to set up eICBD operation

4.6.2
Pre-Conditions

An operator offers a service which makes use of the eICBD feature, in which:

-
Mary has a video camera. The camera uses a management and video sharing application which is enabled to use this eICBD feature. The camera has an eICBD enabled UE. An instance of the application is also installed Mary’s and Peter’s UEs. 

-
John is Mary and Peter’s less than friendly neighbor and has installed the same application on his UE. 

-
In the context of this application, the following relationships are established:

-
Mary and Peter have the right to control the camera and access its video stream.  

-
John does not.

4.6.3
Service Flows
-
Following some exchange between the application instances on the camera and / or UEs and between them and the 3GPP system, the 3GPP system sets up an end to end link between the camera UE and Mary’s UE using an optimized path.

-
John’s application does not know of the existence of the camera (although he may have access to other cameras).

-
Other applications installed on Mary’s UE do not have access to the camera.

4.6.4
Post-Conditions

None

4.6.5
Potential Requirements


The 3GPP system shall not disclose identity and service information of a UE to other UEs unless specifically permitted by its user
The 3GPP system shall not forward user data to and from other users without both sides specific permission
User’s permission may be revoked at any time
