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Foreword

This Technical Report has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:

Version x.y.z

where:

x
the first digit:

1
presented to TSG for information;

2
presented to TSG for approval;

3
or greater indicates TSG approved document under change control.

y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.

z
the third digit is incremented when editorial only changes have been incorporated in the document.

1
Scope

More and more devices are becoming connected. These connected devices can be MTC devices such as smart meters, but increasingly all kinds of consumer electronic devices (e.g. photo cameras, navigation devices, e-books, hifi equipment, TVs) are connected. Where Machine-Type Communication is generally client server based, many consumer electronic devices also communicate with other consumer electronic devices. For example a photo camera can communicate with a printer, or a media server can communicate with hi-fi equipment. It may be of interest for the cellular industry to support infrastructure based discovery and communications between connected devices, i.e. without the need for intermediate network servers.

In this context, the objective of the present document is to study:

•
Potential enhancements to support secure discovery of UEs of interest 

•
Potential enhancements to support secure optimized end-to-end data communication between UEs via the 3GPP infrastructure

•
Potential enhancements derived from user requirements for identification in communication between UEs

•
Potential interactions of data communication between devices with LIPA and SIPTO

UEs may represent functions/capabilities provided by non-3GPP devices in order to support interworking. However, discovery of, or end-to-end data communication with, non-3GPP devices themselves is out of scope.

Potential enhancements will be studied through the definition of use cases. From these use cases, potential requirements are identified. For potential requirements identified, if any, it will be determined what is the best way to approach normative specification.

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TR 41.001: "GSM Release specifications".

[3]
3GPP TR 21 912 (V3.1.0): "Example 2, using fixed text".

…

[x]
<doctype> <#>[ ([up to and including]{yyyy[-mm]|V<a[.b[.c]]>}[onwards])]: "<Title>".

It is preferred that the reference to 21.905 be the first in the list.

3
Definitions and abbreviations
3.1
Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [1] and the following apply. 
A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].

Definition format (Normal)

<defined term>: <definition>.

example: text used to clarify abstract rules by applying them literally.

3.2
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. 
An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].

Abbreviation format (EW)

<ACRONYM>
<Explanation>

4
Scenarios and Use Cases

4.1
UE requests a Globally Routable IP Address from its MNO
4.1.1
Description

Bill and Dave are students at USC.  USC maintains a P2P server that manages a database of media content that students want to share with each other. 

Dave took videos of the Homecoming football game using his UE and wants to share them.  However, Dave’s UE does not have globally routable IP address, so he has his UE request one from his MNO and indicate his desired access permissions (i.e. which UE(s) and/or IP address(es) have permission to access it via IP).  Once Dave’s UE gets a globally routable IP address, Dave logs into USC’s P2P server and updates his profile to advertise his Homecoming game videos and publish his globally routable IP address along with them. (Note: a "globally routable IP address" can be a personally assigned public IP address, an IP address to the UE’s firewall and a port number to the UE, etc.) 

Later, Bill logs into the server, finds Dave’s videos, chooses one to watch, and clicks to download it.  
At a later date, Dave’s MNO informs him that his globally routable IP address is no longer available, so he logs onto USC’s P2P server and suspends his content offerings. 
4.1.2
Pre-conditions

-
Bill and Dave are subscribers of LTE services deployed by different MNOs and are associated with different LTE base stations.

-
Bill and Dave are registered with USC’s P2P server.

-
Dave has Homecoming football game videos on his UE that he wants to advertise on USC’s P2P server.

-
Dave’s MNO enables his UE to request and receive a  globally routable IP address and indicate his desired access permissions. 
4.1.3
Service Flows
-
Dave requests a  globally routable IP address with certain access permissions from his MNO.

-
Dave’s MNO provides his UE with a  globally routable IP address that has desired access permissions.

-
Dave logs into USC’s P2P server, updates his profile to include information about the Homecoming football game videos he wants to share along with his UE’s newly acquired globally routable IP address, and then logs out.

-
Later, Bill logs into USC’s P2P server, finds Dave’s video, and clicks to download it.

-
Bill’s UE establishes a P2P session with Dave’s UE using the globally routable IP address provided in Dave’s profile and downloads the video from Dave’s UE.
-
At a later date, Dave’s MNO informs him that his assigned globally routable IP address is no longer available, so he logs onto USC’s P2P server and suspends his content offerings.
4.1.4
Post-conditions

-
Dave’s UE has a private IP address.
4.1.5
Potential Impacts or Interactions with Existing Services/Features

-
This may interact with ProSe service continuity features.


4.1.6
Potential Requirements
-
A UE shall be able to request a globally routable IP address from its MNO and indicate which UE(s) and/or IP address(es) have permission to access it.

-
An MNO shall be able to provide a globally routable IP address to a UE and limit access to it per the UE’s indicated permissions.

-
An MNO shall be able to withdraw a UE’s globally routable IP address and inform the UE that it no longer has a globally routable IP address.

4.2 
UE requests its MNO to help create IP connection to another UE 
4.2.1
Description

Bill wants to compete in a P2P video game on his UE against his friend, Dave.  However, since neither Bill nor Dave has a public IP address, Bill’s UE requests his MNO to help it create an IP connection with Dave’s UE.
4.2.2
Pre-conditions

-
Bill and Dave are subscribers of LTE services deployed by different MNOs, and their UEs are associated with LTE eNBs.

-
Neither Bill’s nor Dave’s UEs have public IP addresses, but their UEs are equipped with a service that allows them to request/receive assistance from their MNOs to help create IP connections to other UEs.

-
Bill’s and Dave’s MNOs are equipped to assist UEs with establishing IP connections between UEs belonging to the same or different MNOs.

-
Bill and Dave have the same P2P gaming application on their UEs.

4.2.3
Service Flows
-
Bill starts the P2P gaming application on his UE and enters the game “lobby” to look for other users currently interested in playing the game.

-
Bill sees that his friend Dave is in the game "lobby" and invites him to compete.

-
Dave receives an invitation via the game "lobby" on his UE and accepts it.

-
Bill and Dave negotiate game rules and P2P session parameters via the game “lobby”. 

-
Bill’s UE is chosen to be the game’s P2P session server, prompting Dave’s UE to forward its UE and MNO identifiers to Bill’s UE.

-
Bill’s UE requests his MNO to help establish an IP connection to Dave’s UE using the identifiers provided by Dave’s UE.

-
Bill’s MNO contacts Dave’s MNO and together they help establish an IP connection between the UEs.

4.2.4
Post-conditions

-
Bill and Dave are competing with each other in a P2P session over an IP connection created with help from their MNOs.

4.2.5
Potential Impacts or Interactions with Existing Services/Features

FFS
4.2.6
Potential Requirements
-
A UE shall be able to request help from its MNO in establishing an IP connection to another UE that does not have a globally routable IP address. The UEs may be in the same or different MNOs.
-
An MNO shall be able to inquire of a UE whether a specific UE has permission to connect to it over IP.

Editor’s Note: How a UE indicates access permission is FFS.

4.3
Automated IP Connectivity Establishment for UEs with Private IP Addresses
4.3.1
Description

Bill and Dave have UEs with private IP addresses.  Their UEs are engaged in a P2P session over a direct radio link.  Both UEs are signed up for ProSe.  The MNOs are equipped to collaboratively facilitate the establishment of IP connectivity between UEs with private addresses.  ProSe takes advantage of this MNO capability to provide Bill’s and Dave’s UEs with IP connectivity over the infrastructure path before they lose their direct radio link, thereby guaranteeing service continuity.
4.3.2
Pre-conditions

-
Bill and Dave are subscribers of LTE services deployed by different MNOs, and their UEs are associated with LTE eNBs.

-
Bill’s and Dave’s UEs have private IP addresses.
-
Bill’s and Dave’s MNOs are equipped to facilitate the establishment of IP connectivity between UEs with private IP addresses.

-
Bill’s and Dave’s UEs are engaged in a P2P session over a direct radio link.

-
Bill’s and Dave’s UEs are subscribed to their MNOs’ ProSe.

4.3.3
Service Flows
-
Bill’s MNO’s ProSe detects that Bill’s and Dave’s direct radio link may fail in the very near future, which triggers the MNO to contact Dave’s MNO to facilitate the establishment of IP connectivity over the infrastructure path to ensure service continuity before the direct radio link fails.

-
Bill’s and Dave’s MNOs facilitate the establishment of IP connectivity between the UEs over the infrastructure path.

-
Bill’s and Dave’s direct radio link begins to fail prompting a move of their P2P session to the established IP connection on the infrastructure path.

4.3.4
Post-conditions

-
Bill and Dave are engaged in their P2P session over the IP connection on the infrastructure path.

4.3.5
Potential Impacts or Interactions with Existing Services/Features

-
This may interact with ProSe service continuity features


4.3.6
Potential Requirements
-
A UE and its MNO shall be able to agree upon triggers that will cause the MNO to automatically assist the UE in establishing IP connectivity to another UE. The UEs may belong to the same or different MNOs.

4.4
eICBD Use Case for limited backhaul scenario

4.4.1
Description

This use case describes a scenario where two devices may be in an environment where UEs are under coverage of  H(E)NBs and are able to communicate through a local gateway (LGW) to offload user traffic (e.g. within a University Campus). 

4.4.2
Pre-Conditions

An operator offers a service which makes use of the eICBD feature, in which:

-
An eICBD-enabled UE of a given user is under coverage of a H(E)NB and is able to communicate through a local gateway;

John and Peter have a gaming application installed on their smartphones. It is a P2P gaming application which requires both users to play simultaneously against each other.

In the context of this application, the following assumptions are made:

-
John and Peter use eICBD-enabled devices.

-
John and Peter are subscribed to an operator service that allows them to use eICBD through a LGW;

-
The gaming application used by Peter and John is aware that the UEs are eICBD capable.

-
John and Peter have interacted with an application and have included each other in a list of persons with whom they would like to play this game

4.4.3
Service Flows

John and Peter activate the P2P game application. Thus (e.g. following interaction with her application), the user experience is such that, without any further user interaction with the device:

-
The application may verify that Peter and John are interested in playing at this time.

-
The application interacts with the EPS to determine that both John and Peter’s devices are available within the 3GPP system 

-
The EPS sets up an optimized path for data communication between John and Peter devices. The path may take into account the devices connectivity options

-
The EPS may determine whether John and Peter are able to communicate through a LGW 

-
If so, the 3GPP system sets up an optimized data path for the gaming application such that the application data packets are routed locally 

- 
John and Peter start playing the game.

4.4.4
Post-Conditions

None

4.4.5
Potential Requirements

Based on operator policy and user permission the system shall be able to set up an optimized communication path with discovered devices.

The EPS shall be able to take into account local gateway connectivity of both UEs in setting up an optimized data path.

The system shall be able to move the communication path between non-optimized and optimized paths and between different optimized paths.
4.5
Service discovery
4.5.1
Description

This use case describes a scenario for service discovery that can be used for any application. A D2D application for connecting to a car is used as an example to illustrate this use case.
4.5.2
Pre-conditions

-
Mary and John together own two cars – one is Mary’s primary car and the other is John’s primary car
-
Mary and John subscribe to D2D service discovery provided by Operator X.

-
Mary and John have registered their cars, phones and possibly other devices in a common ownership group as part of the D2D discovery service.

-
The phones and cars from Mary and John may use subscriptions with different operators.

-
The phones and cars all have default data connections established.
4.5.3
Service Flows

-
Mary decides to take her primary car. The car is parked in the parking garage belonging to their apartment. The car is an electric car and is charging at a charging point in the parking garage. Before leaving Mary wants to check the charging status of her car.

-
Mary takes her phone and starts an application for the remote control/management of electric cars.

-
The application on the phone and other devices belonging to John and Mary communicate between each other and use a service discovery protocol (e.g. UPnP) to discover which devices provide related services – i.e. that are electric cars.

-
Mary sees on her phone that there are two cars that she can control/manage. The cars are identified by make and an identification that is useful for Mary (e.g. Mary’s primary car and John’s primary car).

-
Mary selects her primary car on the application.

-
Mary now sees the services that her primary car provides. She is looking for the application that provides charging status. However, she sees that the car manufacturer has updated the car software and the car now also has an application that allows her to remotely pre-heat the car or switch on the air-conditioning. As it has been freezing, she switches on the pre-heating so that the windows of the car will be defrosted when she arrives.

-
Mary remembers that she has recently downloaded a new album from her favourite band on her MP3 device. She wants to listen to the album on the car stereo and checks whether the music is already available on the car’s media server. Mary uses her phone to control the media synchronisation from her MP3 device to the car’s media server. The file should be transferred by the time she gets to the car. Mary is notices that uploading media to the media server in the car works exactly the same as when she uploads media to the media server at home.

-
Finally Mary checks that the alarm system of the car is still enabled. Good thing nobody but herself and John can access the car control system and remotely disable the car alarm.
4.5.5
Potential requirements
-
The 3GPP system shall provide support for service discovery frameworks (as are commonly used for consumer devices in home environments) for UEs connected to the mobile network. The service discovery frameworks themselves are outside 3GPP.

-
The 3GPP system shall support the definition of groups of 2 or more UEs (e.g. based on common ownership); service discovery frameworks running on a UE within the group can distribute service discovery information to all other UEs in the group. UEs that are not part of a group will not be able to receive the service discovery information distributed for that group.
4.6
eICBD Security Use Case

4.6.1
Description

This use case describes user permissions required to set up eICBD operation
4.6.2
Pre-Conditions

An operator offers a service which makes use of the eICBD feature, in which:

-
Mary has a video camera. The camera uses a management and video sharing application which is enabled to use this eICBD feature. The camera has an eICBD enabled UE. An instance of the application is also installed Mary’s and Peter’s UEs. 

-
John is Mary and Peter’s less than friendly neighbor and has installed the same application on his UE. 

-
In the context of this application, the following relationships are established:

-
Mary and Peter have the right to control the camera and access its video stream.  

-
John does not.

4.6.3
Service Flows
-
Following some exchange between the application instances on the camera and / or UEs and between them and the 3GPP system, the 3GPP system sets up an end to end link between the camera UE and Mary’s UE using an optimized path.

-
John’s application does not know of the existence of the camera (although he may have access to other cameras).

-
Other applications installed on Mary’s UE do not have access to the camera.

4.6.4
Post-Conditions

None

4.6.5
Potential Requirements
TBD
4.x
Use Case X
Text to be provided.

4.x.1
Description

Text to be provided.

4.x.2
Pre-conditions
Text to be provided.

4.x.3
Service Flows

Text to be provided.

4.x.4
Post-conditions
Text to be provided.

4.x.5
Potential Impacts or Interactions with Existing Services/Features
Text to be provided.

4.x.6
Potential Requirements
Text to be provided.

5
Overview

5.1
Data paths in eICBD communications

5.1.1
Data Default data path scenario

The typical data path in common usage is: 
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Figure 5-1: Default data path for communication between two UEs.
All UE-UE traffic is carried through the EPC and the internet (and may include a media server). IMS, if used, replaces the internet media server with an IMS server.
5.1.2
eICBD Communication scenario

In eICBD the EPC uses an optimized path between the UEs which minimizes the number of hops. Several configurations are possible which depend, among other factors, on the availability of local network connections. 

The general case is depicted in Fig. 5-2. UE-UE traffic passes through an SGW, a PGW and another SGW, eliminating a minimum of 2 hops to and from a media server. Additionally it could eliminate extra buffering in the media server. 
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Figure 5-2: An optimized data path for communication between two UEs.
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Figure 5-3: An Optimized data path for low backhaul bandwidth case with a standalone LGW. Data path for neighbouring UE’s served by different eNB’s. 

Figure 5-3 depicts the case where both UEs and their eNBs are for example on a corporate campus which typically offers a much higher bandwidth locally then to the EPC. A single standalone LGW can span several eNB and provide high data rate connectivity between UEs associated with them. 

Note also that WI ProSe is required to support local traffic between two UEs that are attached to the same eNB or to different eNB without use of gateways. This case is out of scope for eICBD.
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Figure 5-4: eICBD Communication path via local eNB (with/without a standalone LGW). Data path for neighbouring UE’s served by the same eNB with/without a standalone LGW.
Figure 5-4 depicts the case where both UEs served by the same eNB, which are very common for indoor environment, including multi-story building environment. The examples may include, but not limited to, home environment and enterprise environment in which some applications require a high level of traffic demand, such as home entertainment.
Editor’s Note: An optimized data path via a local eNB is one of possible data paths for two eICBD-enabled UE’s. This is independent of the ProSe Communication path with routing via a local eNB.
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Annex B

Editor’s note: this is a temporary annex that should be removed before the Technical Report is sent for approval

This annex is intended to help scope the eICBD study. The proposed scoping is derivable from the WID objectives and that can be used to help in deriving eICBD potential requirements.

The annex is organized by WID objectives.

B.1
How is a UE of interest defined? 

The WID contains an objective to study 

-
… secure discovery of UEs of interest 

A device could be considered of interest if it belongs to a certain person or group (looking for my or my department’s printer). Thus we see that the ownership of the device is a deciding factor in the interest. An application could convey the necessary information to identify a person or device of interest.

A device could also be considered of interest if it offers certain services. For example, one would want to discover a home TV surveillance camera, in which case the service is streaming video of a specific site.

From the above it seems that both user and / or owner of a device and the service it offers determine if it is of interest to another user. 

An application is a convenient tool to determine and manage identities and services. 

From the above we draw the following guideline:

Guideline 1: A UE of interest is defined in terms of ownership and service which can be defined by an application or applications.

B.2
What is the meaning of 'Secure end to end data communication"? 

The WID contains an objective to study 

-
… secure discovery of UEs of interest 

One would assume that normal security requirements that apply to 3GPP would apply to this mode of communication and include data confidentiality and possibly integrity. Therefore:

Guideline 2: eICBD enabled system should support the current EPS security standards.

B.3
Interaction with LIPA and SIPTO 

The WID contains an objective to study 

-
Potential interactions of data communication between devices with LIPA and SIPTO

LIPA allows an operator to bypass its own EPC to shunt data directly to and from a local network (if available) using e.g. a local gateway. The operator should be able to exploit this architecture also for an eICBD end to end connection to reduce EPC traffic. Other architectures are also possible, therefore:
Guideline 4:  Various architectures that may be used to optimize the data path should be considered for eICBD.
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