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3
Justification

Spoofing or malicious modification of caller information such as Calling Line Identification and Caller Name (Caller ID) has become a significant problem in many countries.  The complaints regarding these calls range from nuisance calls, violations of various phone solicitation rules (such as the US Federal Trade Commission’s Telemarketing Sales Rules) to being used as a platform for significant fraud, identity theft and social engineering.  Various malicious uses of caller information spoofing include these categories: swatting, vishing, and TDOS.

There are several SDOs dealing with identifying caller information spoofing including IETF’s stir, 3GPP’s SA3 and ATIS’s CSEC.  However the focus of these is to only define methods to verify that the caller information is authentic and the caller is authorized to use the supplied caller information.  What can be done with the calls where the caller information is determined to be unauthorized or unauthentic is not addressed in these activities.

There is a need to consider defining a new service for handling calls identified by caller information that is either not authenticated or not authorized to be used by the caller.  Likewise there is a need to identify which existing 3GPP supplemental services would interact with handling spoofed calls.
4
Objective

This study aims to examine the use cases and identify potential requirements for handling voice calls where caller information is identified as being unauthenticated or the caller is not authorized to use the supplied caller information. This study aims also to identify potential interactions with existing voice supplementary services.

As part of this study the following service aspects of dealing with spoofed calls should be considered:

· Reporting of spoofed voice calls to the user (e.g. an identifiable ringtone when a spoofed call is detected);
· Support for further operator or law enforcement handling of reported spoofed voice calls (e.g. to aid in fraud and law enforcement investigations);
· User and network specified treatment of spoofed voice calls and differences between CS and MTSI voice service capabilities (e.g. recording the caller information in a “spam folder” in voicemail);

· User reporting of spoofed voice calls when network based detection does not detect a spoofed voice call. (e.g. for handling false negative network detection)
5
Service Aspects

None identified.
6
MMI-Aspects

None identified.
7
Charging Aspects

None identified.
8
Security Aspects

None identified.
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SA1: Sprint, Greg Schumacher (Gregory.schumacher@sprint.com)
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