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This annex is intended to help scope the eICBD study. The proposed scoping is derivable from the WID objectives and that can be used to help in deriving eICBD potential requirements..

This Tdoc presents several conclusions that can be drawn from the WID for discussion by SA-1.
From the WID:
(SP-134018) 
3
Justification

More and more devices are becoming connected. Market research suggests that in 2020 the total number of connected devices will grow from 9 Billion today to 24 Billion, with half of these incorporating mobile technology [www.gsma.com/connectedliving/]. These connected devices can be M2M devices such as smart meters, but increasingly all kinds of consumer electronic devices (e.g. photo cameras, navigation devices, e-books, hifi equipment, TVs) are connected. It is of interest to the cellular industry to increase the portion of consumer electronic devices that are connected via mobile networks.

Where Machine-to-Machine (M2M) communication is generally client server based, many consumer electronic devices also communicate with other consumer electronic devices. For example a photo camera can communicate with a printer, or a media server can communicate with hi-fi equipment. There is clearly the need to support communications between connected devices, i.e. without the need for intermediate network servers.

Examples of a non-3GPP technology that support communication between consumer electronic devices are Digital Living Network Alliance (DLNA) http://www.dlna.org/ and Universal Plug and Play (UPnP) www.upnp.org. DLNA and UPnP enable the discovery of other devices of interest, after which IP level data communication is made possible between the devices. DLNA and UPnP however only work within the confines of a single WLAN/LAN. How DLNA and UPnP could be supported over a cellular network infrastructure is not clear.

Within 3GPP, Proximity-based Services (ProSe) provide discovery of devices and communication between devices in proximity. For certain use cases, discovery and communication should work the same, irrespective of where the two devices are located. It should be possible to support communication between devices, e.g. two game consoles, even when they are in different countries. In that case, the communication is handled via the 3GPP infrastructure.

Many of the use cases of direct communication via the 3GPP infrastructure would likely involve small cell deployments (e.g. Local IP Access (LIPA)) or would benefit from data offloading (e.g. Selected IP Traffic Offload (SIPTO)). The interaction of infrastructure based communication between devices with local IP access and offloading should be investigated.

Exchange of data between consumer devices can also be supported with cloud based Over-the-Top (OTT) applications. But these OTT applications are generally not interoperable. The idea of this study item is to investigate the possibility of a generic communication capability that can generate a new revenue source for mobile network operators.

4
Objective

The objective of this study item is to study:

· Potential enhancements to support secure discovery of UEs of interest 

· Potential enhancements to support secure optimized end-to-end data communication between UEs via the 3GPP infrastructure

· Potential enhancements derived from user requirements for identification in communication between UEs

· Potential interactions of data communication between devices with LIPA and SIPTO

UEs may represent functions/capabilities provided by non-3GPP devices in order to support interworking. However, discovery of, or end-to-end data communication with, non-3GPP devices themselves is out of scope.

Potential enhancements will be studied through the definition of use cases. From these use cases, potential requirements are identified. For potential requirements identified, if any, it will be determined what is the best way to approach normative specification.

Discussion & Conclusions

The objectives above leave some questions for SA-1: 
· Potential enhancements to support secure discovery of UEs of interest 

1) How is a UE of interest defined?

In ProSe, a UE of interest is defined by (at least one) application. While ProSe emphasized people as the subject of interest (e.g. Friends or fellow police officers) eICBD can expand the field to include consumer electronics and other machine type communication. While offering vastly different communication profiles, certain commonalities that pertain to discovery of UEs of interest exist. For example,
· A device could be considered of interest if it belongs to a certain person or group (looking for my or my department’s printer). Thus we see that similarly to ProSe, the ownership of the device is a deciding factor in the interest and not, for example, its operator subscription identifier. Similarly to ProSe, an application could convey the necessary information to identify a person or device of interest.
· A device could be considered of interest if it offers certain services. For example, one would want to discover a home TV surveillance camera, in which case the service is streaming video.
From the above it seems that similarly to ProSe, both user and / or owner of a device and the service it offers determine if it is of interest to another user. An application is a convenient tool to determine and manage identities and services. 

Therefore I would suggest the following conclusion:

Conclusion 1: A UE of interest is defined in terms of an application or applications.

· Potential enhancements to support secure optimized end-to-end data communication between UEs via the 3GPP infrastructure

2) What is the meaning of “secure”?

One would assume that normal security requirements that apply to 3GPP would apply to this mode of communication and include data confidentiality and possibly integrity. Therefore:
Conclusion 2: eICBD enabled system should support the normal EPC security standards.

3) What is the meaning of “optimized end to end”?

In LTE today there is really no end to end data communications. Data between UEs (e.g. video) is sent first through the internet (outside of the EPC) to a media server where it is buffered, then sent to the destination UE. On its way it has to pass through at least 6 (excluding over the air) logical hops: eNB-SGW, SGW-PGW, PGW-media server and its reverse towards destination UE.
For certain application IMS server may be used which does not reduce the number of hops.

There are two disadvantages to this arrangement:

a) The more hops on the way, the heavier the burden on the operator network and underlying infrastructure.

b) The dual buffering tends to increase overall latency.

From the discussion above, we propose:
Conclusion 3: eICBD should minimize the number of hops between the source and destination UE or UEs.

· Potential interactions of data communication between devices with LIPA and SIPTO

4) LIPA allows an operator to bypass its own EPC to shunt data directly to and from a local network (if available) using e.g. a local gateway. Devices that are capable of it, if authorized by the operator, should be able to enjoy a shorter path through a local gateway. 
Conclusion 4:  Various architectures that may be used to further optimize the data path should be considered for eICBD.

· Potential enhancements derived from user requirements for identification in communication between UEs

5) One could ask for the meaning of “user requirements for identification in communication”. Simply put, the user would need to know that the data he or she is transferring is addressed to the correct recipient. From which we can conclude:

Conclusion 5:  The user shall be able to verify the source or destination of any data he or she are communicating.
>>>>>>>>>> Text Proposal A (agreed to drafting in plenary) <<<<

Annex X
This annex proposes a scope for eICBD that is derivable from the WID objectives and that can be used to help in deriving eICBD potential requirements. 

The annex is organized by WID objectives.

X.1 How is a UE of interest defined? 

The WID contains an objective to study 

· … secure discovery of UEs of interest 

A device could be considered of interest if it belongs to a certain person or group (looking for my or my department’s printer). Thus we see that the ownership of the device is a deciding factor in the interest. An application could convey the necessary information to identify a person or device of interest.

A device could also be considered of interest if it offers certain services. For example, one would want to discover a home TV surveillance camera, in which case the service is streaming video of a specific site.

From the above it seems that both user and / or owner of a device and the service it offers determine if it is of interest to another user. 
An application is a convenient tool to determine and manage identities and services. 

From the above we draw the following guideline:
Guideline 1: A UE of interest is defined in terms of ownership and service which can be defined by an application or applications.

X.2 What is the meaning of “Secure end to end data communication”? 

The WID contains an objective to study 

· … secure optimized end-to-end data communication …
One would assume that normal security requirements that apply to 3GPP would apply to this mode of communication and include data confidentiality and possibly integrity. Therefore:

Guideline 2: eICBD enabled system should support the normal current EPC EPS security standards.

X.3 Interaction with LIPA and SIPTO 

The WID contains an objective to study 

· Potential interactions of data communication between devices with LIPA and SIPTO

LIPA allows an operator to bypass its own EPC to shunt data directly to and from a local network (if available) using e.g. a local gateway. The operator should be able to exploit this architecture also for an eICBD end to end connection to reduce EPC traffic. Other architectures are also possible, therefore:
Guideline 4:  Various architectures that may be used to further optimize the data path should be considered for eICBD.

>>>>>>>>>> Text Proposal B (NOT agreed to drafting in plenary) <<<<
X.4 What is the meaning of “User requirements for identification in communication between UEs”?  

The WID contains an objective to study 

· … user requirements for identification in communication between UEs

Note that the objective is for user requirements, not UE. In data transfers today, a user will generally transfer data to another entity known to him by MS-ISDN or by URI. It is the network responsibility to ensure that the actual source / recipient of the data are indeed those represented by their identifier. 

Similarly, eICBD should ensure that the mechanisms used for end to end data communication guarantee correct senders / recipients. Therefore,

Guideline 5:  Mechanisms shall be considered to ensure the correctness of data sender / recipient as represented to the user or users.. The user shall be able to verify the source or destination of any data he or she are communicating
