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GSMA’s Signalling Security Group (SIGSG) understands that SA1 could not agree the work item description and change requests in relation to SMS barring that were proposed during the 3GPP SA1#61 meeting in Prague in January 2013 (documents S1-131258, S1-131186 and S1-131187 refer). SG assumes this may have been due to a lack of background information and would like to provide further information pertaining to the context in which the proposed changes arose. The issue is that currently, the 3GPP specifications do not enable operators to prevent fraud being perpetrated by roamers in countries where an open SMSC is available and is used.
One of the proposed changes relates to the definition of the Barring of Outgoing International Calls except to Home Country (BOICexHC, see 3GPP TS 22.088 and TS 22.041) and the application of the barring to SMS. The current definition allows subscribers with this barring applied to only send SMS through an SMSC located either in the home or visited country. The change proposed was to allow subscribers with this barring applied to SMS to send SMS only through an SMSC located in the home country but not in the visited country. We refer to this proposal as “requirement 1” and SIGSG considers this requirement to be critical to mitigate the risk of SMS roaming fraud that results from SMS traffic being routed through open SMSCs, i.e. SMSCs that do not screen or validate the A-party using them to deliver messages. Currently, the 3GPP specifications do not enable operators to prevent fraud being perpetrated by roamers in countries where an open SMSC is available and is used.
SIGSG has also considered the possibility of changing the BOICexHC barring definition so that subscribers with this barring applied could only send SMS through the home operator SMSC. We refer to this proposal as “requirement 2”. 
SIGSG understands that requirement 2 is more restrictive than requirement 1 and would provide a better protection for mobile operators and users. However, SG would like to draw the attention of SA1 to the fact that requirement 2, depending on its implementation, could imply a configuration of the visited network that could delay its deployment across roaming partners compared to requirement 1 which, apparently, does not require such a configuration. Also, requirement 2 could be considered as a later improvement after requirement 1 has been implemented.
SG kindly requests SA1 to consider supporting and progressing requirements 1 and 2 in parallel to ensure any study of requirement 2 does not delay the deployment of requirement 1.
SG thanks SA1 for reconsidering this work item and suggests that it can contact James Moran (jmoran@gsma.com) if any further information is needed.
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