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4.6.3
Requirements

NOTE:
These requirements may be combined with other use cases if policy requires that user authentication must be established or checked/refreshed for access to the AASP’s service.

-
The Operator shall be able to configure policies which govern the user authentication procedures.

-
Affiliated Application Service Providers shall be able to request a user re-authentication.

-
The user shall be authenticated according to the service providers’ authentication assurance level and freshness of the authentication.

-
The UICC may be capable of recording, securely storing and relaying to the network evidence of user authentication, the time at which the user authentication was carried out and the assurance level of that authentication.

-
The UE shall be able to carry out user authentication according to Operator provisioned policies or user preference on the UE.
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11
Suggested Requirements

11.1

Requirements for the UE
REQ_UE_001:
The UE shall support SSO authentication without user intervention based on operator-controlled credentials.
REQ_UE_002:
The UE shall support a request for user re-authentication from Affiliated Application Service Providers or the SSO Provider.
REQ_UE_003:
For the UE that supports non-3GPP access, transitions between 3GPP access and non-3GPP access technologies shall be transparent to the user from an SSO Service perspective.
REQ_UE_004:
The UE shall be able to initiate the SSO Service regardless of the access technologies supported by the UE.
REQ_UE_005:
The UICC may be capable of recording, securely storing and relaying the evidence of user authentication, the time at which the authentication was carried out and the assurance level of that authentication.

11.2

Requirements for an SSO Service
REQ_SSO_001:
The SSO Service provided by the SSO Provider shall provide secure seamless and transparent access to Affiliated Application Services to the user.
REQ_SSO_002:
The SSO Service provided by the SSO Provider shall provide secure seamless and transparent access to Affiliated Application Services for subscribers to the SSO Service using devices that support either 3GPP access or non-3GPP access.
REQ_SSO_003:
The SSO Service shall be able to support the OpenID specification.
REQ_SSO_004:
The SSO Service shall support authentication based on operator-controlled credentials and policies.


REQ_SSO_005:
The SSO Service may support negotiation and use of an agreed authentication method between the Operator and the SSO Provider. The negotiation of an authentication method may be repeated each time the user accesses an AASP’s service.
REQ_SSO_006:
The SSO Service shall support seamless service continuity between 3GPP access and non-3GPP access technologies during the same Affiliated Applications Service session.
REQ_SSO_007:
Login to a subscription created through a 3rd Party IdP using the 3GPP SSO Service shall be transparent to the user. The user shall be able to configure which 3rd party SSO identities are used with the 3GPP SSO Service.
12
Summary and conclusions


 Better to review after Kyoto discussion.
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