SA WG1 Temporary Document
Page 2

[bookmark: _Toc257726419]3GPP TSG-SA1 (Services) — SA1#53	 		     		S1-110057
14 – 18 February 2011
Nashville, TN USA
Source:	Alcatel-Lucent, Alcatel-Lucent Shanghai Bell, InterDigital
Title:		Proposed Use Case for the TR 22.895 
Document for:	Discussion and approval
Agenda Item:	9.6
Work Item / Release:	SSO_Int/Rel-11
1. Introduction

This pCR proposes a new use case for the  TR 22.895, Study on Service aspects of integration of Single Sign-On (SSO) frameworks with 3GPP operator-controlled resources and mechanisms.
2. pCR
******* Begin Changes **********
4.X Accessing a Third Party Web Service using OpenID 
A user, who has a subscription with a mobile network operator, accesses a Web service which supports OpenID, for example an online photo service. The user’s network operator is also an OpenID identity provider. Upon making a request, which contains the user’s OpenID identifier to the online photo service, the user gains an authenticated access to the photo service for viewing access-protected photographs without being involved in the authentication procedure. The mobile operator is able to provide the authenticated access in the environment where GBA is not supported. 
4.X.1 Pre-conditions
· A user has a subscription with the mobile network operator
· The user’s network operator is also an OpenID identity provider
· The user has established an OpenID identifier has been established by with the network operator
· The online photo service is a Web service that supports OpenID
· The online photo service trusts the user’s network operator for the user  authentication 
4.X.2 Entities involved in the use case
The following entities are involved in the authentication procedure:
· User with the user equipment (UE), which is capable of running a Web client and communicating with the appropriate operator credentials SIM application
· [bookmark: _Toc141765218]Application Web server — an entity providing an online photo service. It plays the role of a Relying Party 
· OpenID identity providing service (OP), which is controlled by the operator
· Operator’s HSS
[bookmark: _Toc260159772][bookmark: _Toc260161054][bookmark: _Toc260161384][bookmark: _Toc272126870][bookmark: _Toc272287210][bookmark: _Toc272298644][bookmark: _Toc283703737]4.X.3 Additional requirements for the entities participating in the authentication
· Requirements for UE
UE must be capable of:
· Authenticating with the use of the HTTP Digest AKA methodoperator controlled credentials . 
· Communicating with the appropriate SIM application 
· Conditions Requirements for the application Web server (Relying Party)
The application server must be able to support OpenID specification [aa] 
· Requirements for the OP 
OP must be able to:
· Perform the HTTP Digest AKA authentication based on operator controlled credentials.
· Correlate the user OpenID identifier with the appropriate identifier (such as IMSI or IMPI)
· Serve as an OpenID identity provider
· Requirements for HSS
There are no additional requirements for HSS 
********* End Changes ************
It is agreed to add the following text to the Deployment Scenarios section of the TR:

 The following deployment scenarios apply to all Use Cases in Section 4.  
The operator is able to provide the authenticated access in operator environments where GBA is supported or not.
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