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Discussion
The proposed requirements try to address the SPIT/UC problem in IMS, which may indeed become a serious threat in IMS and VoIP in general. "Shall" is used for almost all these requirements, which mean that they would be mandatory to implement. One problem with these requirements is that their business and regulatory implications need careful study before they can be agreed. This problem is within the remit of SA1. Another problem with these requirements is that they mandate the use of certain MEASURES against SPIT/UC, such as marking of calls, classification by the user, reporting by the user to the operator etc. But the evaluation of protection measures seems more within the responsibility of SA3. 
We detail here only a few of the problems we see with these requirements by way of example. More details can be left to the discussion.

· Clause 7.x.1, first requirement “IMS shall support capabilities to detect, classify and mark Unsolicited Communication in the IMS.” 
· Clause 7.x.1, second requirement “Prevention of delivering UC to the terminating party…”

· Clause 7.x.2, first requirement “IMS shall support capabilities that enable a PLMN to detect that an IMS session should be classified as UC according to PLMN specific classification schemes.”
Comments on the above: 

· Classifying and marking users as potential SPITters by the operator may be problematic from a regulatory and business point of view. What about liability issues when the operator prevented the delivery of a call due to classifying and marking, and this has serious consequences for the caller or callee, e.g. in a call attempt to a doctor? What about reputation damage? Probably different regulations apply in different countries, so what about roaming? All this needs careful study.

· What can be standardised wrt to classification? Is it the semantics so that every IMS user worldwide can have the same understanding of the meaning of a certain classification score? How to do this? Or is it the classification algorithms? But the standardisation of algorithms may hinder swift responses to changed SPITter behaviour adapting to existing classification algorithms (cf. the race between attacker and defender in protection against email SPAM or viruses).

· Clause 7.x.2, 2nd bullet mandates that also transit operators shall be able to mark the IMS session with attributes.

Comment:

· Is 3GPP really sure at this point in time that impact on transit operators is feasible and desirable? Or should UC not better be handled only at the source and destination network? Or only at the destination because this is where the user needing protection resides, and the source may be outside the control of the IMS operator anyhow?

· Clause. 7.x.2, 3rd bullet, states that IMS shall support of capabilities that enable a terminating party to report IMS sessions as UC before, during and after a call 
Comment:
· Maybe one of these alternatives would suffice? Probability all of them have usability issues which need further study. 

So, while it is easy to agree that the SPIT/UC problem needs to be tackled in IMS by appropriate means, it is much too early to agree on exactly which requirements should be mandatory to implement and which concrete MEASURES should be taken against SPIT/UC. 

Usually, when deciding on whether to introduce preventative measures of any sort  it is almost always the case that the benefit has to be traded off against the cost of these measures. 

In the case of SPIT/UC, the gain in the protection of the private sphere, increased customer satisfaction, prevention of bad reputation for VoiP/IMS etc. has to be weighed against the complexity added to the implementation and operation of the system, usability issues inherent in the proposed measures, required change to IMS protocols, etc. But the impact of the proposed measures on the system is completely unknown today. SA has agreed an SA3 WID on PUCI only in September 2008, so that no results are available now. Therefore, the above-mentioned trade-off is impossible today. But accepting the requirements as they are proposed in the CR would mean to mandate changes to the IMS system without properly understanding the effects on IMS.

Proposal

It is therefore proposed to not agree the CR, but send the CR in a LS to SA3 with the request to evaluate the proposed requirements with respect to the effect their implementation would have on the IMS system, as part of SA3's work on PUCI. After feedback from SA3 at their next meeting SA1 would then have a basis for their decision on the proposed requirements. Note that SA1 can take into account SA3’s reply in SA1’s November meeting, still in time before the SA plenary in December."

