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	Start of Modifications


	Modification 1


5
The role of OSA within the VHE framework for services

The goal of standardisation in 3GPP with respect to services is to provide a framework within which services can be created based on standardised service capability features. 3GPP services will generally not rely on the traditional detailed service engineering (evident for supplementary services in second-generation systems), but instead provides services using generic toolkits.

OSA is one of these toolkits, standardised within 3GPP, for the support of services within 3GPP system (see chapter 5.1).

Services can be implemented by applications using service capability features, which are accessible  via the OSA interface towards these SCFs in the network.
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Figure 1: Applications access Service Capability Features
via the standardised OSA Application Interface

	End Modification 1


	Modification 2


6
High level requirements to OSA

The following high level requirements apply to the OSA application programming interface (API). The standardised API shall be:

-
independent of vendor specific solutions;

-
independent of programming languages, operating systems, underlying communication technologies,  etc. used in the service capabilities;

-
secure, scalable and extensible;

-
independent of the location where service capabilities are implemented;

-
independent of supported server capabilities in the network;

-
independent of the transport mechanism between the service capability features server and the application server;
-
It shall be possible for an OSA application to continue operation in case of  a consecutive upgrade of the underlying OSA capabilities. This ability to operate may be limited to a specific time period which is managed by the network operator.

-
Access to Service Capability Features shall be realised using modern state of the art access technologies, e.g. distributed object oriented technique and Web Services technologies might be considered.;

-
OSA shall be aligned as far as possible with equivalent and related work in other bodies, such as, OMA, Parlay and JAIN;

-
OSA shall allow applications access to home network service capability features. Access to Service capability features in another network shall be possible.; 

-
When access to Service capability features in another network or administrative domain exists, the following requirements apply:

-
The application shall not be aware that the SCF is in another network

-
The SCF shall not need to support additional functionality in order to be accessed from a different network

-
The network providing the SCF shall be able to control the visibility and usage of the SCF by another network.

-
It is not required that network entities, which provide the implementation of OSA interfaces (SCFs), be mappable to 3GPP standardised functionality, nor that the existence of a standardised interface / protocol to communicate with 3GPP standardized network elements is required.Thus it is permissible to e.g. build a OSA API function into a WAP gateway to retrieve terminal capabilities from terminal supporting the WAP protocol.

Note: 
If the network entity, to which OSA provides an API interface, is a 3GPP standardised entity and if a standardised interface / protocol to communicate with that network entity exists it is recommended that 3GPP defines a mapping of the OSA API functions to that interface / protocol.

-
OSA shall allow Service Capability Features to communicate with backup instances of an application in the case where the primary application instance is not responding. This shall be possible also when the primary and backup instances of the application are physically located in different locations.

-
OSA shall enable an operator to set policies (e.g. based on the need of load distribution) on how OSA shall utilize the underlying network system.

	End Modification 2


	Modification 3


10
Security and Privacy requirements

10.1
Security requirements on User Profile Management

The User Profile Management functions shall be able to grant or deny access to individual parts of the subscriber’s User Profile.

The User Profile Management functions shall ensure that all operations on parts of User Profile data are authorized.

The type of access is one out of:

-
Reading user profile information; in case parts of the User profile is subject for reading it shall unambiguously be identified by the application,

-
Adding information to the user profile,

-
Modify existing information in the user profile.

The control of access rights is in principle on the user's discretion. The user shall have the possibility to allow or restrict the retrieval and presentation of her user related data. The mechanism how a user is able to maintain access rights is for further study. 

When using the OSA framework to access user profile information, the Generic User Profile APIs [10] shall be re-used.

	End Modification 3


	Modification 4


13.1
The Framework functions

The framework provides the essential capabilities that allow OSA applications to make use of the service capabilities in the network. The framework shall support the ability for applications to access SCFs in another network.

There are four distinct features that comprise the framework: Trust and Security Management, Service Registration and Discovery functions,  Integrity Management and Service Subscription.

13.1.1
Trust and Security Management 

The trust and security management feature provides the necessary mechanisms which define the security parameters in which client applications may access the network. This includes the availability of a framework initial access point through which all client applications are authenticated and  authorised and the ability to allow the signing of on-line service level agreements between the client applications and the framework. 

13.1.1.1
Authentication 

Authentication is used to verify the identity of an entity (user, network, and application).

Three types of authentication are distinguished:

· User-Network Authentication:


Before a user can access her subscribed applications, the user has to be authenticated by the network that provides access to the application. This allows the network to check to what applications the user has subscribed to. User-network authentication is handled within the network and therefore outside the scope of the OSA .

· Application-Network Authentication:


Before an application can use the capabilities from the network, a service agreement has to be established between the application and the network. Establishment of such a service agreement starts with the mutual authentication between application and network. If a service agreement already exists, modification might be needed or a new agreement might supersede the existing.

· User-Application Authentication:


Before a user can use an application or perform other activities (e.g. modifying profile data) the application must authenticate the user. When the network already authenticates the user, authentication is not needed anymore. When the network is transparent and the user accesses an application directly, authentication is needed between user and application. This is outside the scope of the OSA.

13.1.1.2
Authorisation

Authorisation is the activity of determining what an authenticated entity (user, network, and application) is allowed to do.

NOTE:
Authentication must therefore precede authorisation.

Two types of authorisation are distinguished:

· Application-Network Authorisation:


Verifies what non-framework functions the application is allowed to use. Once an application has been authorised to use one, more or all  non-framework functions no further authorisation is required as long as the "allowed" non-framework functions are used.

· User-Application Authorisation:


The application verifies what actions the user is allowed to perform (e.g. deactivation of functionality, modification of application data). This is transparent to the network and therefore outside the scope of the present document.

13.1.1.3
Policy for service capability features access and usage

The framework shall provide functions to manage and enforce policies on the access and usage of service capability features requested by the OSA Applications, in addition to the policies implemented by the Service Capability Features themselves (e.g. through policy-enabled Service Capability Features). Examples of such policies are: number of application requests for a specified period, frequency of application requests, check on syntax correctness and validity in term of lifetime for parameters, check if the requestor (OSA Application and/or subscriber) is in arrears.

13.1.2
Service Registration feature

The Registration function enables the non-framework service capability features (i.e. service capability features that contain non-Framework functions)  to register with the Framework.  Registration must take place before authorised applications can find out from the Framework which non-framework service capability features are available. This means that the non-framework service capability features must be registered before they can be discovered and used by authorised applications. The service capability feature is finally registered if the registration process is successfully completed.

Note that only the non-framework service capability features have to be registered. The Framework service capability features (containing only Framework functions) are available by default since they provide basic mechanisms.

13.1.3
Service De-Registration  function

The De-Registration function enables the non-framework service capability features (i.e. service capability features that contain non-Framework functions)  to de-register with the Framework.   When a service capability feature de-registers the service capability feature shall discontinue providing service to all applications. Further, the service capability feature can no longer be discovered.

13.1.4
Service Discovery feature

The Discovery function enables the application to identify the total collection of service capability features that it can use. Upon request of the application, the Discovery function indicates the non-framework service capability features  that are available for use by the application. The list of available service capability features  is created through the Registration process described in subclause 12.1.2. This means that a service capability feature must be registered at the Framework before it can be discovered by the application.

13.1.5
Integrity Management function

Integrity management provides the means to allow the framework to query and report conditions that relate to the integrity of the framework, the network service capability features and the client applications. Furthermore an application may query conditions that relate to the integrity of the framework ad the network service capability features and report on it’s own conditions. As part of the integrity management functions, the framework may provide:

· supervision of the status of client applications to ensure continued operation, a process known as heartbeating.

· fault management reporting and control. Specific examples include the ability for the framework to notify applications of internal fault conditions as well as faults in the network service capability features and the ability for applications to request specific test executions in the framework.

· operations and maintenance access, more specifically, the ability for the application to synchronise with the system date and time. 

13.1.5a
Service Subscription function

This function represents a contractual agreement between an Enterprise Operator and the Framework. In this subscription business model, an enterprise operator fulfils the role of subscriber/customer of services and the client applications act in the role of users or consumers of services. The framework itself acts in the role of retailer of services.
13.1.6
APIs Usage Accounting

The framework shall provide functions to supply information for accounting of the usage of APIs.

13.1.7
Support for Identity Management Framework

The Parlay OSA framework shall provide support for Identity Management. This shall take into account frameworks such as Liberty Alliance identity management framework.

	End Modification 4


	Modification 5


13.2.6
QoS management functions

The OSA interface shall provide functionality to enable an application to dynamically change the quality of service available on the end user connection.  

(
An application may request to change the default quality of service available on the end user’s connection.

(
An application may request to change the quality of service available on the end user’s connection on a temporary basis

(
Applications are able to view transaction history and current quality of service status for reasons such as self-care. 

QoS features are defined within the network and may be managed and shared beforehand with application providers, with a clear indication as to which of these can be used as default QoS features and temporary QoS features.

	End Modification 5


	Modification 6


13.3.2
User Location functions 

The User Location functions provide an application with information concerning the user's location.

The user location information contains the following attributes:

-
location (e.g. in terms of universal latitude and longitude co-ordinates);

-
accuracy (value depending on local regulatory requirements and level of support in serving/home networks; note that the accuracy of the serving network might differ from that in the home environment);

-
age of location information (last known date/time made available in GMT).

The following functions shall be provided:

-
report of location information:

-
the application shall be able to request user location information;

-
by default the location information is provided once; the application may also request periodic location reporting (i.e. multiple reports spread over a period of time).

-
notification of location update:

-
the application shall be able to request to be notified when the user's location changes, i.e. when:

-
the user enters or leaves a specified geographic area;

-
the user's location changes more than a specified lower boundary. The lower boundary can be selected from the options provided by the network.
emergency call location:

automatic network location during emergency call provided to application;

retrieval of current location based on emergency call details.
The application shall be able for each user to start/stop receipt of notifications and to modify the required accuracy by selecting another option from the network provided options.

-
Access control to location information:

-
the user shall be able to restrict/allow access to the location information. The restriction can be overridden by the network operator when appropriate (e.g. emergency calls).

When an application requests report of location information or notification of location update, it shall be possible for the application to provide an optional requestor identiy, an optional service identity and an optional codeword (as defined in [9]). If an application provides one or more of the above optinal privacy information, the information shall be brought to the location service capabilities attention and used to comply with privacy policies of the subscriber the request relates to.

	End Modification 6


	Modification 7


13.5.2
Functions

The OSA interface shall allow an application access to presence capabilities within the network. Presence related information may be requested or supplied by an OSA application and may include, but not limited to presence information pertaining to the presence service as described in [7] or user availability.

An OSA application may act as a requester of presence information (i.e. act as a watcher) and/or act as a supplier of presence information (i.e. act as a presentity). All the capabilities offered to presence service watchers and presentities are described in [7] and may be offered to OSA applications. In addition to the authorisation performed by the OSA Framework, the presence service checks that the application is permitted to access the presence service. 

An OSA application may manage or query availability status and/or preferences of a user which may be associated with one or more services (e.g. voice call, IMS sessions, MMS …etc.). Such availability may be determined from a range of existing capabilities. 

The following OSA capabilities shall be supported for an application:

-
register as a presentity and/or watcher:

-
the application shall be able to request the registration as a presentity and/or as a watcher in the presence service. This registration shall include the ability to establish as well as cancel a registration. 
-
supply presence related information to the network:

-
the application shall be able to supply and/or update presence related information (presence information or availability) at any time. An application may modify the availability of a user. -
request the querying and/or modification of presence related data: 

-
the application shall be able to request the querying and/or modification of data other than  presence information related to watchers and/or presentities. Such data includes, but is not limited to any access rules pertaining to the presentity to be modified. An application may be able to request the management of availability preferences of a user. Management includes the setting, modification and deletion of availability preferences.
-
request Presence related Information :

-
the application shall be able to request presence related information. The application shall be able to request presence information about a presentity or may request the availability of a user. Such requests may be for the current information, on a periodic basis or for future changes in the presence related information (e.g. arming of event notifications). 

-
retrieve watcher information:

· the application shall be able to request watcher information about a presentity.

-
manage presence agents:

· manage and maintain the dynamic presence information and capabilities associated with presence agents.

	End Modification 7
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