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1
Executive Summary:

1.1
General

The SWG agreed version 0.1.0 of the TR in S1`-030498.  This was created from a baseline built from contributions to the previous SA1 meeting.  The baseline was modified based on comments in the meeting and in line with changes proposed in an input document.  The SWG discussed an LS from GSMA SeRG on privacy requirements on terminals.  Several of these requirements were included in version 0.1.0 of the TR and others were captured as open issues for further discussion.  The SWG noted six open issues (listed in section 1.6), which should be addressed in later meetings.

1.2
Future Meetings

	Meeting
	Date


	Venue
	Comment 

	SA1 SWG
	12-16th May 2003
	San Diego
	Request 1 day split over two days

	
	
	
	

	
	
	
	


1.3
Output Change Requests:

None

1.4
Output Liaison Statements:

None

1.5
Output TR

	TDoc
	Type
	Spec

No
	CR

No
	Rev
	Rel
	Title
	Source
	Result

	S1-030498
	TR
	
	
	
	
	Draft of TR 22.x.y.z on Privacy, version 0.1.0
	SWG
	


1.6
Open Issues

	Number
	Issue
	Owner
	Status

	Priv 20/1
	Need to protect the privacy information on the terminal from being accessed by “rogue applications on the terminal and so bypass the network privacy framework. Need to be able to separate the apps between terminal manufacturer, operator applications and 3rd party applications (those who have a contract with the operator and those which have a direct contract with the user).  Need a mechanism to prevent non-trusted applications being able to access the data. (reference S1-030458)  May need to look at MexE stage 1.
	All
	Open

	Priv 20/2
	Need to consider the requirements on each piece of equipment and the applicable law, especially in roaming cases e.g. when the UE is in a roaming network it may be subject to different requirements by local legislation than when it is in the home network. E.g. cyphering
	All
	Open

	Priv 20/3
	Consideration needs to be given to notifying the user of what parts of the privacy information is being transferred.
	All
	Open

	Priv 20/4
	Need to define “privacy information”
	All
	Open

	Priv 20/5
	Bullet 1 of 4.1 raises the issue of the EU requirement to ensure that the data is provided in a way that does not disclose the user identity.  This needs to be covered in the requirements later in the TR.
	All
	Open

	Priv 20/6
	The network provider will need to act as a broker to allow the users identifty to not be disclosed to the service provider (section 4.1, bullet 2).  This requirement needs to be stated in the TR.
	All
	Open


2
Detailed Report

2.1 
Agenda

	TDoc
	Type
	Spec

No
	CR

No
	Rev
	Rel
	Title
	Source
	Result

	S1-030422

	Agn
	
	
	
	
	Privacy SWG Agenda
	Lucent Technologies
	Agreed


2.2
Incoming LSs

	TDoc
	Type
	Spec

No
	CR

No
	Rev
	Rel
	Title
	Source
	Result

	S1-030458

	LS
	
	
	
	
	Privacy and Security Requirements within GSM/UMTS Devices
	GSM SERG
	Noted in SWG


Discussion:

The SWG discussed the requirements provided by GSM SeRG.  Nokia was concerned that the conclusions are only from the operator perspective.  The meeting agreed that the user held some responsibility for downloading applications not approved by the operator, which could cause the network policies to be bypassed and hence result in the privacy information being inadvertently disclosed.   A distinction was made between applications downloaded by the operator and those downloaded by the user.  An open issue on this subject was noted (Issue Priv 20/1).

The SWG agreed to include bullets 2 and 4 were added to section 5.2 of the TR.  However, bullet 2 was modified to change subscriber to user.  This was doen to bring this more in line with EU directives that refer to the personal data of the user.  The requirement was expanded to include change of subscriptions in line with a request from Nokia.

The SWG noted that the last bullet raised an issue that the support of privacy on the equipment, especially the terminal, depended on the location of the equipment and the applicable legislation.  This was noted in open issue Priv 20/2.
Conclusion: Noted.  Some text was included in S1-030498.

2.3
Technical Report Baseline

	TDoc
	Type
	Spec

No
	CR

No
	Rev
	Rel
	Title
	Source
	Result

	S1-030376 
	Doc
	
	
	
	
	Baseline document for TR 22.xyz - Study on a Generalised Privacy Capability
	Siemens AG
	Revised in S1-030498


Discussion:

Siemens clarified that in this document, references to the service provider include 3rd party service providers.

Lucent commented that bullet 2 of section 4.1 implies a proxy/broker exists so that service provider can bill the user, if the users identity is not to eb disclosed.  Siemens clarified that the network provider is acting as the broker.  This needs to be reflected in the requirements and so was added to the open issues list.

The SWG agreed to added text to the first bullet of the presence section to clarify that the Principal of the presentity could deny access to privacy information by anonymous users.  This change was included in S1-030498.

The SWG agreed that bullet 1 of 4.1 raises the issue of the EU requirement to ensure that the data is provided in a way that does not disclose the user identity.  This was added to the list of open issues.

Conclusion:

2.3
Other Contributions

	TDoc
	Type
	Spec

No
	CR

No
	Rev
	Rel
	Title
	Source
	Result

	S1-030403
	Doc
	
	
	
	
	Privacy
	Lucent Technologies
	Noted.  Changes included in S1-030498.


Discussion: Nokia asked what was meant by “reasonable access” in the first proposed new bullet.  Lucent stated that there was no clear definition, just that the operator would ensure where possible that the user had access.  Nokia accepted this for the moment.

It was confirmed that the 2nd new bullet simply required that the user could use one set of access rules for one service and a different set for another service.  This did not include the user being notified of what privacy information was being transferred.  It was agreed to include the “user notification” in the open issues list.

It was agreed that this contribution introduces the term “privacy information” which is not defined.  The SWG agreed that the separation between privacy information and access rules should be aligned with the separation made for presence information.

In the bullet on lawful interception it was agreed to change the MUST to shall.
Conclusion: Noted.  Changes included in S1-030498.
2.4
Next Session

The SWG agreed that they would probably need 1 day at the SWGs in May.
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	Siemens AG
	Revised in S1-030498.

	S1-030403
	Doc
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	S1-030422
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	Privacy SWG Agenda
	Lucent Technologies
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	S1-030458

	LS
	
	
	
	
	Privacy and Security Requirements within GSM/UMTS Devices
	GSM SERG
	Noted in SWG. Some text added to S1-030498

	S1-030498
	TR
	
	
	
	
	Draft TR 22.xyz V0.1.0
	SWG
	To be agreed in plenary
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