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7.3 Security

1. The DRM solution should provide one protection method, allowing content providers to render objects unusable to any UE but the intended UE.
2. The DRM solution should provide one trust method, allowing a content provider to establish a trust relationship with a UE.

3. Use of protection and trust model should be optional for content providers.
4. 
[Note: the rest of the section to be removed]

To control access to encrypted content, the content provider shall:

1. Authenticate the UE prior to issuing a licence.

2. Establish that the UE is authorized to receive content, i.e. it is DRM compliant.

3. Issue a licence for all UEs owned by the consumer, and ensure the integrity and authenticity of the licence, e.g. digitally sign the licence.

4. Ensure the integrity of the content.

5. Ensure that distributed  licences and encrypted content have an unambiguous cryptographic linkage, e.g. incorporate a hash value of content in the signed licence

The UE shall:

1. Validate the integrity and authenticity of the licence before rendering, e.g. verify the digital signature calculated over the licence before rendering the content. 

2. Validate the integrity of the content before rendering, e.g. verify a cryptographic hash of the content.

3. Ensure that content is stored securely, e.g. in encrypted form or in secure memory.

4. Decrypt the content after validating the licence and usage rules.  If permitted, content may be decrypted for previewing without a valid licence.

5. Ensure that content cannot be accessed “in the clear”, e.g. between decryption and rendering, to prevent copying of decrypted content.

6. Securely protect cryptographic keys.

Licences shall not be issued to UEs that cannot be authenticated or are not authorized, that is, they are not compliant with the DRM specifications.
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