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This contribution is intended to extend and clarify the Overview of Push Service Capability, providing a functional description and illustrative examples, including push elements and entities, relationships among the "stakeholders", and security and privacy. 

To provide a better focus in the overview, the " Definitions and Abbreviations " of section 3 are first reviewed. Selected  additions have been made to assist in the overview of push. This section is also included as revisions for the attached stage 1 [TS 22.174 0.3.0 RIM], following the descriptive part of the contribution.

This contribution is based in part on the clarification of push service capability proposed in S1‑020070. 

1. Overview basis

Push provides a fundamental capability, and is applicable to uses where the data package is used for:

· Presentation to a person (user)

· Use by a device or machine (unattended operation)

This suggests that the destination of the data package may be better characterized as a "push recipient". A definition has therefore been added to section 3. Similarly, the definitions of user and user agent.have been extended to include the case of unattended operation.

Consider the likely unattended operation: there may be specialized terminals for a particular application which are a closed user group. One or several organisations may operate or use such terminals. This is in contrast to the current voice user, who is an individual with one (or a few)  handsets. Since many UEs may be under the control of a single company (entity), an "organisation‑user" is defined.

Note also that push may be used to deliver a data package to a push recipient (UE and associated agent and device). But many unattended applications will be originating information to be delivered to the application’s server (push initiator). The overview therefore includes this capability.

2. Description of Push

Refer to Figure 1 "Push Service Capability Overview" and sections 4 and 4.1. As previously, servers within or external to the the operator’s network provide push data packages to the operator’s delivery network. The network delivers the data packages to the "push recipient", which may be a:

· UE plus user agent providing the data (or interpreted data) to a device or machine

· UE plus user agent presenting the (interpreted) data to an individual

The case where the (interpreted) data is presented to an individual may be used by a defined high level service, e.g. IMS or MMS. It may also be used by a VASP or other push initiator for a private (corporate or other) service. It may also be used when the VASP or other push initiator provides a private service. The user agent in the UE would be part of the high level service provided by the push initiator, and not part of the push service capability.

A number of examples of uses are then provided, covering a variety of high level applications. Many other applications could also be described. The basic point is simply: 

Push provides an extremely flexible and useful building block for an extensive range of services

3. Issues to be addressed 

Three of the basic issues which should be considered in the provision of push include:

· Push Recipient’s differing configurations and uses, and therefore requirements

· Commercial relationships among the push "stakeholders"
· High level service security and push security
With the differing configurations and uses, one approach which may help both the high level service providers and the operators is the provison of push as a flexible basic building block. This allows push to be provided which can be tailored to the needs of the diverse applications, while not requiring each application to build their own push capability. 

4. Push configurations

The basic services which use push may be divided into those with:

· Unattended operation

· User (person) involvement

For each of these, classified by whether or not the UE operates without innovement of in individual, a number of representative uses is listed. They illustrate the range of applications which may be handled by high level services using push. Other uses may be added to them. These examples are also provided as background for the discussion on relationships. 

5. Push stakeholders and relationships

With the wide variety of terminal configurations for the high level services, we now discuss the different stakeholders, their roles both in providing the terminal configurations and in the operation of these terminal configurations. With this information, observations about the relationships between these entities is made.

5.1  Case 1 – Few entities, simpler relations

For a simple situation, an operator may use push as an element to provide a high level service, of interest to individual users. The major entities and the elements are then:

· Operator, providing the delivery network, PLMN, and UEs

· Operator provides the push initiator (server for the high level service) and the user-agents in the UEs to present the data packages of the high level service.

· UE manufactuer, providing UEs to the operator

· VASP, which may provide a push initiator

· Software vendor (which may be the UE manufacturer or a third party vendor) providing the software.

· Operator (or other) operates the User Profile

The operation of the high level service (and its use of push) is therefore under the control of the operator.

The operator would purchase the UEs from the UE manufacturer; these may be an existing design, which allows personalization of service for the operator.

In the simplest case, the user agent in the UE may be provided to the operator either by the UE manufacturer or by the software provider which has delivered the high level service and its server (the push initiator).

There are two entities, in addition to the operator, responsible for the elements of the system. Each of the two has their main relationship with the operator. There are clearer lines of responsibility for the proper operation of the system. The two major contractual relationships would be with the operator. There would be some testing between the two vendors, but most of this may be under the view and control of the operator.

5.2  Case 2 – More entities, more complex relationships

On the more complex end of the scale, consider an unattended operation, with high security essential, and need to interact with (and control a device), and where there is push of information in both directions. This may be a "private service", operating as a closed user group. It may, potentially, operate with other high level services, bringing in the need to asses complex technical interactions and validate operation under a variety of scenarios.

The major entities include the operator, customer (organisation-user), their vendors and developers, and potentially, their contractors for operating the push initiator, the push recipients, and the high level service which the customer uses. In this case there may be softrware developers for the several elements of the system, and there also may be a systems integrator. 

These contractors may also have some responsibilities (depending on the arrangements between the operator, the operator’s customer (organisation-user) and the push initiator) for  the software developers and system integrators) beyond just providing equipment and software, and testing out the full operation of the system (high level service). They may be provided some responsibilities in the operation of the service aafter its inauguration. Their roles in such operation would be defined by the agreement between the operator and the organisation-user. Their roles may be more complex if the push operator is providing services to several closed user groups (several organisation-users) or possibly in agreement between the operator, push initiator (and organization-user).

Some examples could be: services provided to a delivery company such as FedEx or UPS, or banking related services to ATM machines.

There will be, in these complex situations, potentially more entities and multiple relationship among them for other projects in addition to the specific high level service using push, which has been described here.

6. Push security and privacy issues

The push security and privacy issues may be similarly range in their complexity. The simplest may be the case of consumer services (news, sports, etc) provided by an operator. Much more complex ones would be corporate or governmental services which very sensitive data. 

The solution may be a single security or privacy system entirely within the control of the operator, for the consumer services provided almost entirely by the operator.

For high level services with sensitive data and corresponding security and service requirements, the operator, separate push initiator, organization-user, and the several contractors may all be involved. There may be need for end-to-end security totally under the control of the organization-user; some cases may include banking, corporate services, and others.

Discussion of a number of cases is provided in section 4.2.3 of the proposed stage 1 text.

7. Recommendation and proposal

It is recommended that the approaches discussed for the several areas of the stage one be approved.

The proposed sections for those sections of the Push stage 1 are:

3 Definitions and abbreviations

Definitions and abbreviations used in the present document are listed in TR 21.905 [2]. For the purposes of this document the following definitions and abbreviations apply:

3.1 Definitions

Delivery Network: the network that delivers the information from the Push Initiator to the User.

Organisation-user: an entity which uses push service and controls push recipients. It may be a corporation or government agency. One illustration is an organization or entity which controls UEs integrated into special-purpose devices as part of a closed user group. A UE which is controlled by an individual only for personal services has no organization-user.
Push initiator: the entity that originates push data and submits it to the push service for delivery to a user agent on the UE e.g. content provider, MMS, corporate IT systems.

Push service: a service which delivers information (e.g. notification, data, multimedia content) initiated from a Push Initiator (which may be external to the PLMN) to the UE.

Push recipient: the entity that receives the push content from the delivery network and processes or uses it. This includes the UE with which the PLMN communicates with, the user agent with the application level address, and the device, machine or person which uses the pushed information.
Trust Level : ?

User: a person who interacts with a user agent to view, hear or otherwise use a rendered content, or, a device or machine which interacts with the user agent to utilise the pushed information. 
User agent: is any software or device that interprets resources. This may include textual browsers, voice browsers, search engines, machine or device interface software etc.

3.2 Abbreviations

For the purposes of this document the following abbreviations apply:


URL – Uniform Resource Locator.
URI – Uniform Resource Identifier
VASP – Value Added Service Provider
4 Overview of the Push Service

The overview of push is followed by a summary of the relationships among the entities involved (operators, users, push recipients and push initiators). Mention is made of  some categories of push recipient configurations, together with examples of their use, and potential impact on relationships. 
There is tremendous flexibility for high level services in configuring and fine-tuning push classes for the specific servies they offer. This variety enables operators to differentiate services in collaboration with push initiators and user-organisations. 
Note: these are functional descriptions: multiple functions may, depending on business arrangements, be performed by a single entity.
This overview covers:
· push use functional description and illustrative examples
· push elements and entities

· push configuration classes

· push initiators, operators, organisation-users (and relationships)

· security and privacy



Figure 1 : Push Service Overview

4.1 Functional description of push service
A Push Service is a service whereby the Push Initiator sends information to a UE at a time that is determined by the Push Initiator. The information is then used by a User Agent (service or application in the UE ) to present to a person or for use by a device or machine. 
A data package is transferred by the Push Initiator to the delivery network shown in Figure 1, without the recipient initiating the transfer.  The transfer is initiated by a Push Initiator, which is given the permission (by the operator) to deliver data over a particular delivery network and to a particular set of user equipments (UE).  The user or an application working in relation to the UE is said to be the Push Recipient. 
Push initiators may be within or external to the PLMN, and may also be UE-based.
The Push Initiator has been given permission (by the operator) to deliver data packages to a particular set of UEs.  The Push Initiator sends information to the Delivery Network using the push API (push access interface), which uses the destination device and application level addresses, and desired service parameters (latency and priority class, delivery class, receipt, etc.).  The data package (of arbitrary type and content as far as the Delivery Network is concerned) is provided to the User Agent in the UE. The User Agent then interprets and presents the information to the person or device. 
The information could be, for example :

· advertising, which the user has agreed to accept,

· news bulletins, weather forecasts, stock quotes etc. that the user has subscribed to by prior arrangement,

· very specific to the users interests, hobbies e.g. details of the location of a rare bird for birdwatchers, the latest news from a favourite TV show,

· work-related (corporate information service)  e.g. company notices, details of next job for field engineers, e-mail, updated inventory records,
· sensitive information, e.g. messages between attorneys within a corporation, operation of security systems,
· download of data or software for UE application or for a connected machine,
· data to equipment (vending machines, road information equipment, copy machines, telemetry equipment),
· Upload of data (meter reading, equipment status, low stock in vending machine) from a UE push initiator to a push recipient.
All of these services of the push initiator will make use of the delivery network push capability and capability feature (which is a ”logical” push service not seen directly by the user). 
The information push is initiated by a Push Initiator that has permission to push information over a particular delivery network and permission to address a particular set of users.

[note - moved to section 4.2.3]
4.2 Issues to be addressed
In providing push there are several basic issues that should be raised.  As GPRS-based data services start to expand, the numbers and types of Push Recipients will start to diversify. Some of these issues include:

· the different types and requirements of Push Recipients: different UE uses and push configurations affect push requirements,
· stakeholders of the UE: different commercial relationships and solutions affect push relationships,
· user (organisation-user) and UE security: protection from unwanted push data is an important consideration for certain types of Push Recipients and certain types of UE configurations.
4.2.1 Push configurations

As GPRS (and 3G) data-only devices become more commonly used, new push-recipient configurations will be developed. This may result in changes in push requirements to meet these changed needs. Representative major configurations include:

· Un-attended operation 

· ·
Meter reading.

· ·
Vending machine stock levels

· ·
Power load control via radio commands

· ·
Automotive maintenance applications

· ·
Remote monitoring

· ·
Highway sign control

· With User involvement

· Messaging using MMS – news, sports, peer-to-peer, advertising

· Secure corporate email application

· Stock information and trading via stock application

· M-commerce transactions

· Message based queries with response pushed back to user when available 
4.2.2 Push stakeholders and relationships
Stakeholders will vary based upon the services offered and the entities participating. They may include:

· operator (which provides the delivery network and the PLMN)
· push initiator, which may be:
· operator
· VASP
· organisation-user (corporate or government), especially for closed user groups

· manufacturers, system integrators and development groups 
The User or Organisation-user must have a subscription with the PLMN. The User then arranges for the services with the Push Initiator. In some cases, this may also be the operator, for information services, advertisements  and other services which the operator provides directly. Other cases may require a separate subscription with a VASP for the information or services required, or that the user be associated with a particular agency or corporation. 

The Push Initiator has access to the push service of the operator’s delivery network through a business arrangement with the operator. The arrangements may typically include the charging, capacity available, and means of service management.
The customer support function for closed user groups (including unattended operation) may often be performed by the push initiator, or the organization-user or system integrator. The support for open user groups usually would be the operator or the push initiator.
Some of the relationships include, for solutions such as:


unattended operation: often completed by independent system integrators and software and hardware developers.  Occasionally a large company may complete a solution that fills out a product offering or satisfies a particular target market for their product.  In this case the network operator could either confirm push services through the third-party, or their sales representative.  In the case of a large company solution the network operator would often deal directly with the manufacturer and wireless solution provider.  


point of sale (POS): can be handled in several ways.  The individual bank offering the POS solution may deploy the UE, or a third-party may be contracted by the bank to handle deployment and provisioning issues.  In many cases a specialized infrastructure may be used for handling, routing, fault tolerance and scalability needs.  Often low-level elemental access to the network is required for these specialized solutions.  The relationships in these situations are complex and may involve a short-term relationship with a third-party installer, while maintaining a long-term relationship with the bank or financial institution supporting the actual data exchange.  


closed user group: tend to solve a specific problem and a relationship must be established with each company that offers such a product.  The product may offer a broad solution, such as stock trading for the financial community, or a specific solution such as wireless e-mail for a corporation.  In each case the solution provider must educate and inform the network operator as to how the solution fits into the network.  Often low-level elemental access to the network is required.  Based on how the solution is constructed, the relationship could be between the network operator and the solution provider.In other cases, the network operator may also be involved with the company running the solution, or even the organisation-users of the solution.


open user group, for the general consumer: are best organized through the network operator, as demonstrated by a iMode solution offered by NTT DoCoMo.  There are exceptions to this product offering approach, as demonstrated by the company GoAmerica, within the North American marketplace.  These consumer solutions are less likely to require a strong push-centric solution, but providing push services can enhance these consumer solutions.  The relationship in this case is generally between the network operator and the end user, and the network operator can often act as the first line of support.  Additional relationships may be needed to connect various host services, such as a GoAmerica portal server, and for defining a method to support push services to the consumer.  A high-level push gateway, or a standardized Internet friendly API, may be useful in accelerating and encouraging host services to offer push content.
4.2.3 Push security and privacy issues
The privacy of the user is important and push services should in no way result in large amounts of unwanted information “spam” being sent to mobile users. 
Since there are different classes of users different security requirements also apply to each class.  The different kind of security requirements include, for:


unattended operation: could make use of core network security such as closed user groups or virtual private networks (VPNs).  In this scenario a group of fixed wireless radio devices will only exchange data with a specific host service.  Therefore push requirements are also fixed between one host address and one set of UE.  If a closer user group or VPN solution were not available, this class of solution would probably be programmed to ignore extraneous message (SPAM) and other unrelated data.  However, the delivery of unwanted data would probably be detectable between the host service and the mobile device and be discounted by the service provider. Note that delivery of unusable information represents loss of network capacity.

point of sale (POS): also make use of a closed user group and VPN type solution.  The POS terminal may have greater exposure to external attack, e.g. a denial-of-service.  Provisioning would program the terminal with the exact host service that it is allowed to communicate with.  This restriction could be for push services, pull services, or both. The POS use is essentially a group of closed user groups, and may utilise their solutions.

closed user group: tend to have private security solutions that protect them from unwanted information and from interception of data.  The main problem tends to be billing related since the amount of real (usable) data and the amount of unwanted data don’t agree between the network operator and the host service provider.  UE in this class of service can make use of closed user groups or VPNs if available.  Since this class of user may transition into an open user group it is important to provide flexibility when configuring the UE.


open user group - general consumer: require the most protection from unwanted push services.  Especially if the network operator, or a third-party is offering dynamically expandable third-party services it is important to offer the user protection from SPAM data or direct denial-of-service attacks.  The access point that proxies the push services to the user should be responsible for providing security.  Stated another way, the best place to implement security is within the component that provided the host service in the first place.  For example if a third-party offers a collection of push services, and the user can select them via a browser-like interface, there should also be a way of de-selecting the service.  Similarly if a consumer is selecting host services via a push initiator, a similar means should be provided to protect the same user and provide an interface to select and deselect push services.  In this situation the push initiator may also be providing translation, reformatting and transcoding functions on behalf of the user of the UE.   Attempting to protect the user of a UE at the low-level push interface could be impossible, especially for services such as GoAmerica that offer aggregated host service solutions.
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